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Executive Summary

Purpose

We present a gorithms for the automatic generation of facilities intended for
dynamic verificationr—HDL simulation monitors (also known as checkers) and
trace analyzers—from properties written in Property Specification Language
(PSL).

This deliverable presents afull development flow from basic agorithms and
optimizations to descriptions of tool prototypes.

The purpose of this document is to describe the optimized algorithms for dynamic
verification derived in the framework of Deliverable 3.2/5.

Intended Audience

This document isintended for anyone who is using PSL for generating HDL
simulation monitors and trace analyzers.

Background

Functional verification continues to be amajor chalenge in the design
development process, and dynamic verification (simulation) remains an important
tool for making sure the design performs asit should.

As opposed to static verification (e.g., formal verification), where the target isto
prove the correctness of the design under test against the specification, the target of
simulationisto find bugs. Simulation cannot prove correctness, because, for this
purpose, infinitely many simulation runs may be required. The ability of the
simulation to find bugs strongly depends on the quality of the simulation
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environment—the facilities for generating the possible design behaviours (drivers)
and the facilities for testing the simulation results (monitors).

Writing good s mulation monitorsisavery difficult and time-consuming task. The
industry of EDA tools provides awide variety of tools supporting different
simulation targets (drivers, assertions, coverage, etc.), whose aim isto make the
writing of the simulation environments easier. One of the possible directions for
thiseffort isto adopt a high-level specification language for this purpose.
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Glossary

Acyclic graph

A graph that has no paths, such that the first and the last vertexesin the path
arethe same.

Assertion
A property that is expected to hold on a specific design.
Assignment

A mapping between the set of state variables to the set of variable domains,
which maps for each state variable, a value from its domain.

Assumption
A property that is supposed to hold on a specific design.
Checker
See Smulation Monitor
DNF

A logical formulaconsisting of a digunction of conjunctions where no
conjunction contains adigunction, e.g., the DNF of (A or B) and Cis (A and
C) or (B and C).

DTS (Discrete Transition System)

A computational model representing a program that implements afinite state
machine. Defined in Chapter 2. Seedso[2].

HDL (Hardware Description Language)

One of several speciaized high-level languages used by semiconductor
designersto describe the features and functionality of chipsand systems prior
to handoff to the IC layout process. HDL descriptions are used in both the
design implementation and verification flows. Currently, the two standard
HDLsin use worldwide are Verilog HDL and VHDL. Severd proprietary
HDLs also exist, mainly for describing logic that is targeted for vendor-specific
programmable logic devices.

HDL concurrent statement (assignment)

An HDL statement that is executed concurrently with other statementsin the
block. For the assignments, the val ue assigned to the left hand side of the
assignment is considered to be valid at the next time point. See also [5] and [6].

HDL event-based process

An HDL block of statementsthat are executed sequentialy. The block is
activated every time the corresponding event is evaluated to "true”. The HDL
event-based processisitself an HDL concurrent statement. See also [5] and [6].

Invariant

A Boolean expression that should be true throughout the whol e execution.
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Logical implication (| )

A relation between two Boolean expressions. One Boolean expression logically
implies another Boolean expression if and only if for every assignment, if the
assignment models the first expression, then it necessarily models the second.

L ogical independence

A relation between a Boolean expression and a state variable. The Boolean
expression isindependent of the state variable if and only if there exist two
assignments, each of which mapsthe state variable to the different values and
both model the Boolean expression.

Modeling (| )

A redation between an assignment and a Boolean expression. The assignment
models the Boolean expression if and only if the Boolean expressionis
evaluated to "true’ under the mapping of the state variables.

NFA

A non-deterministic finite automaton. Also referred as a non-deterministic
finite state machine. See also [4].

Simulation monitor

An HDL code unit that runs with the design in the simulation, checks the
design under test for the user defined property, and reports an error if the
property is violated. Sometimes also referred to as an online monitor.

Trace analyzer

An executable code unit that reads the simulation results given in the format of
atracefile, checksthe trace for the user-defined property. and reports an error
if the property isviolated. Sometimes also referred to as an offline monitor.
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1 Introduction

Theincreasing complexity of hardware systems today demands a sophisticated
design and test methodology. System design verification continues to be a major
challenge, and simulation remains an important tool for making sure that
implementations perform as they should.

The god of the PROSY D project is to enhance the hardware verification flow via
the high level Property Specification Language (PSL) based tools. Origindly, PSL
wasinvented for the purpose of model checking. Thereis still agrowing demand
for the application of thislanguage in simulation techniques, because of its high
expressiveness and flexibility.

Simulation monitors (a so known as checkers) are an important tool for making
sure that design implementations perform as they should. In this deliverable, we
present a gorithms to automatically generate HDL monitors from PSL formulas.
During simulation, the checker analyzes the ssimulation results (traces) and reports
any violations of the PSL formula. Like any other simulation-based approach, the
checker can only disprove the PSL formula (if aviolation is found), but it can
never proveit conclusively, asthat may require analyzing infinitely many traces.

Trace analyzer s are another tool for observing simulation results. Trace andyzers
can be viewed as simulation monitors that run offline, after the simulation, and
examine the simul ation results provided in the format of atracefile.

This report describes the algorithms for generating and optimizing the smulation
facilities mentioned above, from a specification written in PSL. Thereport is
divided into five parts, each of which fulfils adifferent objective. Chapter 2
describes the generation of a simulation monitor from PSL properties and serves as
abasisfor Chapters 3 and 4. Chapter 3 describes the optimization of the agorithms
for generating simulation monitors, based on initia knowledge about the behaviour
of the simulation environment. Chapter 4 describes the generation of atrace
analyzer, using the intermediate results of simulation monitor generation. Finally,
Chapter 5 aggregates the previous chapters into the description of the tools based
on the algorithmic framework provided in this report. These tools will be
implemented in future PROSY D activities.

Optimized Algorithms for Dynamic Verification
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2 Generating a Simulation
Monitor

Overview

This section describes atool for creating simulation monitors (checkers) from a
given set of PSL [7] properties, for dynamic verification. A simulation monitor
(checker) isacode that implements a PSL property and can be evaluated
dynamically at ssmulation time, reporting an error on each violation of the original
PSL property. In the rest of thisreport, we will use the term “checker" aswell as
"simulation monitor".

The algorithms described in this section are based on the algorithms implemented
inthe IBM FoCstool. [1]

Figure 1 showsthe full flow of simulation involving the generation of simulation
monitors (checkers):

Checkers

Checker
Generator

Simulator L} I

Figure 1. Flow of simulation with simulation monitor s (checkers)

Sp ecification

Design
(e.g. VHDL)

Test
Programs

The user takes hig’her PSL properties, |oads them into the checker generator,
generates HDL monitors, connects them to the design or to the simulation
environment, and runs the simulation using test programs.

The checker generator produces checkers, which report an error for each violation
of the original PSL property. The subset of PSL propertiesthat can be efficiently
trandated into checkersis provided in the next section.
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The checker generator translates a PSL property into an HDL monitor as follows.
The checker generator implements the PSL property using a computational model
that represents anon-deterministic finite automaton (NFA), and using asimple
AG(p) assertion where p isaBoolean expression [1], which observes the monitor
failure condition.

The NFA is converted into a computational model (DTS, described in the
following sections) which defines the deterministic behaviour of the variables used
for the NFA implementation. The DTS s, in turn, translated into HDL code, which
implementsit. The detailed description of the conversion of the NFA into the
computational model is provided later.

Preliminaries

Logic

This research report refersto RLTL" , the subset of safety PSL formulas that can
be detected by a non-deterministic finite automaton on finite words whose sizeis
linear in the size of the given formula. In [10], atechnical report which is part of
this deliverable, we provide the reduction of formulasin this subset to aregular
expression, capturing the set of executions violating the formula. This regular
expression can then be trand ated into an NFA, as described in [2]. We refer to the
resulting NFA asthe NFA representation of the property.

Definition of RLTL" :

Let b be aBoolean expression, r bearegular expressionand f, f,, f, bethe
RLTL" formulas. Then thefollowing arealso RLTL"Y formulas:

1. b

2.1

3. f f,

4, X f

50m f) (b f,)
6.(b f)W( b f,)
7.1

Simulation monitors are created from the PSL "assertions'—properties notified by
the verification directive "assert".

Discrete Transition System

A finite state program that implements the NFA will be represented by a discrete
transition system (DTS) [2]. A DTS isasymbolic representation of a program that
implements a finite automaton for finite or infinite words. The definition of aDTS
isderived from afair discrete system (FDS) [3].

A DTS isatupleV, , A

V  {v,. .v}:afiniteset of state variables over possibly infinite
domains. We define a state sto be an assignment to each variable vV of
atype-consistent value gVv] initsdomain. Wedenoteby , theset of all
states. Let UV be asubset of state variables. We denote by JU] the
assignment to each variable u U . We will use the notation sfor §V].

Optimized Algorithms for Dynamic Verification
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: theinitial condition. Thisis an assertion that describesthe initia states
of theDTS.

: thetransition relation. Thisisan assertion  (V,V') that relates a state
s (toasate s | by referring to both primed and unprimed
versions of the state variables.
Wedefineastate s' tobea -successor of s if s, | (V,V').Wedefinea
run of the DTS to be afinite or infinite non-empty sequence  :s°s'  of states
satisfying initiality: s°|  and consecution: foreach i 01,2, , S 'isa -
successor of S'.

A the accepting condition for the finite words. Thisis an assertion that
describes the accepting states for runs of the DTS, satisfying finite words.

Let U V beasubset of the state variables. Let B, be the set of Boolean
expressionsover U . Let w byb, b, beafiniteword over B, . Therun

n

:s%' " issddtobesatisfiyingw if i, 0 i n, s| b.Therun
issaid to beaccepting W if  satisfies W and s" ! satisfies A.
{J,, ,J,} —thejustice accepting condition for the infinite words.
Thisisaset of assertions describing the sets of the accepting states for runs
of the DTS, satisfying infinite words. The justice requirement J
stipulates that every infinite computation contains infinitely many states
satisfying
In this paper, we discuss the automatons that accept only finite words. Thus, in the
DTS we will present, always

Let beaDTS Le U V beasubset of state variables. Let S be a state of

We define the behaviour of U by ,B [U]in thefollowing way:
B™[U] {dU]ls| .}

B°[U] {s[U]|s'isa -successorof s}

Wesay that  defines deterministic behaviour of U if | B™[U]| 1and for every
sate s, |B°[U]] 1.

Algorithm

A PSL property is represented by a non-deterministic finite automaton on finite
words—NFA B,Q,Q,, ,A [24,10].

Example 1:
Consider the property { [*];a;b;c}| {d}:
The NFA representation of the property is.
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NFA: N B,Q,Q,, A

Q {4,0,,0,9,} Q {a} A {as
{(q,,true,q,),(q;,a,0,),(d,,b,ds), (qs,c d,),(d,, d,0s)}

This naive representation has two disadvantages:

1) When implementing a simulation monitor, we should examine the state of the
automaton, in order to provide an error message when the automaton reaches
itserror state (State 5 in Example 1). However, in HDL concurrent processing
we can examine the state only on the next time unit after it was updated—the
monitor reports an error one time unit after the actual error occurs.

2) Theerror state (the accepting state of the automaton) is redundant, because we
can examine whether our monitor reached its error condition by examining the
edgesthat led to the error State.

In order to overcome these disadvantages, we will replace the error state by the
specification: the set of pairs (state, condition), where the state is an accepting state
of the automaton and the condition is the condition that must hold when the NFA
reaches the corresponding accepting state.

spec {(q.p)l a; A (q.p.q) }

The representation of a PSL property using the NFA and specification is shown in
Example 2:

Example 2:
Consider the property { [*];a;b;c}| {d}:

The NFA representation of the property is.

true

NFA: N B,Q,Q,, ,A

Q {00,050} Q {a} A {aq}
{(q,,true,q,),(0y,@,0,), (02, b, 65), (A3, €, A )}

The specification: (q,,d)

Optimized Algorithms for Dynamic Verification
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The property istrandated into HDL (Verilog/VHDL) code, which can beused in
simulation.

The agorithm for creating a simulation monitor is:

1. Implementing the NFA using the computational model (DTS). The DTS
implementation must define the deterministic behaviour of the set of its state
variables.

2. Representing the DTS as a sequence of statements and constructing the
AG(p) failure condition from the specification (spec).

3. Coding the sequence of statements that represents DTS and the failure
conditionin Verilog/VHDL. The result isa program that implements the
original PSL property.

We usethe DTS for symbolic representation of the program that implements the
NFA. Using the DTS, we define the additional state variables that are needed to
implement the NFA in the HDL code and the restrictions on the behaviour of these
dtate variables at every time point. In order to be implemented, the DTS we
construct must define a deterministic behaviour for every additional state variable.
We assume that there is another computational model, representing the design,
which defines the deterministic behaviour for dl the other state variables.

Constructing a DTS from an NFA

Given the NFA, whose alphabet is a set of Boolean expressions over agiven set of
variables, we can construct the corresponding DTS.

Constructing the DTS

The DTS we construct represents a program that implements the NFA. The
program receives as an input afinite sequence of assignmentsto the variablesin
the variable domain and performs transitions on the NFA it represents. We will

define a set of additional Boolean state variables, U {u,, ’UIQI} . Each Boolean
variable u; will correspond to the state ¢, of the NFA. The variable u,
correspondsto astate g; in the NFA in the following way:

when the sequence of the NFA transitions performed by the program leads
tothe state q; the state variable u; receivesthevalue'1'.

Otherwise, the state variable U, receivesthevalue'0'.

If there are unreachable statesin the NFA, (thereisno transition in the
NFA transition relation that leads to these states) then the corresponding
state variables receive the value '0' on every state of the program.

Formal definition:

Let V beaset of state variables and B be the set of the Boolean expressions over
thesevariables. Lt N B,Q,Q,, ,A betheNFA.LetU {u,, ,ulQI} bea

6 Generating a Simulation Monitor



set of new variables over domain{0,} , suchthat V.= U . Thenthe DTS
representing the N isthetuple V, , «,Ay  »ashowninFigure2:

VN vV U N o u; o
{iz1i 1Ql o Qo} {iz1 i 1Ql o Qo}
A, u .
{iz1i |Ql g A
L (« U ) u)
{i1i Q| {i0 j 1QI (a;, ji.a) }
iRl (a;, i) }
(( Cu @ N uw)

{0 j I (a;, ji.a)

2 .
: ()
{izd i Q|
il (aj, i) }

1 2
N N N

Figure 2. Components of the DTS

Example 3: Wewill continue the example from the previous section:
Reminder: the property is { [*];&;b;c} | {d}
Vi {abc {u,u,usu,} N U U, U, U,

v (U true w) (U oa u) (U, b ou) (U, ¢ uy))

(Cu (u tue) u) ((w (W @) uy
(Cu, (U b)) u) ((uy Uy ©) Uy

AU

Proof of Correctness

The DTS we build represents a program that receives a finite sequence of the
assignments to the variables in the variable domain. It accepts this sequence if and
only if it satisfies the PSL property that is represented by the NFA.

The sequence of assignments satisfies the PSL property, in terms of NFA
representation of the property, if thereisaword in the language of the NFA
(remember, the language of the NFA is over the set of Boolean expressions) with a
one-to-one mapping between the assignments to the Bool ean expressions that are
letters of the words (preserving the order of assignments and |etters), such that
every assignment model s the corresponding Boolean expression. The assignment
can be written as a Boolean expression a so, using a conjunction of the equalities
between the variable and its value. Such a Boolean expression is maximal: for
every other Boolean expression, it logically implies( | ) the expression itself or
its negation.

Optimized Algorithms for Dynamic Verification
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In addition, to make the DTS available for implementation, it must definea
deterministic behaviour of the state variablesin U , because these variables are the
additiona variables used by the program represented by the DTS for the
implementation of the automaton.

Definition: Let N B,Q,Q,, ,A beanNFA, w byb, b, isawordover
B. Wesay that w semantically belongs( ) to L(N) if thereexistsapath
PonN,P q ° @ °* " q, suchthat g, Q,, ¢, Aandfor
evey j,0 J n/b;| ;. Wesaythatthepath P isthesemantically accepting
path of w.

Theintuition behind this definition is that we want our NFA to accept not only the
wordsthat consist of the Boolean expressions on the accepting path, but also the
words that consist of the Boolean expressions that logically imply the expressions
on the accepting path. For example, consider the NFA we showed in Example 2.
ThisNFA acceptswords of kind: "true, ,true,a,b,c". Using the definition for
the "semantically belongs', this NFA also accepts words like, for example:

"true, ,truea,true, ,truea bb c,c a b"

Definition: We denote the set of maximal Boolean expressions, B, as:

B. {b B| b B, b| borb| b}

max

Thereason for this definition isthat each state of the computational model we use
gives semantic value to every variable in Boolean expressions and thus thereis a
maximal Boolean expression that is modelled by the state.

Lemmal Leew by, b, beawordover B .Let :s® s s"s"!
bearunof |, accepting w. Thenforevery i,0 i n 1, for thesuffix

W, b,;, b,of w,thereexigspath P:q; "' " g on N suchthat
g A s"'u] land Ln i 11 nb| .

Proof: By theinductionon |w, |:

Basis:
W | 0w
S u  £,0 f |QLa, AS"*| u,

{00l q A
Thepathis P q,,s"[u,] 1

Sep:

Assumethat the lemmaistruefor |w, | i: P:qg; "' " g;on N such

that g, A s"''u] 1ad I,n i 1 | nb|

isarunof

i10 | n, Sni’Snil I N Sni1sni1 | E“Snil[uj] 1
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D g Q@, 4.9
s" i l[Uj] 1 (Z)Sn i 1| U,—

Sn?,sn?l I \ Sni1sni1 I h 2 -
sr1|,Sr1|l I ( (ul?l kJ)) u;1|l(1)
(k1 k Q (. 4.9) } '

9 Q@ y.a) s"'[u s"[u] 1 thepathisP:q ' q; ds
3)s"'| I

Suppose, (b, ; | Ij)' bn i B (bn i | Ij)'

accepts W s"'| b, b, | i St ; - On the other hand,
from@3), s"'| | contradiction.

Proposition 2: (Correctness of the construction)
Foreech w byb, b, over B, ,suchthatforeachi,0 i n,
(b false), w , L(N) ifandonlyif  accepts w.

Pr oof:

Foreach j,0 | |w]|, (b,

;  false) there exists s h/" such that
s, V'l b

Foreach k, 0 k |w| webuildthestate s* asfollows:

1}

kl " I
v V, s'lv sDi.v

f;l thereexistspathP:q ° “* q of Nsuchthat |P| K,
| Ik

L0 1 |Q] sk[ui] g’}o q Q. 1,0 | Kk l,bj| ,—a”dqik q,
# 0
§O otherwise

Claim: Thesequence  s°s' s* s"', where s* isdefined as shown above

isarunof | acceptingw.

Initiality:
From the construction of s°:
?,0 ' IQLag Q u 1 G0 o
|!00 Qg Q U (i 1 4 Qo
sl w
Consecution:
From the construction:  s*,s** | 2

Optimized Algorithms for Dynamic Verification
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Let s*,s* ! betwo consecutive statesin . Assumethat s* "isnota -

successor of s st st 4
(
i, 1 |Q]J,suchthat
kok1 p k k k k
s st T (( ) uh) (up (i i)
{0 j IQl {i:0 j QI
(@, j.0) 1} (a;. i a)
(
k ok k k1
s st ] (( (CHD) BT
{i:0 j QI
(a5, i) « « K1
( ( (up (u i) U )
{i:0 j IQl
(gj, i a)
(
By thelogic transformations, we get:
(M s8] ( (CHED B
{0 j 1 (a;, j.a) 1}
= j,(9;, ;9) , s u; ji and st y;
or
@ ss" " | ( (CHED B
{i0 j Il (a;, ji.a) 1}
= (4, ;9) , 8¢ u; i and st U,

Assume (1) => s“*| u =>s“"[u] 1 =>from the construction, there

I
existsapath P:q ° “*q; © ¢ onN,suchthat |[P| k 1.
P:q ° “* g, isdsoapathon N,suchtha |P| k =>fromthe

construction, s“[u;] 1 =>s"| u,.Alsofrom the construction,

s“| b,b | s ,=>s©u ,=>contradiction.

Assume(2) => j,(q;, ;,¢) S| u =>s“| u, =>

ji
Sk[uj] 1 => from the construction, thereexistsapath P:q  ° oo,
on Nsuchtha |P| k. (q;, ;,q) => there exists a path
P:qg, ° “* ;" ¢ suchthat |P| k 1.Suppose,
b | )b B b, | ji+ s“| by s“| ji - Buts" |
b, | ; and L1 | k Lb| , =>fromtheconstruction,
s“[u] 1=>s“"| u =>contradiction.

ji

Fromtheabove, s,s** |

Satisfaction:
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Fromthe construction:  k, 0 k |w]|, s“| b,
Acceptance:
w o, L(N)
(
Thereexistsapath P:q, ° @, * " g on N such that
O|P] n 1ad(® g, A
™

nll

From the construction, (3) s" '[u;] 1 s u,

(2.3 (

sn 1 | ui
{idai Qo A

(
Snll AN

Conclusion: Thesequence  defined beforeisarun of the | that accepts w =>
N accepts w

0 )
By theLemmal: thereexistspath P:q, ° q; * " g, of N suchthat
q; A, s°[u] landb | | foreveryi,0 i n

Claim: The path P isthe semantically accepting path of w.

BytheLemmal, q, A, i,1 i n/b|
and thiswill prove the claim.

-Wewill show that ¢ Q,

isarunof | s°| . ,s[u] 1 s°| ,s°lu 9 Q

Conclusion: w _, L(N)

Proposition 3: Let |, bedefined asabove, U isasubset of state variables as
shownin the definition. | defines deterministic behaviour of U .

Pr oof:

From the construction, | B™[U]]| 1.

Suppose, there existss, such that | BS[U] [* 1

s,s",suchthat s[U]" s"[U] 1,1 i |QJ,suchthat sSTu;]" s"[u,].Suppose

without alossof generality S[u,] 1,s"[u,] O.

Optimized Algorithms for Dynamic Verification
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sisa  -successorof s ss | . Su]l 1 ss | S|y

ss | ( )y L1 IQL(a;, i)
{0 j 1A (a5, ji.a) }
sl b1 J 10, ;.a) ss'l lslu
ss' [ ( (u (u %)) !
{i0 j 1 (aj. j.a4) 1} . . . .
s,s" | ( (uj ji)) U; s |y s[y] 1

{0 j 1 (a;, j.9) 1}
and thisis a contradiction.

Conclusion: |B™[U]| 1andfor every state s, | BS[U]] 1 defines
deterministic behaviour of U .

S| u.

Representing the DTS by the Sequence of
Statements

Reminder from the previous sections:
The PSL property isprovided by theNFA N B,Q,Q,, ,A andthe

specification set spec, which represents a failure condition of the property. The
NFA Nisrepresented by theDTS | Vi, & vAvs n

This section describes the implementation of the DTS that can be coded using HDL
(Hardware Description Language)—VHDL [5] or Verilog [6]. In the
implementation we provide, the sequence of time points on which the monitor runs
is defined by the cycles of the simulation, for example clock cycles. We aso
distinguish between two stages of the simulation:;

reset stage — used for initialization of the state variables and

normal stage — the run of the ssimulation apart from the reset stage. The
monitor reports an errors, if exists, only at the normal stage of the
simulation.

The implementation of the DTS consists of the definition of the behaviour of the
state variables that have been added to the set of variables of the original NFA.
Recall the set of the state variables we defined in the previous section for the DTS
representation of NFA:

Vi V. {u,u,, ugh
For the implementation, we need to define the behaviour of u;, Ug -

For every state variable U, we will define two functions: init(u) and next(u), with
the following semantics:

Init(u) —the value of U at the reset stage of the simulation
Next(u) —the value of U at the normal stage of the simulation.

The definition of the init and next functions is a straightforward derivation from
v and |, accordingly:

12 Generating a Simulation Monitor
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Recdll that for every U;, there is a corresponding ¢; in the NFA (the definition is
given using pseudo-code):

init(u,) ifg Q,thenl
else0

next(u,) if (u; i) thenl
(a5, i G)
else0

In addition, we define a monitor assertion, MA, using the specification of the
property. Remember, the specification (spec) is a set of pairs (state, condition),
where state is the accepting state of the NFA and the condition is the condition that
must hold when the automaton reaches this accepting state:

MA  AG( (U ))

((g.p) spec)

The next function of every u, and the MA are evaluated at every time point (cycle)
during the normal stage of the simulation.

Example 4:
We continue the example we started in the previous sections:
Reminder: the property is { [*]; &; b;c} | {d}

init(u;) 1
next(u,) if u, true thenl
else0

init(u,) O
next(u,) ifu, athenl
else0

init(u;) O
next(u;) ifu, bthenl
ese0

init(u,) O
next(u,) ifu, cthenl
else0

MA AG(, d)

Coding the Simulation Monitor

The simulation monitor is coded as a standalone HDL unit, which should be
instantiated in the simulation environment or in the design under test. The interface
of the HDL unit isthe set of the variablesin V , with two additional signas: clock
and reset.

The clock signal isaclock edge on which the property should be evaluated.
Thereset signal issignal that defines the reset stage of the simulation.

Optimized Algorithms for Dynamic Verification
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The set of additiona state variables (U ) for the monitor implementation is coded
using the register (bit vector), one bit per variable. Each one of the bitsin the
register is evaluated at every time point, using its next function at the normal stage
of the smulation and using itsinit function at the reset stage of the simulation. All
the evaluations are performed concurrently. The full behaviour of state variables
(init and next functions) is encapsulated by the clocked process, when the clock can
be the clock of the property, or any other clock that the user supplies to the tool.
Thisway, we define a sequence of time points on which the monitor is evaluated.

The MA assertion is afailure condition of the monitor. When an MA assertion
fails, the simulation monitor reports an error message into asimulation log file.
The"AG" inthe MA assertion is coded by checking the MA assertion at every time
point during the simulation.

Example5:
Wewill continue the example we started in the previous sections:
Reminder: the property is { [*]; a; b; ¢} |  {d}

Suppose that "clk" isasimulation clock with positive edge active and "rst" isthe
simulation reset. Figure 3 shows the coding of the DTS (not the full HDL modul€)
inVerilog:

reg[1:4] u;
always @(posedge clk)
begin
if (rst)
u[1:4] <= 4'b1000;
else
begin
u[1] <= 1'b1;
U2l <=u[l & a;
u[3] <=u[2] & b;
u4] <=u3] &c;
end
if (u[4] & 'd)
S$display("Monitor failed");

end

Figure 3: Verilog coding of the DTS
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3 Optimizing a Simulation
Monitor

Properties with Overlapping Instances

Informal Definition

We say that a property has overlapping instances if, during the simulation, more
than one eval uation of the property occurs simultaneously.

Consider the following example:
{abl ];c}(d)

with the following trace of the simulation:

Figure 4: Simulation trace with over lapping instances

In the Figure 4, we can see that two evaluations of the property occur
simultaneously, due to the cycle where b and c are true and due to the non-
deterministic number of the repetitions of b . Another example of the overlapping
instances of the property is:

{[*];ab; c}(d)

Optimized Algorithms for Dynamic Verification
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with the following trace of the simulation:

Figure5: Simulation trace with overlapping instances on the trace header

Although the property looks simple and, on the simulation trace, two instances of
the property do not apparently intersect, there are overlapping instances in this
example. The overlapping happens on the trace header, due to the non-
deterministic number of cycles that should be skipped from the beginning of the
simulation, before the actual evaluation starts.

Overlapping instances are handled by the non-determinism in the NFA
representation of the property. However, the possibility of the overlapping strictly
limits the ability to optimize the checker, in terms of the number of state variables
that should be added in order to implement the property in HDL. In this chapter,
we will describe the possible optimizations for the checkers created from the
propertiesin the specific cases, when no overlapping instances of a property can
occur during the simulation, or where there is a part of the property with no
overlapping instances.

In most cases, the information about whether or not a property (or apart of it) has
overlapping instances is known only to the writer of the simulation environment,
because this depends on the nature of the test case written by the user. Consider
that for the property from the previous example the test caseiswritten in such a
way that after a ishit, it isnot hit again for at least two cycles. Thus, this property
has no overlapping instances on the sub-sequence { a; b; ¢} . Checking whether or

not the property has overlapping instances under the specific test casesis
computationally hard; therefore, we will assume that the user knows when his/her
property can be implemented without overlapping instances. However, if the user
makes amistake in this decision, it is possible to add a runtime check that warns
about the wrong decision made.

Sometimes, the property itself can be written in such away that overlapping is
impossible. Consider the following scenario: thefirst time a ishit, if it isfollowed
by b andthen c, then onthelast cycle d must be hit. The property for this
scenariois {!a[*]; a; b; c} (d) . This property has no overlapping instances,
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because of "the first time"—after ais hit the first time—the following occurrences
of it are not interesting.

To implement a property that potentially has overlapping instances during the
simulation, we need O(] Q |) additional Boolean state variables, where Q isaset

of statesin the NFA that represents the property. When we implement a property
with no overlapping instances during the simulation, it is enough to have one state

variablein therange 0..| Q |, which can be implemented using O(log, | Q |)
Boolean variables.

Optimizing a Checker without Overlapping
Instances
We start with the optimization of a DTS that does not have overlapping instances.
Intuitively, such a DTS can be constructed from the NFA in which, for every state,
thereis only one possible transition to another state: the semantics that the DTS run
givesto the NFA transition relation convert thistransition relation from amap to a

function, excluding the possibility of non-deterministic choice when making a
trangition.

We will demonstrate this intuition by the following example:

Consider the PSL statement: { a; [ ];c}

An input sequence with two overlapping instances can be a,b,b ¢, c (matching
the example on Figure 4). The overlapping instances are: abc and abbc .

Consider that for every state sof the DTS representation of the program that
implementsthe property, S| b s| cand s| ¢ s| b.Theinput
sequence with overlapping instances we showed above isimpossible in this case.

Formal Definition

Le N B,Q,Q,, ,A betheNFA' Let | beaDTSrepresentationof N .
Wesay that |, hasno overlapping instancesif |Q, | land for every state sof

v forevery g,,qg;,q, Q:
@ 59 (s o) s| sl wands| , s|
Lemma4: Let | betheDTS, constructed asshown in Figure 2, suchthat

has no overlapping instances. Then for each  :s°s'  therun of the DTS, for
every i, thereisamostone u U suchthat s'[u] 1.

Pr oof: By theinductionon i :

! Of course, thereis an infinite number of automatons representing the same PSL property (accepting the
same language). In this section we define the very specific automatons on which the non-overlapping
optimization can be applied.

2 The condition we give here is sufficient but not necessary. There can be automatons that do not hold this
condition but can be implemented using the DTS without overlapping instances.

Optimized Algorithms for Dynamic Verification
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Basis|Q,| 1,s’|

N

|

1 oj 1QLjT i, sul 0

Step: Assume that thelemmaistruefor s'. Assume that there exists
j.k,1 jk |Q|suchthat s ‘[u;] lands [u] 1

-
s.s |

s'| j; ads'|

{i

_ i, 5.0))
S| U s'fu;] lands'u,.] 1

i for (qj" i'j ’qj)’(qj" j‘k’qk)

l‘Ii’ QO

QL g Qo}

{a}

S| uj ppand K (s o Oe)

contradiction of the definition of a DTS with no overlapping instances.

Constructing an Optimized DTS from an NFA

In this section, we describe how to construct an optimized DTS with no
overlapping instances from an NFA.

Let'slook at Lemmad4 in the previous section. Thislemma states, that if the

by theinduction assumption, j' K'.

automaton and the corresponding DTS constructed from it, as shown in Figure 2,
holds the conditions for a DTS with no overlapping instances, then at every point
of time during the execution of the program represented by the DTS, only one of
the state variables used for the implementation of the automaton can receive the
value"1". Thisimpliesthat thisis unnecessary to save the value of every state
variable at every time point during the program execution, but it is enough to save
the index of the state variable receivesthe value "1" at the current time point. In

this section, we show how to construct the DTS representing such a program.

Let N B,Q.q,, ,A betheNFA, which can be represented by the DTS

without overlapping instances. Let g beavariable over thedomainQ {04} .

suchthat gy, Q. Then the components of

N are

v » the DTS representation of

Vi Vo{a

S (U

a q)

(G .95)

(ij

Ay

a
{i1i Qg A

a a)) (@ g

(

(@, §.9;)

i) q qsink))

Figure 6: Components of the DT Swith no overlapping

Proposition 5: (Correctness of the construction)

Let N B,Q,q,, ,A betheNFA that can be represented by the DTS with no

overlapping instances. Let

y bethe DTSrepresentation of N, asshownin

Figure 2. Let 'N be the DTS representation of N as shown in Figure 6. Then if

v and |, have no overlapping instances: for every w over B such that

W o, L(N),  accepts w if and only if

18 Optimizing a Simulation Monitor
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Proof sketch:
()
Lew . L(N).Let s%s' "' berunof | semantically accepting

mn 1

w.Webuildthe run  :s°s* s of ' asfollows:

v V: s'[v] S[V]
. i . thereexistsu, suchthat s'[u.] 1
g s'ld %;nk otherwise ]

Therun ' iswell defined dueto Lemmad4. Therun ' accepts W

0)
Let w,, L(N).Let ' s°s' s"' betherunof | semanticaly

nl

H H o0l .
accepting wW. Webuildrun  :s°s” s of  asfollows:

v V: SV s'[v]

D &1 g ,
up Usosiu] ?ﬁ"o otrE(gr]wizagJ

Therun  accepts w.

Now we need to show that the DTS we constructed defines deterministic behaviour
of the state variable used for the implementation of the automaton.

Proposition 6: |, defines deterministic behaviour of {q}
Proof:
B™[{a}] {a ala Q) IQl 1 [B™[{q]l 1

Suppose there exists s, such that | BS[{g}]|* 1 thereexist s',s", -
successorsof s, suchthat s[q]"' s'[q].

(1) sfal,s"[a]" Agu: dal a,s[al q;,s'[d]l q,

ss | n.dal a,s[dl g; " Oy ss | q g ( (4 d a))
(@, §.9;)
S (4 a q) @, .95 sl
(G, i.9;)
ss' | noddl G.s'lAl O Ogne ss'| g q ( (4 d q))
(@ .9;)
ss' | (4 9 a) (G %) Sl
(G, 4.9;)

Wereceived (0;, 1,0;).(G, .9) . S| jands|
contradiction to the definition of aDTS with no overlapping instances.

(2) 9da]l q;. Suppose, without aloss of generdity, that S[q] Og
s'lal  9; " Ay

Optimized Algorithms for Dynamic Verification
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ss | ddl q.S[a] Oy ss | g q ( i) 9 Oy

(G, i.9;)
s| i
(%, i.9;)
ss' | . ddl q,sal d; " Oy ss' | g q ( (4 9 a;)
(G ij.0;)
ss" | (4 9 q) s| i
(G, .95) (G, j.95)
contradiction
Conclusion: |B™[{d}]| 1, |B°[{q}]] 1 \ defines deterministic

behaviour of {q}

Constructing an Optimized DTS from Part of an NFA

Sometimes, we can apply the optimization shown in the previous section on a part
of an NFA. Thiskind of optimization isimportant because, in dynamic verification
the mgjority of PSL propertiesthat are used, start with [*] or 'always. This means

"skip any number of simulation time points' and be able to start the actual property
evauation at any time point during the smulation. Such a PSL property cannot be
represented by an NFA that can be implemented using a DTS with no overlapping
instances. Thisis because of the transitions on the initial state. The initial state has
atransition to itself with the label "true" and of course, for every s state of the
DTS, s| true.

However, if the NFA and itsrepresenting DTS hold some additiona conditions, the
optimization we showed in the previous section can be applied on the part of the
NFA. For this purpose, we divide the NFA into two automatons. one that cannot be
implemented using a DTS with no overlapping instances and one that can.

Example 6
Consider the PSL property { [*]; &;b;c}| {d}

The automaton representing this property is.

@EZEB

) 4
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If the DTS implementing the original automaton holds the following condition:
s| bpc s aands| a s| b,c thenautomaton 2 can beimplemented

using the DTS with no overlapping instances as shown in Figure 6. It can aso be
connected with the regular DTS implementation, as shown in Figure 2 of
automaton 1, combining a DTS implementation for the whol e automaton.

Definition: Let N B,Q,Q,, ,A beanNFA.Wedenote g, Q tobea
barrier if the following condition holds:

There exists a partition® of Qinto two disjoint sets, Q, and Q, , such that
L. @ Q Q
2. Q QA Q.q, Q
3. forevery(q;, ,q;) ,ifq Qandg; Q,theng; g,
4. forevery(q, ,q;) ,ifg Q,andq; Q thenforeveryq Q/{q;}
(9;,+0)

Le N B,Q,Q,, ,A beanNFA.Let q, Q beabarrierand Q;,Q, bethe

corresponding partition of Q. Wedivide N into two automatons, N,and N, as
shown in Figure 7. In addition, we define abarrier transition, BT, which is a set of
transitions between automatons N, and N, :

N,  BQ.,Qu, A

Q,isaQ inthepartiton  Q,  Q,

v 1@, .9) 1.9, Q}

A {asla, Qeand (9 ,0y) )

N, B’inoni 2 A
Q,isaQ, inthepatition  Q,  {q,}
@ oa)  laag QF A A

BT {(@, Q) g Q}

Figure 7: The partition of NFA using a barrier

Lemma7: Let N, and N, bethe partition of N asshowninFigure7. Let
w byb, b, betheword, suchthat w _, L(N). Thenfor every path Pin N,
semantically accepting w,

P BRPP, st B P BT,R )
Pr oof:
P qi0 ’ qi1 ! ! qin1’ qio Qo Q1’ Qi"1 A Qz

Let g, bethefirststateon P, suchthat g, Q, R q,° 2o,

% In general, there can be more than one partition of the states of the automaton that support the barrier
conditions.
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qik 1 Qll qik Q2 qik |Sa barl’ler P2 qik ) k 1 qik

Clam: P3 qik ‘ ! qin 1 2

Supposetheclaimisnot true  thereexists (qiI 100, 1) P, such that

q; Q.. q, , Q i , A there exists (qim’ mi O 1) P, such that
0i

abarrier.

s e R contradiction to condition 4 in the definition of

Let N, and N, bethe partition of N asshowninFigure7. N, holdsthe
condition for the ability to be implemented by aDTS with no overlapping instances
(1Q, | 1).Let betheDTSrepresentationof Nsuchthat  hasno

overlapping instancesfor N, and the following condition holds:

For every sstateof ,forevery (9, ,d;)  ,,(Qc» w.9) BT,

s| s/ gads| , s[

ij
then N can be represented by the DTS as follows:

Let Vs n- no Ay n, betheDTSrepresentation for N, asshown
inFigure2. Let Vi, ,» n, Ay, n, DetheDTSrepresentation for
N, as shown in Figure 6 with the following change:

Wedefine g, the assertion representing a barrier transition:

BT (ul )
(qiv vqbr) BT

Using 5 wechange , inthefollowing way

SN (CR RO G ))
e (@, §.9;) 2
( BT ql qbr)
@a «q (( : i) et 0 qsink))

TheDTSrepresentation Vy, s n:Ays n fOr Nis

Vy VN1 VN2 N N, 9 sk N N, N, Ay AN2

Figure 8: Components of the DTS with no overlapping part

Proposition 8: (Correctness of the construction)

Let N B,Q,Q,, ;A betheNFA,st. q, Q isabarierin N.Let N, and
N, bethe partition of N using abarrier. Let |, bethe DTS representation of
N asshownin Figure 8, st. |, holdsthe conditions for aDTS with no
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overlapping instances for N, and the additional conditionfor N, and BT . Then
foreech w Dbyb, b, overB,,, suchthatforeachi, O i n,
(b false), w o, L(N)ifandonlyif  acceptsw.

Proof:

)

Le P:q, ° q,°* " (¢, , bethe path that semantically accepts w. Then
byLemma7, P RRPF st B q ° g 1

R a9 ' q, BT.R g '* " 4q,6
Let , betheDTSrepresentationof N,, built asshowninFigure2. Let | be

the DTS representation of N, built asshown in Figure 6. We build , the run of
y asfollows:

By Proposition 2, thereexistsarun  , :s’s; s]  of | that accepts

b, b, ,.ByProposition5, thereexistsarun ,:s) s} * spt  of | that

acceptsb; , b . (b, false) =>thereexists S[V] suchthat S| b, . Then

n J

%' s"t | where
. g0 i j 1 si[v]
v V s'vl o ] s[v]
g 1 i S;[V]

uo U s[u] %]Oll ij Si[%]

i 0 i J Osnk

Claim: isarunof | that accepts w

Initiality:

n, Islogically independent of g n, 1slogicaly dependent on the variables

inV, only

v Vs’V SV ST STl e n o O
SR

Consequence:

i,0 i j 1, s,s''| | bythedefinitionof s
1,0 i | Lsal Qg s,s't |
L0 i j LS,

n, Vacuously
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By the construction, ; isanacceptingrunof s | Ay A is
logically dependent on the variablesin V, only . A, sts'[ul 1@
By the construction, ,isanacceptingrunof S Nyt N, IS
logically dependent on the variablesin V, only st N,
s’ dl Ay
By the construction, s’ | b, (3)
From(1),(2),(3) s',s'* | L s',s'* | N, ! sl | Ny

vacuously shs't o,
i,j 1, s',s't | | bythedefinitionof s

i,j 14, g Q,s[u] O .9 Q. s.s'| u
N, i,j 1 i s,s"|

Conclusion: Forevery i, S NN,
Satisfaction:

Forevery i, s' | b, from the construction.

Acceptance:

A\, islogically independent of U A\, islogicaly dependent on the variables
inV, only

v Vst s VLS LA, ST AGA, A sTHA

() ) (Proof sketch)

Let :s°s' s"' betherunof  accepting w.Let ' betheDTS

representation of N as shown in Figure 2. We build s%s* s"' | therun

of ' that accepts W and then, by Proposition2, w . L(N).

vV S sSM
i & "Tu. _ i _ _
W sl 9{% ?at[huejr\]/visiforqJ Qorsfdl g;forg; Q,

s' iswell defined because Q, Q,

Proposition 9: |, definesdeterministic behaviour of U {}

Proof:
From the construction, | B™[U]| 1, B™[{q}] {q 0y}
|IB™[U  {a}]]| 1
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Suppose, there exists s, suchthat [ BS[U  {g}]|* 1 thereexist s,s", -
successorsof s, suchthat u, U,s[u]' s'[u] or s[q]' s'[q].

D ss | n,ss' | by the proof of Proposition 3,
Sfu,] s'[u] foreveryu, U.

Suppose, without aloss of generality:

2 dd] q,s[al a;,s'[d] G 9,0 " Oy Gsncr SS |,
ss' |\, by the proof of Proposition 6, q; g,

3 dal q.slal a;,s[a Ggu. G " Gy, SS |y, ST,
by the proof of Proposition 6, q; Qg

(4 99d] q,,slal d;' Agy.S'[A] Ay

S N, ss | g q ( (4 a9 a)
(G, .9;) 2
ss | (4 9 q) @, :9) 2SI
(G, .9;) 2
ss' |, $s' | & d O S| u )

(G, Oy ) BT

(A, w.9) BT,s|

We received (qi! ijvqj) Z!SI and (qu klvql) BT,Sl ki

i
contradiction to the condition on therunsof .

Another possibility:

ss' |, ss' | g g ( (5 9" dy))
(G, .9;) 2
S, s | ( ij q' qbr) (ql ' 1qbr) 21S|
[CTTC DI
Wereceived (¢, ;,9;),(d, ,dy) 2. S| 5] contradiction to

the definitionof  ~as DTSwith no overlapping instances.

®) 9a] q;,s[a] Agu.S'[A]l

ss | N, ss | g q ( ij) S
(@, .9)) 2
s| gr and s| i
(G, .9;) 2
ss' |, $S' | & g Gy or 55" | ( (5 a9 o))
(G, .9;) 2
S| gror (0, .Gy) S| contradiction

From (1)-(5), | BS[U {q}]] 1

Conclusion: |B™[U {q]| 1,|B°[U {q]] 1 y defines
deterministic behaviour of U {q} .
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Finding a Barrier

In this section, we describe a BFS-based agorithm for finding abarrier (if one
exists) in the given NFA and the appropriate partition of Q.

Forany q Qwe define asuccessor function:

succ(q) {d'|(a, ,9) }
For Q' Q, wedefine

succ(Q’) succ(q)
aQ

The agorithm we definereturnsatriplet ¢, ,Q,,Q, if thereisabarrier and null

otherwise:
thp ’ QO SUCC(QO)
while (thp "' Q)

comn, {gq Q.| (a .9) . d Qup}
if conn {q} then
return ql thp /{q}l (Q/thp) {q}
Qup» Qup Succ(conn)
end
return null
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4 Trace Analysis

In the previous chapters, we saw how a PSL statement can be used to create an
online simulation monitor. For this purpose, the PSL statement was implemented
using a computational model (DTS) and then converted into HDL code.

Another way to use PSL statements for dynamic verification is the creation of trace
analyzers. A trace analyzer is an executable code that monitors the output trace of
the smulation in offline mode and checks whether the property holds on this trace.
A trace andyzer can be viewed as an offline monitor—one that does not run with
the simulation of the design under test, but examines the result of the simulation. In
this chapter, we will describe how to implement the DTS using the executable
(C++) code—code that does not require additional tools (i.e., asimulator) in order
to berun.

Trace analysis has advantages and disadvantages as opposed to the online
monitoring of the simulation. The greatest advantage of it isthat trace anaysisis
often faster then the online monitoring of the simulation, because the smple
execution of monitor code is faster than running the same code under the
simulation. The greatest disadvantage is the need to save a great amount of data—
the dumping of design signals lengthwise the whole simulation. This data can
require gigabytes of the storage space.

Therest of this chapter is organized as follows: the first section describes the
format of the trace and the remaining sections describe the creation of the trace
analyzers themselves.

Format of the Trace File

The format of thetracefileisavalue change dump (VCD). A VCD file contains
information about value changes on selected variables in the design under test
during the simulation. Thisformat isapart of Verilog 2001 |EEE standard [6] and
is supported by the most of commonly used production simulation tools.

The VCD fileisused for dumping the traces during the simulation. The format and
the syntax of the VCD file enable the easy retrieval of the stored information.
There are two kinds of VCD files: four state and extended.

Thefour state VCD file contains information about value changes of
variablesin the {0,1,x,z} value set with no strength information

The extended VCD file contains information about value changesin all
states and strength information.

In this section we refer to the four state VCD file. We explain the syntax that
describes how the variables change their values during the simulation.
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Thevariablesin the VCD file are represented using the identifier codes—the
printable ASCII characters. Every variable hasits declaration, which tiesit to the
appropriate identifier code. The declaration of avariable iswritten using the $var
construct in the declaration command section. The interconnected variables are
mapped to the same identifier code. The syntax of the $var section is shown in
Example 7 below:

Example 7:
The declaration of the variable "data’, which is a 32-bit register, is

$var reg 32 (2 data[31:0] $end

The change of valuesis coded using a string combined from the value representing
the new value of the variable and the appropriate identifier code. The two may be
separated by a space. For example, "r25 (2" means "the variable "data’ declared in
Example 7 getsthereal value 25". In addition, before every group of value changes
that occur at the same time, the time point of the simulation appears. For example,
#500 means "after 500 simulation time units'. Different ssimulation keywords can
appear between the va ue changes simulation time points (out of scope of this
document).

The full syntax of the VCD file with the examples and the syntax of the Verilog
tasks used for creating it directly from the source Verilog code are beyond the
scope of this document. To view these, see Verilog 2001 |EEE standard [6].

Problems with Coding a DTS in C++

The main difference between implementing the DTS in alanguage like C++ and
implementing itin HDL isthe lack of hardware specific programming tool s that
are native for HDL—concurrent events processing and signal assignments. This
creates a need to define the order of the assignments of the additiona state
variables of the DTS.

We will demonstrate this problem with the following example:
The property is: { [*];a;b;c} | {d}
The DTS implementation of the property is:

init(u;) 1
next(u,) ifu, true thenl
else0

init(u,) O

next(u,) ifu, athenl
else0
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init(u;) O
next(u,) ifu, Dbthenl

else0
init(u,) O
next(u,) ifu, cthenl
else0

MA AG(, d)

When the DTS is coded in HDL (Verilog or VHDL), we use non-blocking
assignments to the signals that represent the additional DTS state variablesinside
the clocked process. The signals update their va ues only on the next process
evaluation. Thus, the order of the assignmentsis not important, because in any
case, at every time point the values of the state variables used are the values from
the previous evaluation.

When the DTS is coded in C++, the things look different. Because the variables
representing the additional DTS state variables are updated immediately, the order
of the assignments must be properly defined. Consider that in a C++
implementation, we will use the order of assignments shown above for the next
function and MA:

if (1) then u[0] =1 else u[0] =0;
if (U[O] & a) then u[1]=1else u[1]=0;
if (U[1] & b) thenu[2]=1dseu[2]=0;
if (U[2] & c) then u[3]=1 else u[3]=0;
if (U[3] & 'd) then printf("Monitor failed");

Then on the time point where a, b and ¢ are true and d is false, the monitor reports
an error, regardless of what happened on the previous time points and this, of
course, is not true.

The solution for this problem isto define the order of the evaluations of the
additional DTS state variables. The state variable must not be updated before all
the state variables that depend on it are updated. The only exclusion from thisrule
isthe state variable that depends on the vaue of itself: the right hand side of the
assignment is eva uated before the value is assigned to the left hand side.

For this solution we will assume that the additiona state variablesin the DTS are
not mutually dependent: if the evaluation of the state variable u, dependson the
value of the state variable u; or another state variable that depends on value of u;
then the evaluation of u; must not depend on the value of the state variable U, or

the value of the another variable that depends onu; . Otherwise, the implementation
of the DTSin Cisimpossible.

Another problem is the lack of built-in event processing. Thereisno construct
executed implicitly, based on some kind of event, such as aclocked processin
HDL. Thelack of such a construct makesthe implicit definition of the time point's
sequence impossible. The time points need to be defined explicitly, by manualy
executing of the next state evaluation.
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Finding the Right Order between the State
Variables next Function Evaluations

Before we provide the algorithm for finding the right order between the evaluations
we need some preliminary definitions:

Definition: DAG (Directed Acyclic Graph) [8]
A directed acyclic graph is a directed graph that contains no loops.
Definition: Topologica sort [9]

A topologica sort of aDAG G (V,E) isalinear orderingof vV such that if
(u,v) E then u appearsbefore v in this ordering.

We need to order the next function evaluations of the state variablesin away that
ensures that if the evaluation of the next function the state variable u; depends on

the value of the state variable u; then the next function of u; will be evaluated
before the next function of uj. This ensures that for the next function eval uation of

u; wewill usethevaue of u; from the previoustime point.

FortheDTS | defined inthe chapter 2, we buildthegraph G~ V,E inthe
following way:

VvV U

E %}(ui U)oy, appears on theright hand sidein the assignment to the next(u;) /
andi ' | :

Theresult of the topologica sort on the graph defined above gives usthe order of

the vertices of G that are the state variables and thisis the order of the next
function evaluations.

The MA assertion must be checked before the next function evaluations take place,
because it also depends on the state variables of the DTS.

Example 8:
Consider the PSL property { [*]:{{ a;b} {a& b}};c[ ];d}| {¢
Theimplementation of the DTS representing the above property is:

init(u,) 1
next(u,) u, true

init(u,) O
next(u,) u, a

init(u;) O
next(u;) u, b

init(u,) O
next(u,) u, a b
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init(u;) O
next(us;) (u; ¢ (U, ¢ (Us ©

init(ug) O
next(ug) u;, d

MA u, e

The directed acyclic graph for thisimplementation (after removing self loops) is as
follows:

o @

e
() /d

The possible order of evaluations of the next function is:

next(us), next(ug), next(u,), next(u, ), next(u, ), next(u,)

Coding the DTS in C++

In the "Problems with coding DTS in C++" section, we listed two main problems
that arise when creating a checker in anon-HDL language:

1) Lack of concurrent statements— we need another solution for implementing the
next function of state variables

2) Lack of event-based processing —we need another solution for defining a
sequence of time points

For thefirst problem, the solution isto define the right order for the eval uations of
the next function of the state variables.

Because there is no native way to define a sequence of time points, the monitor we
code in C++ does not refer to the time points: it isimplemented asa codethat is
performed once only. The responsibility for defining a sequence of time pointsis
moved to the environment in which the monitor is used. The environment invokes
the monitor every time it decides that the state of the monitor should be updated.
For this purpose, the monitor isimplemented as a class, the state of which is
defined by the state variables of the DTS. The class provides methods for updating
and observing its state.

Like the HDL monitor, the C++ monitor has two stages of updating: reset stage and
normal stage. We define two driver methods for updating the state of the monitor:
one based on the init function of the state variables and one based on the next
function. Additionally, the driver method based on the next function observes the
MA assertion and returns true if the MA assertion fails and fal se otherwise.
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Example 9:

We show the C++ coding of DTS that implements the property used in the
examplesin Chapter 2 "Generating a Simulation Monitor".

Reminder: The property is { [*]; aa; bb; cc} | {dd}

The C++ implementation of the monitor is:

class Monitor Example

{
private:
bool state[0:3];
public:
MonitorExample() {}
void reset(); /I reset stage update
bool update( ...); // normal stage update and MA observer
3

void Monitor Example::reset()
{

state[ 0] = true;

state] 1] = false;

state] 2] = falseg;

state] 3] = falseg;

bool Monitor Example:: update( ... )
{
if (state[ 3] && !d)
return true;
state] 3] = state] 2] && c;
state] 2] = state[1] && b;
state] 1] = state[ 0] && a;
state] 0] = state] 0] && true;

return false;

Figure 9: C++ implementation of DTS
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5 Tools

In this chapter, we provide a brief overview of the toolsthat are implemented based
on the algorithmic framework shown in Chapters 2 to 5.

There are two tools, which serve two different targets:
Monitor Generator —for generation of online monitors for the simulation

Trace Analyzer —for observation and anadysis of the simulation traces.

Monitor Generator

Thistool generates simulation monitorsin HDL language (VHDL/Verilog) from
PSL properties.

Coad ] Generate ] Refresh J Log ] Help

V Units Monitor Driver
f001 <code> <code>

Properties:
assert always {aa;bb} 1=> cc}

Figure 10: Monitor Generator main interface
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Thetool receivesthe file with the PSL code asinput and outputs the HDL code for
the monitor. The minimal PSL code unit for monitor generation is the verification
unit (vunit) [7]. Thetool groups verification directives and trand ates them into one
monitor code file. A number of vunits can also be grouped into one monitor code
file

Thetool can create an optimized monitor (based on the optimization for the case
where no overlapping instances can occur) aswell as one that is non-optimized.
The user can choose whether to create an optimized monitor, based on hisher
knowledge about the possible presence of overlapping instances during the
simulation.

Setting the Clock and Reset Signals
The user provides two important signalsto the tool: clock and reset signals.

The clock signal is used to define atrace of time points on which the monitor
evaluates the PSL assertion. The monitors assume one design clock cycleto be one
time unit, thus the clock signa is usually the clock of the design. The user can
provide the clock signd directly to the tool, using the tool settings, or viathe PSL
file, using the appropriate PSL syntax (clocked properties) [7]. The monitors
generated by the tool work based on the clock event (rising/falling); thus, the clock
provided to the tool must be alternating.

Thereset signal is used to distinguish between the reset and the normal stage of the
simulation (as defined in Chapter 2). The monitor uses the reset signd to initialize
its state variables at the beginning of the simulation. Thisimpliesthat the reset
signal must change its value after a number of time units of the simulation and
remain constant until the end of the simulation. Figure 11 shows a sample
behaviour of the clock and reset signals:

o |

Figure 11: Behaviour of clock and reset signals

Connecting the Monitor to the Design

In addition to monitors, the tool generates a mechanism for connecting them to the
design.

The monitor is generated as a standalone HDL unit ("modul€" in Verilog [6],
"entity" in VHDL [5]). The monitor is connected to the design viathe instantiation
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statement, which is generated automatically in a separate file. The user putsthe
instantiation statement in the appropriate place in his’her design.

In order to create the instantiation statement, the user maps the signal names used
for writing the PSL properties to the real names in the design. The user provides
this mapping in a separatefile.

Example 10:
PSL property: {[*];a;b;c}| {d}

Mapping of signals (alias names used in the property are mapped to the real design
signalsusing afull hierarchical path in the design):

a=> top.ml.m2.varl
b => top.m3.var2
¢ => top.m5.m8.m10.var3
d=> top.ml.var4

Generated Verilog module heading:
module monitor (a,b,c,d);

input a,b,c,d;

Generated instantiation statement (Verilog):
monitor monl (.a(top.ml.m2.varl), .b(top.m3.var2), .c(top.m5.m8.m10.var3),
.d(top.ml.var4) );

Sample Use Case

1. Theuser load his’her PSL fileto the tool

Thetool displays al the verification unitsin the loaded file.
The user chooses one/a couple of verification units.

Thetool showsthe list of the selected assertions and assumptions

o~ w N

The user setsthe required settings (clock and reset signal's, optimization, etc.)
and |loads the signals mapping file.

The user clicks the Gener ate button.

The tool generates monitor according to the type of selected PSL properties
and displays them to the user. The generated monitor is stored in separate files.
In addition, the tool generates files with instantiation statements for the
monitor.
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Trace Analyzer

The Trace Anayzer tool runsthe PSL properties on the specific trace, received as a
result of the simulator or formal verification tool run. The tool receives as inputs
thetracefilein VCD format and the PSL file. The minimal unit that can be verified
onthetraceisaPSL assertion [7]. Figure 12 shows the main interface of the tool:
The interface includes the vunits list, to the left, the assertions list, at the lower
right, and the trace view, at the upper right.

f001

f003

Properties:
assert always {aa;bb} | => cc} False
assert always (aa-=next [3] bb); False
assert never {aa; [*2]; aa}; True
assert always (aa->(bb until cc)); False

Figure 12: Trace analyzer main interface

Thetrace analysisis based on the execution of C++ monitors. When the user
chooses an assertion that he/she wants to verify on agiven trace, the tool generates
a C++ monitor from the assertion, reads the trace and executes the generated
monitor on the trace.

Asin the Monitor generator, the user must supply the tool with the clock and reset
signal names and the mapping of the signal name aliases used in the PSL properties
to thereal namesin the tracefile (the real design signal names). The trace analyzer
reads the trace on a cycle-by-cycle basis, based on the clock defined by the user
and updates the monitor every cycle. Globally, the trace analysis process can be
seen as a simulation with online monitors, where performing the smulation is
replaced by loading the trace to the tool.

Sample Use Case

1. Theuser loadsaVCD traceto thetool and specifiesthe clock and reset
signa names.
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Thetool shows the trace on the trace viewer.

The user loads a PSL file and specifies the connection between the signa
names diases used in the PSL properties to the real namesin the trace.

4. Thetool displaysthe vunitslist and restricts the trace view to the signals
used by these vunits.

The user chooses vunit/vunits that he/she wants to verify on the trace.

Thetool showsthelist of the selected properties and restricts the trace
view to the signals used by the selected vunits.

7. The user chooses the property/properties that he/she wants to verify on the
trace.

8. Thetool restrictsthe trace view to the signals used by the selected
properties.

9. Theuser clicks Run.

10. Thetool generates the C++ monitor from the selected properties and runsit
on the trace.

Optimized Algorithms for Dynamic Verification
Tools 37



6 References

[1] Y. Abarband, I. Beer, L. Gluhovsky, S. Keidar, Y. Wolfsthal. FOCs — Automatic generation
of smulation checkers from formal specifications. In International Conference on Computer
Aided Verification, volume 1855 of Lecture notesin Computer Science. Springer-Verlag, 2000.

[2] S. Ben-David, D. Fisman, and S. Ruah. Automata construction for regular expressionsin
model checking, June 2004. IBM research report H-0229.

http://reswatsl.watson.ibm.com/library/cyberdig.nsf/papers/ A14E9FE3829B557785256 EE6005
006A5/F0229.pdf.

[3] Y. Kesten, A. Pnudi, and L. Raviv. Algorithmic verification of linear temporal logic
specifications. In K.G. Larsen, S. Skyum, and G. Winskel, editors, Proc. 25th Int. Collog. Aut.
Lang. Prog., volume 1443 of Lect. Notesin Comp. Sci., pages 1-16. Springer-Verlag, 1998.

[4] John E. Hopcroft and Jeffrey D. Ullman. Introduction to Automata Theory, Languages, and
Computation. Addison-Wesley Seriesin Computer Science. Addison-Wedley, 1979.

[5] The Ingtitute of Electrical and Electronics Engineers, Inc. IEEE Standard VHDL Language
Reference Manual, 2000.

[6] The Ingtitute of Electrical and Electronics Engineers, Inc. IEEE Standard Verilog Hardware
Description Language, 2001.

[7] Accellera. Accellera property language reference manual. In
http: //imww.eda.or g/vividocs/PSL-v1.1.pdf, June 2004.

[8] http://encyclopedialaborlawtalk.com/Directed acyclic graph

[9] http://encyclopedialaborlawtalk.com/Topological _sort

[10] D. Fisman. The subset of linear violation, August 2005. Weizmann technical report
MCS05-07.

http://wisdomarchive.wisdom.wel zmann.ac.il:81/view/year/2005.html

38 References



