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Background
The first part of the report presents in a synthetic way work that has been performed
before the project in the context of hardware as well as software, with the goal of
facilitating the understanding of the other parts. The rest of the report, dedicated to
timed and analog properties, presents genuine PROSYD contributions at various
levels of maturity.
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Glossary
Behavior A function from a time domain to a data domain. For discrete systems a
behavior is a Boolean sequence; for timed system it is a Boolean signal; foranalog
system a behavior is a real-valued signal.

CheckingThe activity of verifying whether anindividualbehavior satisfies a given
property. Other synonyms: monitoring, testing, runtime verification, observing,
“dynamic” verification.

LTL Linear-time temporal logic.

MITL Metric interval temporal logic.
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1 Introduction
This report is concerned with the following problem. Given a desired property ϕ

of a systemS, how to check that agivenbehaviorξ of S does satisfy the prop-
erty ϕ. Within most of this report we assume the that behavior to be checked is
produced by amodel, rather than a physical realization ofS, a model used dur-
ing the design phase for simulation and validation.1 While “static” verification is
aimed at showing thatall behaviors generated by the modelS satisfyϕ, in “dy-
namic” verification,S is used to generateone behavior at a timeand can thus be
viewed as ablack box. In this framework, test-generation issues such as coverage,
are delegated outside the scope of the property monitor. While the advantageof
this approach is evident for system models too large to be verified statically (and,
of course, for analog models used by numerical simulation tools which are some-
times hardly formalizable), the explicit presentation ofξ itself, rather than using
the generating modelS, raises new problems, some of which have been studied ex-
tensively in recent years both in the context of digital hardware as well as software,
where monitoring is referred to asruntime verification.

Since the report is concerned with three different levels of abstraction (discrete,
timed and analog), we start with a generic model of a dynamical system defined
over an abstract state space which evolves in an abstract time domain. All other
models are obtained as special instances.

States and Behaviors: A modelS of a system is defined over a setV = {v1, . . . vn}

of state variableseach ranging over a domainXi. Thestate spaceof the system
is thusX = X1 × · · · × Xn. The system evolves over a time domainT which
is a linearly-ordered set. Abehaviorof the system is a function from the time
domain to the state space,ξ : T → X. We considercompletebehaviors, where
ξ is defined all overT , as well aspartial behaviors whereξ is defined only on a
downward-closed subset ofT , that is, some interval of the form[0, r). We use the
notationξ[t] = ⊥ whent ≥ r. We denote the set of all possible (complete and
partial) behaviors over a setX by X∗.2

Systems: The dynamics of a systemS is defined via a rule of the formx′ = f(x, u)

which determines the future state as a function of the current state and current input
u ∈ U . As mentioned earlier, we do not have access tof and our interaction with

1The relevance to monitoring and testing ofreal physical devices will be mentioned briefly.
2For discrete time behaviors, it is common to useX∗ for finite behaviors andXω for infinite ones,

but these distinctions are less meaningful when we come to analog signals.
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the model is restricted to stimulating it with an inputν ∈ U∗ and then observing
and checking the generated behaviorξ.

Properties: Regardless of the formalism used to express it, a propertyϕ defines a
subsetLϕ of X∗. A property monitor is a device or algorithm for deciding whether
a given behaviorξ satisfiesϕ (denoted byξ |= ϕ) or, equivalently, whetherξ ∈ Lϕ.

The report starts with properties of discrete (digital) systems, a well-studiedand
mature domain, where some of the problems associated with monitoring (non-
causality of the specification formalism, satisfiability by finite traces, online vs.
offline) are already manifested. We then move to “timed” digital systems, whose
behaviors arecontinuous-time Boolean signals, which raise a lot of new issues
such as sampling, event detection, variability bounds, etc. Most of the report will
investigate monitoring at this level of abstraction where we made a significant
progress in the first two years of the project. Finally we move to analog signals
which, in addition to dense time, admit alsonumerical real values. Although for
many types of properties (and in particular those suggested in DeliverableD1.3/1,
[M05]) checking analog properties can be reduced to checking timed properties,
there are further issues, such as approximation errors, raised by the continuous
domain and by the way signals are generated by numerical simulators.
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2 Discrete (Digital) Systems:
Properties

Discrete models are used for modeling digital hardware (at gate level and above)
as well as software. At this level of abstraction the setN of natural numbers is
taken as the underlying time domain. In this case the difference betweenξ[t] and
ξ[t + 1] reflects the changes in state variables that took place in the system within
one clock cycle (hardware) or one program step (software).3 The state space of
digital systems is often viewed as the setB

n of Booleann-bit vectors.4 Behav-
iors are, hence,n-dimensional Booleansequencesgenerated by system models
which are essentially finite automata (transition systems) encodable in a variety of
formalisms such as systems of Boolean equations with primed variables or unit de-
lays, hardware description languages at various levels of abstraction,programming
languages, etc.

Semantically speaking, a property is a subset of the set of all sequence (also known
in computer science as aformal language) indicating the behaviors that we allow
the system to have. Such subsets can be defined syntactically using a variety of
formalisms. We focus here on two classical formalisms, namelytemporal logic
andregular expressions, both included in PSL.

It should be noted that unlike further sections that deal with properties oftimed
and analog signal, this section does not present new results but is rathera synthetic
survey of the state-of-the-art which can serve as an entry point to the vast litera-
ture and which, we feel, is a pre-requisite for understanding the timed and analog
extensions.

3We mention here the existence and usefulness ofasynchronous(event triggeredrather thantime
triggered) systems and models, where the interpretation of a step is different.

4In software, as well as in high-level models of hardware, systems may include state variables
ranging over larger domains such as bounded and unbounded numerical variables or dynamically-
varying data structures such as queues and trees, but, at least in the hardware context, those can be
encoded by bit vectors.
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2.1 Temporal Logic (Future)
The temporal logic of linear time (LTL) is perhaps the most popular property speci-
fication formalism. In a nutshell it is a language for specifying certain relationships
between values of the state variables atdifferent time instants, that is, at different
positions in the sequence. For example, we may require that wheneverv1 = 1

at positiont thenv2 = 0 at positiont + 3. A property monitor is thus a device
that observes sequences and checks whether they satisfy all such relations. We
repeat briefly some standard definitions concerning the syntax and semantics of
LTL. By semanticswe mean the rules according to which a sequence is declared
as satisfying or violating a formulaϕ.

The syntax of LTL is given by the following grammar:

ϕ := p | ¬ϕ | ϕ1 ∨ ϕ2 | © ϕ | ϕ1Uϕ2,

wherep belongs to a setP = {p1, . . . , pn} of propositions indicating values of the
corresponding state variable. The basic temporal operators arenext (©), which
specifies what should hold in the next step5 and theuntil operator (U), which re-
quiresϕ1 to hold untilϕ2 becomes true, without bounding the temporal distance to
this becoming. From basic LTL operators one can derive other standardBoolean
operators likeT andF for trueandfalseand temporal operators such aseventually
(♦) andalways(¤):

♦ϕ = T Uϕ and ¤ϕ = ¬♦¬ϕ.

Models of LTL areBoolean sequencesof the formξ : N → B
n. We also use

p to denote the sequence obtained by projecting a sequenceξ on the dimension
corresponding top. The satisfaction relation(ξ, t) |= ϕ, indicating that sequence
ξ satisfiesϕ starting from positiont, is defined inductively as follows:6

(ξ, t) |= p ↔ p[t] = 1

(ξ, t) |= ¬ϕ ↔ (ξ, t) 6|= ϕ

(ξ, t) |= ϕ1 ∨ ϕ2 ↔ (ξ, t) |= ϕ1 or (ξ, t) |= ϕ2

(ξ, t) |= ©ϕ ↔ (ξ, t + 1) |= ϕ

(ξ, t) |= ϕ1Uϕ2 ↔ ∃t′ ≥ t (ξ, t′) |= ϕ2 and∀t′′ ∈ [t, t′), (ξ, t′′) |= ϕ1

(ξ, t) |= ♦ϕ ↔ ∃t′ ≥ t (ξ, t′) |= ϕ

(ξ, t) |= ¤ϕ ↔ ∀t′ ≥ t (ξ, t′) |= ϕ

A sequenceξ satisfiesϕ, denoted byξ |= ϕ, iff (ξ, 0) |= ϕ.

5And which becomes meaningless when the time domain is dense.
6Due to their importance we also give explicitly the semantics of the derived temporal operators

alwaysandeventually.
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2.2 Temporal Logic (Past)
The past fragment of LTL is defined by a syntax similar to the future fragment
where thenextanduntil operators are replaced bypreviously(©- ) andsince(S).
As with future LTL, useful derived operators aresometime in the past♦- andalways
in the past¤- defined as

♦- ϕ = T Sϕ and ¤- ϕ = ¬♦- ¬ϕ

Their semantics is given by

(ξ, t) |= ©- ϕ ↔ t = 0 or (ξ, t − 1) |= ϕ

(ξ, t) |= ϕ1Sϕ2 ↔ ∃t′ ∈ [0, t] (ξ, t′) |= ϕ2 and∀t′′ ∈ (t′, t], (ξ, t′′) |= ϕ1

(ξ, t) |= ♦- ϕ ↔ ∃t′ ∈ [0, t](ξ, t′) |= ϕ

(ξ, t) |= ¤- ϕ ↔ ∀t′ ∈ [0, t] (ξ, t′) |= ϕ

A finite sequence satisfies a past propertyϕ if it satisfies it from the last position
“backwards”, that is,ξ |= ϕ if (ξ, |ξ|) |= ϕ.

2.3 Regular Expressions
Regular expressions constitute a well-established formalism for describingsets of
sequences which has some similarities and some differences to temporal logic.
One difference is that traditionally temporal logic is used to defineω-languages
(sets of infinite sequences) while regular expressions are used mainly for finite se-
quences.7 The second difference is that temporal logic is better suited for handling
multi-dimensional sequences while regular expressions are traditionally oriented
toward “monoloithic” alphabets. In other words, a temporal logic formula over
a set{p1, . . . , pn} of propositional variables defines a language over an alphabet
Σ = B

n where every “letter”σ ∈ Σ is a Boolean vector. In this framework, a
propositionp1 in a regular expression overB

2 is a shorthand for(1, 0) ∨ (1, 1).
Finally the major temporal operator is the concatenation operation which differs
from theuntil and has a more “synchronous” nature.

7There are alsoω-regular expressions, though.
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The standard syntax of regular expressions over an alphabetΣ is given by the
grammar

ϕ := ∅|ε|σ|ϕ1 ∨ ϕ2|ϕ1 · ϕ2|ϕ
∗ .

The satisfaction of a regular expression by a sequenceξ defined over[0..r − 1] is
given by the following semantic rules.

ξ |= ∅ ↔ false

ξ |= ε ↔ ξ[0] = ⊥

ξ |= σ ↔ ξ[0] = σ

ξ |= ϕ1 ∨ ϕ2 ↔ ξ |= ϕ1 or ξ |= ϕ2

ξ |= ϕ1 · ϕ2 ↔ ∃ k ξ[0..k − 1] |= ϕ1 andξ[k..r − 1] |= ϕ2

ξ |= ϕ∗ ↔ ∃ n ≥ 0 ∃k1 < k2 < · · · < kn = r ∀i ξ[ki, ki+1 − 1 |= ϕ

This syntax defines the regular (rational) languages. Adding negation and com-
plementation does not add to the expressive power but may lead to more succinct
representation (and hence to more complex satisfaction test). The major difficulty
here is theconcatenationoperator because to check whetherξ satisfiesϕ1 ·ϕ2 one
needs to find (guess) an appropriatefactorizationof ξ. TheKleene staroperator
used to concatenate an arbitrary but finitely-many non-empty segments satisfying
ϕ can be augmented with theω-exponentiationoperator withϕω indicating any in-
finite sequence that can be obtained by concatenating infinitely-many non-empty
segments that satisfyϕ. With this syntax one obtains theω-regular sets. The ex-
pressive power of regular expressions is strictly larger than that of LTL which is
matched by another class of expressions called thestar-freeregular expressions,
defined by the syntax

ϕ := ∅|ε|σ|ϕ1 ∨ ϕ2|ϕ1 · ϕ2|¬ϕ .

The PSL language uses two additional constructs the combine regular expressions
and temporal logic, namely〈ϕ〉ψ and[ϕ]ψ whose semantics are defined as

ξ |= 〈ϕ〉ψ ↔ ∃ k ξ[0..k − 1] |= ϕ andξ[k..r − 1] |= ψ

ξ |= [ϕ]ψ ↔ ∀ k ξ[0..k − 1] |= ϕ impliesξ[k..r − 1] |= ψ

As one can see〈ϕ〉ψ is simply a concatenation of sets defined by two different
formalisms, while[ϕ]ψ, also known assequence implication, requires thatξ2 |= ψ.
for any factorizationξ = ξ1 · ξ2 such thatξ1 |= ϕ.

6 • Discrete (Digital) Systems:
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3 Discrete Systems: Check-
ing Temporal Properties

We describe here the fundamental problems associated with checking temporal
properties as well as the common approaches for tackling them. These are prob-
lems that exist already in the simplest model of Boolean sequences and are propa-
gated, with additional complications to the timed and analog domains.

3.1 Causality and Non-determinism
A major difficulty in checking properties expressed in future LTL is due to thenon-
causaldefinition of the satisfaction relation. To see what this means it might be
helpful to look at the definition of LTL semantics as a procedure which is recursive
on both the structure ofϕ and on the sequential structure ofξ. This procedure is
initially called with formulaϕ and with ξ[0] as arguments because we want to
determine the satisfiability ofϕ from position zero. Then the semantic rules “call”
the procedure recursively with sub formulae ofϕ and with further positions ofξ. In
other words, the satisfiability ofϕ at timet may depend on the value ofξ at some
future time instantt′ > t. Even worse, some temporal operators refer to future
time instants in aquantifiedmanner, for example, requiring somep to hold inall
time instants. The satisfiability of such a property may sometime be determined
only at infinity, that is, “after” we can be sure that no¬p will be observed.

Note that for past LTL, the recursion goes backward in time and the satisfaction of
a past formulaϕ by a sequenceξ at positiont is determined according to the values
of ξ at the interval[0, t] and in this sense, past LTL is causal. However it has been
argued that the futuristic specification style is more appropriate for humans.The
past fragment of LTL admits an immediate translation to deterministic automata
and a simple monitoring procedure [HR02b] based on this obersvation.

The “classical” theoretical scheme for using LTL in static verification is based on
translating a formulaϕ into a non-deterministicω-automaton8 Aϕ that accepts ex-
actly the sequences that satisfy it. The non determinism is needed to compensate

8That is, an automaton over infinite sequences.
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for the non causality: the automaton has to “guess” at timet whether future ob-
servations at somet′ > t will render ϕ satisfied att, and split the computation
into two paths according to these predictions. A path that made a wrong prediction
will be aborted later, either within a finite number of steps (if the guess is falsified
by some observation) or via theω-acceptance condition (if the falsification is due
to non-occurrence of an event at infinity). Satisfiability of the formula canthus
be determined by checking whether theω-language accepted byAϕ is not empty.
This reduces to checking the existence of an accepting cycle inAϕ which is reach-
able from an initial state. Static verification (“model checking”) is achieved by
checking whetherS may generate an infinite behavior rejected byAϕ (or accepted
by A¬ϕ). It should be noted that simplified procedures have been developed and
implemented when the property in question belong to a subclass of LTL, such as
safety.

3.2 Evaluating Incomplete Behaviors
In monitoring we do not exploit the modelS that generates the sequences, but
rather observe sequences as they come. The major problem here, with respect to
the standard semantics of LTL which is defined overcomplete infinite sequences, is
the impossibility to observe infinite sequences in finite time.9 Hence, the extension
of LTL semantics toincomplete behaviorsis a major issue in monitoring.

After having observed a finite sequenceξ we can be in one of the following three
basic situations with respect to a propertyϕ:

1. All possible infinite completions ofξ satisfyϕ. Such a situation may happen,
for example, whenϕ is ♦p andp occurs inξ. In this case we say thatξ
positively determinesϕ.

2. All possible infinite completions ofξ violateϕ. For example whenϕ is ¤¬p

andp occurs inξ. In this case we say thatξ negatively determinesϕ.

3. Some possible completions ofξ do satisfyϕ and some others violate it. For
example, any sequence wherep has not occurred has extensions that satisfy,
as well as extensions that violate, formulae such as♦p or ¤¬p. In this case
we say thatξ is undecided.

9To be more precise, there are some classes of infinite sequences such as the ultimately-periodic
ones, that admit a finite representation and an easily-checkable satisfiability, however we work under
the assumption that we do not have much control over the type of sequences and additional information
provided by the simulator and hence we have to treat arbitrary finite sequences. It is worth noting that
if S is input-deterministic then an ultimately-periodic inputinduces an ultimately-periodic behavior.

8 • Discrete Systems: Checking
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It should be noted that the “undecided” category can be refined according to both
methodological, quantitative, and logical considerations. One might want to dis-
tinguish, for example, between “not yet violated” (in the case of¤¬p) and “not
yet satisfied” (in the case of♦p). The quantitative aspects enter the picture as well
because the longer we observe a sequenceξ free ofp, the more we tend to believe
in the satisfaction of¤¬p, although the doubt will always remain. On the other
hand, the satisfaction of a formula like©kp, although undecided for sequences
shorter thank, will be revealed in finite time. The most general type of answer
concerning the satisfiability ofϕ by a finite sequenceξ would be to give exactly
the set of completions ofξ that will make it satisfyϕ, defined as

ξ\ϕ = {ξ′ : ξ · ξ′ |= ϕ}.

Positive and negative determination correspond, respectively, to the special cases
whereξ\ϕ = X∗ andξ\ϕ = ∅. This “residual” language can be computed syn-
tactically as the left quotient (“derivative”) ofϕ by ξ.

In certain situations we would like to give a decisive answer at the end of the
sequence. In the case of positive and negative determination we can reply with a
yes/no answer. More general rules for assigning semantics to every finite sequence
have been proposed [LPZ85, EFH+03]. Let us consider some sub-classes of LTL
formulae for which such a finitary semantics clearly makes sense. The simplest
among those is bounded-LTL where the only temporal operator isnextand where
satisfiability of a formulaϕ at time0 is always determined by the values of the
signal up to somet ≤ k, with k being a constant depending onϕ. Note that this
class is not as useless as it might seem: one can use “syntactic sugar” operators
such as¤[0,r]ϕ as shorthand for

∧r−1
i=0 (©iϕ). The implication for monitoring is

that everysufficiently-longsequence is determined with respect to such formulae
(see also [KV01]).

The next class is the class ofsafetyproperties10 where the only quantification of
the time variable isuniversalas in ¤ϕ. It is not hard to see thatω-languages
corresponding to such formulae consist of infinite words thatdo not have a prefix
in some finitary language. While monitoring a finite sequenceξ relative to such a
formula, we can be in either of the following two situations. Either such a prefix
has been observed and hence any continuation ofξ will be rejected andξ can be
declared as violating, or no such prefix has been observed but nothingprevents its
occurrence in the future andξ is undecided. A similar and dual situation holds for
eventually property such as♦ϕ that quantify existentially over time, and where an
occurrence of a finitary prefix satisfyingϕ renders the sequence accepted.

With respect to these sub-classes one can adopt the following policy: interpret any
quantificationQt, Q ∈ {∀,∃} asQt ≤ |ξ| and hence a safety that has not been
violated during the lifetime ofξ is considered as satisfied, and an eventuality not

10To be more precise safety properties can be written as positive Boolean combinations of formulae
of the form¤ϕ whereϕ is a past property, and eventuality properties are negations of safety properties.
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fulfilled by that time is interpreted as violated. This principle may be extended to
more complex formulae that involve nesting of temporal operators but in this case
the interpretation seems less intuitive.

Let us remark that although models ofpastLTL are finite sequences, the problem
of undecided sequences still exists. Consider for example the property¤- p. As
soon as¬p is observed, we can say the the formula is negatively determined and
need not wait for the end of the sequence. On the other hand, as long as¬p

has not been observed, although the prefix satisfies the property we cannot give
conclusive results until the “official” end of the sequence, because¬p may always
be observed in the next instant. Hence the treatment of past properties is not much
different from future ones, except for the simpler construction of the corresponding
automaton and the fact that their corresponding languages are prefix-closed, like
the languages that correspond to sequences that do not negatively determine safety
properties.

Naturally many solutions have been proposed to this problem in the context of
monitoring and runtime verification and we mention few. The work of [ABG+00]
concerning the FoCs property checker of IBM, as well as those of [KLS+02] are
restricted to safety (prefix-closed) or eventuality properties and report violation
when it occurs. On the other hand, the approach of giving the residuallanguage
is proposed in [KPA03] and [TR04] in the context of timed properties. The most
systematic study of adapting LTL semantics to finite sequences (“truncated paths”)
is presented in [EFH+03]. This semantics has been adopted for PSL.

Our approach to monitoring is invariant under all these semantical choices. As a
minimal requirement for being used, the chosen semantics should associate with
every formulaϕ a functionΩϕ : X∗ → D which maps all finite sequences into
a domainD that containsB (satisfied/violated) and is augmented with some addi-
tional values for undecided formulae.

The next thing to do is to describe the different ways to embed the process of
computingΩϕ(ξ) with the dynamic process of generatingξ.

3.3 Offline and Online Monitoring
The question of online vs. offline monitoring is concerned with the differentforms
of interaction between the mechanism that generates behaviors and the mechanism
that checks whether they satisfy a given property. The behaviors aregenerated
by some kind of asimulator that computes states sequentially. Without loss of
generality we may assume that the systems we are interested in arenot reverse-
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deterministic11 and, hence, the only natural way to generate behaviors is from the
past to the future. One may think of three basic modes of interaction (see also
Figure 1):

1. Offline: The behaviors are completely generated by the simulator before the
checking procedure starts. The behaviors are kept in a file which can be read
by the monitor in either direction.

2. Passive Online: The simulator and the checker run in parallel, with the latter
observing the behaviors progressively.

3. Active Online: There is a feed-back loop between the generator and the tester
so that the latter may influence the choice of inputs and, hence, the subse-
quent values ofξ. Such “adaptive” test generation may steer the system
toward early detection of satisfaction of violation, and is outside the scope
of this report.

Each behavior is a finite sequenceξ, whose satisfiability value with respect to
ϕ is defined viaΩϕ(ξ) regardless of the checking method. However there are
some practical reasons to prefer one method over the other. First, to savetime, we
would like the checking procedure to reach the most refined conclusions as soon
as possible. In the offline setting this will only reduce checking time, while in the
online setting the effects of early detection of satisfaction/violation can be much
more significant. This is because in certain systems (analog circuits is a notorious
example) simulation time isvery longand if the monitor can abort a simulation
once its satisfiability is decided, we can save a lot of time.

The difference between online and offline is, of course, much more significant
in situations where monitoring is done with respect to aphysical device, not its
simulated model. We discuss briefly several instances of this situation. The first
is when chips are tested after fabrication by injecting real signals to their ports
and observing the outcome. Here, the response time of the tester is very impor-
tant and early (online) detection of violation can have economic importance. In
other circumstances we may be monitoring a system which is already up and run-
ning. One may think of the supervision of a complex safety-critical plant where
the monitoring software should alert the operator in about dangerous developments
that manifest themselves by property violation or by progress toward such viola-
tions. Such a situation calls for online monitoring, although offline monitoring
can be used for “post mortem” analysis, for example, analyzing the “blackbox”
after an airplane crash. Monitoring can be used for diagnosis and improvement
of non-critical systems as well. For example analyzing whether the behaviorof
an organization satisfies some specifications concerning the business rules of the
enterprise, e.g. “every request if treated within a week”. Such an application of
monitoring can be done offline by inspecting transaction logs in the enterprisedata
base.

11A dynamical system is reverse-deterministic if it is deterministic when we reverse the direction.
Only permutation automata and purely-continuous dynamical systems are reverse deterministic.
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In the sequel we describe three basic methods for checking satisfiability ofLTL
formulae by sequences.

Input Generator Simulator

Input Generator Simulator Monitor/checker

File Monitor/checker

Input Generator Simulator Monitor/checker

Figure 1: Offline, passive online and active online modes of interaction between a test gener-
ator and a checker.

The Automaton-Based Method

This is an online-oriented approach that follows the principles used in static veri-
fication. To monitor a propertyϕ we first construct the automatonAϕ that accepts
exactly the sequences satisfyingϕ and then let it read every sequenceξ as it is gen-
erated. There is a vast literature concerning the construction of automata from LTL
formulae [VW86] and our approach to monitoring does not depend on the choice
of the translation algorithm. We have, however a preference for the compositional
construction, based on [KP05]. For each sub-formulaψ of ϕ, this procedure con-
structs a sequenceχψ(ξ) indicating the satisfaction of a over time, that isχψ(ξ)

has value1 at t is (ξ, t) |= ψ.

There are two major problems that need to be tackled while employing this method.
The first problem is that the natural automaton forϕ will be an automaton overin-
finite sequences. This automaton needs to be transformed, via a suitable definition
of acceptance conditions, into an automaton over finite sequences that realizes the
chosen finitary semantics, as discussed in the previous section. For example, if our
satisfiability domain consists ofyes, noandundecided, we will outputyesas soon
as the automaton enters a state from which all the remaining paths are accepting
(a positive “sink”) andno when we enter a negative sink. From all other states the
output will beundecided.

The second problem is thatAϕ is typically non-deterministic. It can be resolved in
either of the following ways: 1) Feed the non-deterministic automaton withξ while
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keeping track of all the states in which it can be at every time instant. This amounts
to performing the classical “subset construction” on-the-fly; 2) Determinize the
automaton offline, either using Safra’s algorithm forω-automata [S88] or using a
simpler algorithm adapted to the finitary semantics.

Purely-Offline Marking

This is the first method we have applied to timed and analog properties and will
be described in more detail in Section 6.1. The procedure consists in computing
χψ(ξ) for every sub-formulaψ of ϕ from the bottom up. It starts with the truth
values of propositional formulaeχp(ξ) given by the sequenceξ itself. Then, recur-
sively, for each sub-formulaψ with immediate sub-formulaeψ1 andψ2 such that
χψ1(ξ) andχψ2(ξ) have already been computed, we computeχψ(ξ) following the
semantic rules of LTL. The backward nature of these rules implies that the values
of ξψ1 and ξψ2 at time t will “propagate” to values ofξψ at somet′ ≤ t. The
satisfaction functionχϕ for the main formula is computed at the end.

Incremental Marking

This approach combines the simplicity of the offline procedure with the advantages
of online monitoring in terms of early detection of violation or satisfaction. After
observing a prefix of the sequenceξ[0, t1] we apply the offline procedure. If, as a
result,χϕ(ξ) is determined at time zero we are done. Otherwise we observe a new
segmentξ[t1, t2] and then apply the same procedure based onξ[0, t2].

A more efficient implementation of this procedure need not start the computation
from scratch each time a new segment is observed. It will be often the casethat
χψ(ξ) for some sub-formulaeψ is already determined for some subset of[0, t1]

based onξ[0, t1]. In this case we only need to propagate upwards the new infor-
mation obtained fromξ[t1, t2], combined, possibly, with some additional residual
information from the previous segment that was not sufficient for determination
in the previous iterations. This procedure will be described in a more algorithmic
detail in Section 6.2.

The choice of the granularity (length of segments) in which this procedure isin-
voked depends on trade-offs between the computational cost and the importance
of early detection.
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4 The Timed Level of Ab-
straction

Coming to export the specification, testing and verification framework from the
digital to the analog world, we face two major conceptual and technical problems.

1. The state variables range over subsets of the set ofreal numbersthat repre-
sent physical magnitudes such as voltage or current;

2. The systems evolve over aphysicaltime scale modeled by the real numbers
and not over alogical time scale defined by a central clock or by events.

Mathematicall speaking, the behaviors that should be specified and checked are
signals, function fromR≥0 to R

n rather thansequencesfrom N to B
n or to some

other finite domain. The first problem for checking is the problem of how to rep-
resent a signal defined over the real time axis inside the computer, given that it is
a function defined over an infinite (and non-countable) domain. The verysame
problem is encountered, of course, by numerical simulators that produce such sig-
nals. Based on our conviction that the dense time problem is more profound than
the infinite-state problem, we employ the following strategy. As a first version
of the analog extensions of PSL, we use the logic STL (signal temporal logic,
see deliverable D1.3/1 [M05]) which is based on transforming analog signals into
Boolean ones and concentrate most of our efforts toward checking properties of
those dense-time Boolean signals, expressed in MITL (metric interval temporal
logic). This allows us to tackle the problem of dense time in isolation. Aspects
specific to the continuous state space are discussed in Section 8.

Handling an infinite state space, such as the continuum, using finite formulae is a
fundamental mathematical problem. In finite domains one can characterize every
individual state by a distinct formula. For example, there is a bijection betweenB

n

and the set of Boolean terms over{p1, . . . , pn} which has one literal for eachpi.
The common way to speak of subsets of infinite sets such asR

n is via predicates,
functions fromR

n to B, for example inequalities of the formxi < d.

We thus adopt the following approach. Letµ1, . . . , µm be m predicates of the
form µ : R

n → B. These predicates define a mappingM : R
n → B

m assigning
to every real point a Boolean vector indicating the predicates it satisfies. Applying
this mapping in a pointwise fashion to an analog signalξ : R≥0 → R

n we obtain
a Boolean signal= M(ξ) = ξ′ : R≥0 → B

n describing the evolution over time of
the truth values of these predicates with respect toξ (see Figure 2). Events such
as rising and falling in the Boolean signal correspond to somequalitativechanges
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in the analog signal, for example threshold crossing of some continuous variable.
This is an intermediate level of abstraction where we can observe thetemporal
distancebetween such events and need to confront the problems introduced by the
dense time domain. Timed formalisms such as real-time temporal logics or timed
automata are tailored for modeling, specification, verification and monitoring at
this level of abstraction, which in addition to its applicability to analog circuits, is
also very useful to model phenomena such as delays in digital circuits and execu-
tion times of software.
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Figure 2: A2-dimensional analog signal and the2-dimensional Boolean signal obtained from
it via the perdicatesx1 > 0.7 andx2 > 0.7.

4.1 Dense-Time Signals: Representation
The major problems in handling Boolean signals by computerized tools are due to
the properties of the time domain. In digital systems we have thediscrete order
(N, <), which means that there is a relation (successor) that generates the whole
order relation. In other words, for everyt andt′ such thatt < t′, there is a finite
positive k such thatt′ = Suck(t). This also implies that whenever we put a
boundr on the range of the time variable, the set{t : 0 ≤ t ≤ r} is finite
and every behavior defined on the interval[0, r] can be represented by a finite set
ξ[0], ξ[1], . . . , ξ[r].

The dense order(R, <) does not admit such a property, and for everyt < t′ one
can find at′′ such thatt < t′′ < t′. This implies that in order to specify a dense-
time signal, even if restricted to a bounded time interval[0, r], one might need
to specify aninfinite set of values. For arbitrary analog signals the only way to
provide these values throughout the entire interval is via analytic expressions such
asξ[t] = sin(t). Otherwise an analog signal can only be partially represented by its
values at a finite subset of the time domain consisting ofsampling points(more on
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that in Section 8). As for Boolean signals, let us note that functions fromR+ to B

can be rather weird objects, potentially switching between0 and1 infinitely many
times in a bounded interval of time (the so-called Zeno phenomenon).12 From now
on we restrict our attention to non-Zeno Boolean signals.

A non-Zeno Boolean signalξ defined over an interval[0, r) decomposes nat-
urally into a finite sequence of intervalsI0, I1, . . . , Ik such thatI0 = [0, t1),
Ii = [ti, ti+1), Ik = [tk−1, r), the value ofξ is constant in every interval, and
ξ(Ii+1) = ¬ξ(Ii). The set of intervals, together with the value att = 0 determine
the value ofξ at any point and can serve as a basis for checking properties relative
to ξ.

4.2 Dense-Time Signals: Properties
The temporal operators of LTL are of two types. Thenextoperator is bounded
and quantitative. It specifies something that should happen within the very next
step or, if used iteratively, within a bounded number of steps. Theuntil operator
and its derivatives are unbounded and qualitative, requiring that something should
or should not hold at some underspecified future instant. The latter properties are
not affected seriously from the passage to dense time, while quantitative operators
need to be redefined. To start with, thenextoperator which specifies att what
should hold at the leastt′ such thet < t′ becomes meaningless. Instead one has to
use operators that specify att what should hold at timet + d or during the interval
t ⊕ [a, b] = [t + a, t + b]. Many temporal logics over such metric time have been
proposed [Koy90, AH92, Hen98, HR04] and we will focus on the logic MITL,
which is a natural adaptation of LTL to dense time [AFH96].

Dense time also has an influence on the different monitoring procedures. As we
shall see, the offline procedure based on marking the truth values of sub-formulae
over time, can be rather easily adapted to signals. However the online approaches
are more problematic. Consider the approach based on translating a formulainto
an automaton that accepts its models. The appropriate automaton will be a timed
automaton, which reads signals continuously and uses auxiliary clock variables to
measure times since the occurrence of certain events. Automata corresponding to
MITL formulae are, more often than not, non-deterministic, a feature that, in a
discrete-time framework, can be resolved using subset construction, either offline
or on the fly. Dense non-determinism is another story as the automaton may stay

12Such Zeno signals can be obtained from analog signals via Booleanization: just consider a signal
representing a damped oscillation around zero and its Boolean image via the predicatex < 0. But
this will happen only with an ideal simulator with unboundedprecision, while a real simulator will
eventually settle in some value.
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during an interval in a stateq while at any moment during the interval it may take
a transition toq′, thus spawning uncountably-many runs of the automaton. The
impossibility of an offline determinization of timed automata is a well-known fact
in the domain, but in Section 7.3 we will mention a remedy to this problem.

We can now move to more detailed definitions of signals and their corresponding
temporal logics, followed by the description of the various monitoring algorithms
that we have developed for them.
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5 Boolean Signals and their
Temporal Logics

5.1 Signals
Two basic semantic domains can be used to describe timed behaviors.Time-
event sequencesconsist of instantaneous events separated by time durations while
discrete-valuedsignalsare functions from time to some discrete domain. The
reader may consult the introduction to [ACM02] for more details on the algebraic
characterization of these domains. In this work we use Boolean signals as the se-
mantic domain, which is the natural choice, both for the logic MITL and the circuit
application domain.

Let the time domainT be the setR≥0 of non-negative real numbers. A Boolean
signal is a functionξ : T → B

n. We useξ[t] for the value of the signal at timet
and the notationσt1

1 · σt2
2 · · · for a signal whose value isσ1 at the interval[0, t1),

σ2 in the interval[t1, t1 + t2), etc. A signal whose value is defined only on an
interval [0, r) is called finite and of metric lengthr (denoted by|ξ| = r). We use
the notationξ[t] = ⊥ when t ≥ |ξ|. The restriction of a signal to lengthd is
defined as

ξ′ = 〈ξ〉d iff ξ′[t] =

{

ξ[t] if t < d

⊥ otherwise

For the sake of simplicity we restrict ourselves toleft-closed right-opensignal seg-
ments and to timed modalities that use only closed intervals. As a consequence we
exclude signals withpunctual“intervals” which are meaningless in the algebraic
definition of signals [ACM02, A04].

Different Boolean signals can be combined and separated using the standard oper-
ations ofpairing andprojectiondefined as

ξ1 || ξ2 = ξ12 if ∀t ξ12[t] = (ξ1[t], ξ2[t])

ξ1 = π1(ξ12) ξ2 = π2(ξ12)
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In particular,πp(ξ) will denote the projection ofξ on the dimension that corre-
sponds to propositionp.

Any Boolean operationOP can be “lifted” to an operation on signals as

ξ = OP(ξ1, ξ2) iff ∀t ξ[t] = OP(ξ1[t], ξ2[t])

When we apply operations on signals of different lengths we use the convention

OP(v,⊥) = OP(⊥, v) = ⊥

which guarantees that ifξ = OP(ξ1, ξ2) then|ξ| = min(|ξ1|, |ξ2|).

Any reasonable Boolean signal can be represented using a countable number of
intervals. Aninterval coveringof a given intervalI = [0, r) is a sequenceI =

I1, I2 . . . of left-closed right-open intervals such that
⋃

Ii = I andIi ∩ Ij = ∅

for everyi 6= j. An interval coveringI ′ is said torefineI, denoted byI ′ ≺ I if
∀I ′ ∈ I ′ ∃I ∈ I such thatI ′ ⊆ I.

An interval coveringI is said to beconsistentwith a signalξ if ξ[t] = ξ[t′] for
everyt, t′ belonging to the same intervalIi. In that case we can use the notation
ξ(Ii). Clearly, ifI is consistent withξ, so is anyI ′ satisfyingI ′ ≺ I. We restrict
ourselves to signals offinite variability, that is, signals admitting a finite consistent
interval covering. We denote byIξ theminimal interval covering consistent with
a finite variability signalξ. The set of positive intervals ofξ is I+

ξ = {I ∈ Iξ :

ξ(I) = 1} and the set of negative intervals isI−
ξ = Iξ − I+

ξ .

A signalξ is said to beunitary if I+
ξ is a singleton. Any finite-variability signalξ

can be decomposed into a union ofk unitary signals such thatξ = ξ1 ∨ . . . ∨ ξk,
see Figure 3.

Theconcatenationξ = ξ1 · ξ2 of two signalsξ1 andξ2 defined over the intervals
[0, r1) and[0, r2) respectively is a signal over[0, r1 + r2) defined as:

ξ[t] =

{

ξ1[t] if t < r1

ξ2[t − r1] otherwise

Thed-suffixof a signalξ is the signalξ′ = d\ξ obtained fromξ by removing the
prefix 〈ξ〉d from ξ, that is,

ξ′[t] = ξ[t + d] for everyt ∈ [0, |ξ| − d)

TheMinkowski sumanddifferenceof two setsP1 andP2 are defined as

P1 ⊕ P2 = {x1 + x2 : x1 ∈ P1, x2 ∈ P2}

P1 ª P2 = {x1 − x2 : x1 ∈ P1, x2 ∈ P2}.
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ξ

ξ1

ξ2

ξ3

Figure 3: A signalξ and its unitary decomposition(ξ1, ξ2, ξ3).

Of particular interest are the applications of these operational to one-dimensional
sets consisting of elements of the time domainT:

{t} ⊕ [a, b] = [t + a, t + b], [m, n) ⊕ [a, b] = [m + a, n + b)

{t} ª [a, b] = [t − b, t − a], [m, n) ª [a, b] − [m − b, n − a)

The operation that will be used for computing the satisfiability of of a formula
whose major operator is a bounded temporal operators is the operation ofback
shifting.

Definition 1 (Back Shiftng) The [a, b]-back-shifting of a Boolean signalξ′, de-
noted byξ = SHIFT[a,b](ξ

′), is a signalξ such thet for everyt, ξ[t] = 1 iff there
existst′ ∈ t ⊕ [a, b] such thatξ′[t′] = 1.

The resemblence of this definition to the semantics of the♦[a,b] operator (to be
defined in Section 5.2) is not a coincidence. Ifϕ = ♦[a,b]ϕ

′ then the respective
satisfiability signals ofϕ andϕ′ satisfyχϕ = SHIFT[a,b](χϕ′). This operation
is easy to compute on a representation based on an interval cover of the signals.
When ξ′ is a unitary signal withI+

ξ′ = {I ′}, the result of back shifting is the

unitary signalξ with I+
ξ = {I} whereI = I ′ ª [a, b] ∩ T (the intersection withT

is needed to remove negative values, see Figure 4).

I′ = [m, n)

I′ ª [a, b]

0 0 0
(c)(b)(a)

Figure 4: Three instances of back shiftingI = [m, n) ª [a, b]: (a) I = [m − b, n − a); (b)
I = [0, n − a] becausem − b < 0; (c) I = ∅ becausen − a < 0
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5.2 Real-time Temporal Logic
The syntax of MITL is defined by the grammar

ϕ := p | ¬ϕ | ϕ1 ∨ ϕ2 | ϕ1U[a,b]ϕ2 | ϕ1Uϕ2

wherep belongs to a setP = {p1, . . . , pn} of propositions andb > a ≥ 0 are
rational numbers (in fact, it is sufficient to consider integer constants). From basic
MITL operators one can derive other standard Boolean and temporal operators, in
particular the time-constrainedeventuallyandalwaysoperators:

♦[a,b]ϕ = T U[a,b]ϕ and ¤[a,b]ϕ = ¬♦[a,b]¬ϕ

We interpretMITL overn-dimensional Boolean signals and define the satisfiability
relation similarly to LTL.

(ξ, t) |= p ↔ p[t] = T

(ξ, t) |= ¬ϕ ↔ (ξ, t) 6|= ϕ

(ξ, t) |= ϕ1 ∨ ϕ2 ↔ (ξ, t) |= ϕ1 or (ξ, t) |= ϕ2

(ξ, t) |= ϕ1Uϕ2 ↔ ∃t′ ≥ t (ξ, t′) |= ϕ2 and
∀t′′ ∈ [t, t′], (ξ, t′′) |= ϕ1

ξ, t) |= ϕ1U[a,b]ϕ2 ↔ ∃t′ ∈ t ⊕ [a, b] (ξ, t′) |= ϕ2 and
∀t′′ ∈ [t, t′], (ξ, t′′) |= ϕ1

(ξ, t) |= ♦[a,b]ϕ ↔ ∃t′ ∈ t ⊕ [a, b] (ξ, t′) |= ϕ

(ξ, t) |= ¤[a,b]ϕ ↔ ∀t′ ∈ t ⊕ [a, b] (ξ, t′) |= ϕ

The past version of MITL is obtained by replacing theU[a,b] operator by thesince
operatorS[a,b], from which one can derive the time-constrainedsometime in the
past(♦- ) andalways in the past(¤- ), operators. The semantics of the past operators
is defined as

(ξ, t) |= ϕ1S[a,b]ϕ2 ↔ ∃t′ ∈ t ª [a, b] (ξ, t′) |= ϕ2 and
∀t′′ ∈ [t′, t], (ξ, t′′) |= ϕ1

(ξ, t) |= ♦- [a,b]ϕ ↔ ∃t′ ∈ t ª [a, b] (ξ, t′) |= ϕ

(ξ, t) |= ¤- [a,b]ϕ ↔ ∀t′ ∈ t ª [a, b] (ξ, t′) |= ϕ

Most of the work in this section is dedicated to the more difficult future fragment
of MITL.
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6 Checking Timed Prop-
erties

In this section we describe three procedures for checking MITL properties that
have been developed during the first two years of PROSYD. These procedure are:

1. An offline marking procedure that propagates truth values upwards from
propositions via super-formlae up to the main formula. This procedure has
been a subject of a scientific publication [MN04] and has been implemented
and applied to some examples.

2. An incremental marking procedure that updates the marking each time a new
segment of the signal is observed. This procedure has been implemented as
well but has not yet been published in the scientific literature.

3. An approach based on translating the formula into a timed automaton. This
is the most recent development and is the topic of a recently-submitted paper
[MNP06]. The translation is useful for both static verification and moni-
toring where it should be combined with the on-the-fly determinization of
[Tri02, KT04]. In addition we have developed an automatic translation from
past MITL to deterministic timed automata [MNP05]. These automata are
immediately amenable to monitoring.

A central notion in all these algorithms is that of thesatisfaction signalξ′ = χϕ(ξ)

associated with a formulaϕ and a signalξ. This signal satisfiesξ′[t] = 1 iff
(ξ, t) |= ϕ. We remind the reader that due to non-causality the value ofξ′[t] is not
necessarily known at timet, that is, after observingξ[t], and may depend on future
values ofξ. Whenever the identity ofξ is clear from the context, we will use the
shorthand notationχϕ.

6.1 Offline Marking
This algorithm, developed during the first year of PROSYD [MN04] worksas
follows. It has as input a formulaϕ and ann-dimensional Boolean signal of length
r. For every sub-formulaψ of ϕ it computes its satisfiability signalχψ(ξ). To
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simplify the discussion we restrict the presentation to a bounded version of MITL
where the unboundeduntil is not used. Hence we have properties that are fully
determined if the signal is long enough. In the case where the signal is too short
the output isundecided, denoted by⊥. The procedure is recursive on the structure
(parse tree) of the formula. It goes down until the propositional variables whose
values are determined directly byξ, and then propagates values as it comes up
from the recursion. We will useOP1 andOP2 for arbitrary unary and binary logical
or temporal operators. As a preparation for the incremental version, wedo not
passξ andχϕ as input or output paramaters but rather store them in global data
structures.

Algorithm 1 : OFFLINEM ITL

input : an MITL Formulaϕ

switch ϕ do
casep

χϕ := πp(ξ);
end
caseOP1(ϕ1)

OFFLINEM ITL (ϕ1);
χϕ := COMBINE(OP1, ϕ1);

end
caseOP2(ϕ1, ϕ2)

OFFLINEM ITL (ϕ1);
OFFLINEM ITL (ϕ2);
χϕ := COMBINE (OP2, χϕ1 , χϕ2);

end
end

Most of the work in this algorithm is done by the COMBINE function which for
ϕ = OP2(ϕ1, ϕ2) computesχϕ from the signalsχϕ1 andχϕ2 , which may differ in
length. We describe briefly how this function works for each of the operators, with
a sufficient detail to understand how it operates on the representation ofthe input
and output signals by their sets of positive intervals. For the sake of readability we
omit the description of various mundane optimizations.

χϕ := COMBINE (¬, χϕ1) The negation is computed by simply changing the Boolean
value of each minimal interval in the representation ofχϕ1 .

χϕ := COMBINE (∨, χϕ1 , χϕ2) For the disjunction we first construct a refined in-
terval coveringI = {I1, . . . , Ik} for χϕ1 ||χϕ2 so that the mutual values of
both signals become uniform in every interval. Then we compute the dis-
junction interval-wise, that is,ϕ(Ii) = ϕ1(Ii) ∨ ϕ2(Ii). Finally we merge
adjacent intervals having the same Boolean value to obtain the minimal in-
terval coveringIχϕ . The disjunction procedure is illustrated in Figure 5.

χϕ := COMBINE (♦[a,b], χϕ1) This is the most important part of our procedure
which computesχϕ := SHIFT[a,b](ξϕ1). For every positive intervalI ∈
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I+
ϕ1 we compute its back shiftingI ª [a, b]∩T and insert it toI+

ϕ. Over-
lapping positive intervals inI+

ϕ are merged to obtain a minimal consistent
interval covering. In the process, all the negative intervals shorter than b− a

disappear.13

χϕ := COMBINE (U[a,b], χϕ1 , χϕ2) The implementation of the timeduntil opera-
tor is based on the equivalenceϕ1U[a,b]ϕ2 ↔ ♦[a,b](ϕ1 ∧ ϕ2) ∧ ϕ1 when
χϕ1 is a unitary signal. This is because for a unitary signal, ifϕ1 holds at
t1 and att2 it must hold during all the interval. This does not hold for ar-
bitrary signals, see Figure 6. In order to treat the general case whereχϕ1

is an arbitrary signal we first need to decompose it into the unitary signals
χ1

ϕ1
, . . . , χk

ϕ1
and then compute

χi
ϕ = SHIFT[a,b](χ

i
ϕ1

∧ χϕ2) ∧ χi
ϕ1

for eachi ∈ [1, k]. Finally we recompose the resulting signals by as

χϕ =
k

∨

i=1

χi
ϕ.

p

q

p′

q′

p′ ∨ q′

p ∨ q

Figure 5: To computep ∨ q we first refine the interval covering to obtain the a representation
of the signals byp′ andq′, then perform interval-wise operations to obtainp′ ∨ q′ and then
merge adjacent positive intervals.

6.2 Incremental Marking
Incremental marking is performed using a kind of piecewise-online procedure in-
voked each time a new segment ofξ, denoted by∆ξ, is observed. For each sub-
formulaψ the algorithm stores its already-computed satisfying signal partitioned
into a concatenation of two signalsχψ · ∆ψ with χψ consisting of values already

13Another way to see it is as shifting thenegativeintervals by[b, a].
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p = p1 ∨ p2

q = q1 ∨ q2

s1 = p ∩ q

s2 = s1 ª [a, b]

s3 = s2 ∩ p

pU[a,b]q = s3

(a)

p2

q1

s4 = p2 ∩ q1

s5 = s4 ª [a, b]

s6 = s5 ∩ p2

p2

q2

s7 = p2 ∩ q2

s9 = s8 ∩ p2

s8 = s7 ª [a, b]

pU[a,b]q = s6 ∨ s9

(b)

Figure 6: Marking forpU[a,b]q via marking for♦[a,b](π ∧ p) ∧ p: (a) with non-unitary signals
we obtain wrong results; (b) with a unitary decomposition ofp andq we obtain correct results.
The computation withp1 is omitted as it has an empty intersection withq.

propagated to the super-formula ofψ, and∆ψ, consists of values that have already
been computed but which have not yet propagated to the super-formula and can
still influnece it.

Initially all signals are empty. Each time a new segment∆ξ is read, a recursive
procedure similar to the offline procedure is invoked, which updates every χψ and
∆ψ from the bottom up. The difference with respect to the offline algorithm is that
only the segments of the signal that has not been propagated upwards participate
in the update of their super-formulae. This may result in a lot of saving whenthe
signal is very long.

As an illustration considerϕ = OP(ϕ1, ϕ2) and the corresponding truth signals
of Figure 7-(a). Before the update we always have|χϕ · ∆ϕ| = |χϕ1 | = |χϕ2 |:
the parts∆ϕ1 and∆ϕ2 that may still affectϕ are those that start at the point from
which the satisfaction ofϕ is still unknown. We apply the COMBINE procedure on
∆ϕ1 and∆ϕ2 to obtain a new (possibly empty) segmentα of ∆ϕ. This segment
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is appended to∆ϕ in order to be propagated upwards, but before that we need to
shift the borderline betweenχϕ1 and∆ϕ1 (as well as betweenχϕ2 and∆ϕ2) in
order to reflect the update of∆ϕ. The procedure is described in Algorithm 2.

χϕ ∆ϕ

χϕ1

χϕ2

∆ϕ

χϕ1
∆ϕ1

χϕ2
∆ϕ2

∆ϕ1

χϕ

∆ϕ2

α

(a) (b)

Figure 7: A step in an incremental update: (a) A new segmentα for ϕ is computed from
∆ϕ1 and∆ϕ2 ; (b) α is appended to∆ϕ and the endpoints ofχϕ1 andχϕ1 are shifted forward
accordinly.

Algorithm 2 : INC-OFFLINE-M ITL

input : an MITL Formulaϕ and an increment∆ξ of a signal

switch ϕ do
casep

∆ϕ := ∆ϕ · πp(∆ξ);
end
caseOP1(ϕ1)

INC-OFFLINE-M ITL (ϕ1);
α := COMBINE(OP1, ∆ϕ1);
d := |α| ;
∆ϕ := ∆ϕ · α ;
χϕ1 := χϕ1 · 〈∆ϕ1〉d ;
∆ϕ1 := d\∆ϕ1

end
caseOP2(ϕ1, ϕ2)

INC-OFFLINE-M ITL (ϕ1);
INC-OFFLINE-M ITL (ϕ2);
α := COMBINE(OP2, ∆ϕ1 , ∆ϕ2);
d := |α| ;
∆ϕ := ∆ϕ · α ;
χϕ1 := χϕ1 · 〈∆ϕ1〉d ;
∆ϕ1 := d\∆ϕ1 ;
χϕ2 := χϕ2 · 〈∆ϕ2〉d ;
∆ϕ2 := d\∆ϕ2

end
end
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7 Monitoring using Timed
Automata

In this section we present several methods for checking timed properties which
are based on the construction of a timed automatonAϕ that accepts exactly the
models of an MITL formulaϕ. This section presents results that were obtained
during different periods during the project lifetime, some of which will be prob-
ably subsumed by the incremental algorithm described in Section 6.2. We start
with a definition of timed automata, continue with our result concerning the direct
translation from past MITL todeterministictimed automata [MNP05], followed
by our newly discovered translation from future MITL to non-deterministic timed
automata [MNP06] and a discussion on the applicability of the determinization
procedure of [KT04] to monitoring based on this automaton. These sectionsare
rather technical and can be skipped by readers satisfied with the procedures de-
scribed in the preceding sections.

7.1 Timed Automata
We use a variant of timed automata which differs slightly from the classical defi-
nitions [AD94], [HNSY94] as it reads multi-dimensionaldense-timeBoolean sig-
nals, hence the alphabet letters are associated withstatesrather than withtransi-
tions. We also extend the domain of clock values to include the special symbol⊥

indicating that the clock is currentlyinactive.14

The set of valuations of a setC = {x1, . . . , xn} of clock variables, each denoted
asv = (v1, . . . , vn), defines the clock spaceH = (R≥0 ∪ {⊥})n. A configuration
of a timed automaton is a pair of the form(q, v) with q being a discrete state. For
a clock valuationv = (v1, . . . , vn), v + t is the valuation(v′1, . . . , v

′
n) such that

v′i = vi if vi = ⊥ andv′i = vi + t otherwise. Aclock constraintis a Boolean
combination of conditions of the formsx ≥ d or x > d for some integerd.

14This is a syntactic sugar since clock inactivity in a state can be encoded implicitly by the fact that
in all paths emanating from the state, the clock is reset to zero before being tested [DY96].
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Definition 2 (Timed Automaton) A timed automaton over signals is a tupleA =

(Σ, Q, C, λ, I,∆, q0, F ) whereΣ is the input alphabet (Bn in this paper),Q is a
finite set of discrete states andC is a set of clock variables. The labeling function
λ : Q → 2Σ associates a subset of the alphabet to every state while the staying
condition (invariant)I assigns to every stateq a subsetIq of H defined by a con-
junction of inequalities of the formx ≤ d, for some clockx and integerd. The
transition relation∆ consists of elements of the form(q, g, ρ, q′) whereq andq′ are
discrete states, the transition guardg is a subset ofH defined by a clock constraint
andρ is the update function, a transformation ofH defined by a assignments of the
formx := 0 or x := ⊥. Finally q0 is the initial state andF ⊆ Q is the acceptance
condition.

The behavior of the automaton as it reads a signalξ consists of an alternation
between time progress periods where the automaton stays in a stateq as long as
ξ[t] ∈ λ(q) andIq holds, and discrete instantaneous transitions guarded by clock
conditions. Formally, astepof the automaton is one of the following:

• A time step: (q, v)
σt

−→ (q, v + t), t ∈ R+ such thatσ ∈ λ(q) andv + t

satisfiesIq (due to the structure ofIq this holds as well for everyt′, 0 ≤ t′ <

t).

• A discrete step:(q, v)
δ

−→ (q′, v′), for some transitionδ = (q, g, ρ, q′) ∈ ∆,
such thatv satisfiesg andv′ = ρ(v)

A run of the automaton starting from a configuration(q0, v0) is a finite or infinite
sequence of alternating time and discrete steps of the form

ξ : (q0, v0)
σ

t1
1−→ (q0, v0 + t1)

δ1−→ (q1, v1)
σ

t2
2−→ (q1, v1 + t2)

δ2−→ · · · ,

such the
∑

ti diverges. A run is accepting if the set of time instants in which it
visits states inF is unbounded. The signal carried by the run isσt1

1 · σt2
2 · · · The

language of the automaton consists of all signals carried by accepting runs.

7.2 From Past MITL to Deterministic Timed Au-

tomata
In this section we show how to build a deterministic timed automaton for any
bounded past MITL formula. The construction follows the same lines as the com-
positional construction of [KP05, Pnu03] for untimed future temporal logic, where
an automaton for a formula observes the states of the automata that correspond to
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its sub-formulae. This construction is particularly attractive for past temporal logic
where the correspondence between states in the automaton and satisfaction of a sub
formula is more direct.

We illustrate the idea underlying the proof on the formula♦- [a,b]ϕ for some past
formulaϕ. Intuitively, an automaton that accepts such a language should monitor
the truth value ofϕ and memorize, using clocks, the times when this value has
changed. Memorizing all such changes may require anunboundednumber of
clocks, but as we shall see, only a finite number of those is sufficient since not all
occurrence times of these changes need to be remembered.

Consider signalϕ of Figure 8-(a), a clockxi reset to zero at theith timeϕ becomes
true and a clockyi reset whenϕ becomes false. For this example♦- [a,b]ϕ is true
exactly when(x1 ≥ a∧ y1 ≤ b)∨ (x2 ≥ a∧ y2 ≤ b). Due to the monotonicity of
the clock dynamics, whenevery1 goes beyondb, its value becomes irrelevant for
the satisfaction of the acceptance condition, it can be discarded together with x1.
By itself, this fact does not guarantee finiteness of the number of clocks because
we assume no a-priori bound on the variability ofϕ.

Consider now Figure 8-(b), where the second rise ofϕ is less thanb− a time after
the preceding fall. In this case, condition(x1 ≥ a ∧ y1 ≤ b) ∨ (x2 ≥ a ∧ y2 ≤ b)

becomes equivalent tox1 ≥ a∧y2 ≤ b. Since the values ofy1 andx2 do not matter
anymore we may disactivate them and forget this short episode of¬ϕ. When
ϕ falls again we may re-use clocky1 to record the occurrence time and let the
acceptance condition bex1 ≥ a ∧ y1 ≤ b. Hence the maximal number of events
to be remembered before the oldest among them expires ism = b/(b − a) − 1

and at most2m clocks are sufficient for monitoring such a formula. Note that for
a “punctual” modality wherea = b, m goes to infinity.

The automaton depicted in Figure 9, is a kind of an“event recorder” for accepting
signals satisfying♦- [a,b]ϕ. Its set of discrete statesQ is partitioned into

Q¬ϕ = {(01)i0}i=0..m andQϕ = {(01)i}i=1..m,

with the intended meaning that the Boolean sequences that encode states corre-
spond to the qualitative histories that they memorize, that is, the patterns of re-
membered rising and falling ofϕ that have occurred less thanb time ago. The
clocks of the automaton are{x1, y1, . . . , xm, ym}, each measuring the time since
its corresponding event. Naturally, clockxi is active only at states(01)j and(01)j0

for j ≥ i and clockyi at (01)j0 (01)j+1 for j ≥ i.

Whenϕ first occurs the automaton moves from0 to 01 and resetsx1. Whenϕ

becomes false it moves to010 while resettingy1. From there the following three
continuations are possible:

1. If ϕ remains false for more thanb time, the true episode ofϕ can be forgotten
and the automaton moves to0
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ϕ

♦- [a,b]ϕ

ϕ

♦- [a,b]ϕ

x1 y1 x2 y2

x1 y1

(a)

(b)

Figure 8: Memorizing changes in the truth value ofϕ: (a)x2−y1 ≥ b−a; (b) x2−y1 < b−a.

2. If ϕ becomes true within less thanb − a time, the false episode is forgotten
and the automaton returns to01

3. If ϕ becomes true after more thanb − a time the automaton resetsx2 and
moves to0101.

Transitions of type 1 may happen in all states that record2 changes or more. They
occur when the first falling ofϕ is more thanb time old and hence the values of
clocksx1 andy1 can be forgotten. In order to keep the number of clocks bounded,
this transition is accompanied by “shifting” the clocks values, that is, applyingthe
operationsxi := xi+1 andyi := yi+1 for all i as well asxm := ym := ⊥. The
effect of this shifting operation when a transition from(01)i to (01)i−1 is taken is
illustrated in Table 1.

c x1 y1 · · · xi−1 yi−1 xi yi · · · xm ym

v u1 v1 · · · ui−1 vi−1 ui ⊥ · · · ⊥ ⊥
s(v) u2 v2 · · · ui ⊥ ⊥ ⊥ · · · ⊥ ⊥

Table 1: The effect of the clock shifting operation while taking a transition from (01)i to
(01)i−1.

Lemma 1 The event recorder automaton, running in parallel with the automaton
Aϕ, accepts the signals satisfying♦- [a,b]ϕ wheneverx1 is active and satisfiesx1 ≥

a.
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Sketch of Proof: We need to show that in every state of the form(01)i0 there have
beeni risings and fallings ofϕ that have occurred less thanb time ago such that
each falling has lasted for more thanb− a time, and that the corresponding clocks
represent the times elapsed since they have occurred. When this is the case and
sincey1 ≤ b by construction,x1 ≥ a at timet iff there was a timet′ ∈ tª [a, b] in
whichϕ was true. The proof is by induction on the length of the run. The claim is
trivially true at the initial state. The inductive step starts with a configuration ofthe
automaton satisfying the above, and proceeds by showing that it is preserved under
time passage and transitions. The proof for states of the form(01)i is similar.

y1 ≤ b ϕ

010101

y1 ≤ b

01010

¬ϕ

ϕ ∧ y2 ≤ b − a

y1 ≥ b/s

ϕ ∧ y1 ≥ b − a/

ϕ ∧ y1 ≥ b − a/

ϕ/

ϕ

y1 ≤ b y1 ≤ b

ϕ ∧ y1 ≤ b − a

¬ϕ

¬ϕ ϕ

0 01

010 0101

y1 ≥ b/s

y1 ≥ b/s y1 ≥ b/s

x2 := 0

x1 := 0

x3 := 0

¬ϕ/y1 := 0

¬ϕ/y2 := 0

¬ϕy1 ≤ b

(01)m0

. . .

Figure 9: An[a, b] event recorder. The input labels and staying conditions are written on the
bottom of each state. Transitions are decorated by the input labels of the target states and by
clock resets. The clock shift operator is denoted by the symbols.

Lemma 2 Given deterministic timed automataAϕ and Aψ accepting[[ϕ]] and
[[ψ]], respectively, one can construct a deterministic timed automaton accepting
ϕS [a,b]ψ.

Proof: Observe first thatϕSψ can be seen as a restriction of♦- ψ to periods where
ϕ holdscontinuously. In other words, the automaton need not measure times of
changes inψ after whichϕ became false. Hence theS -automaton (Figure 10)
consists of an event recorder forψ augmented with an additional initial state¬ϕ.
Wheneverϕ becomes true the automaton moves to the initial state of the event
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recorder and wheneverϕ becomes false it moves (from any state) back to¬ϕ

while forgetting all the past history ofψ.

¬ϕ

ψ event recorder

¬ϕ

ϕ

. . .

0 01

ϕ

Figure 10: The automaton forϕS [a,b]ψ.

Theorem 3 (PastMITL is Deterministic) Given a pastMITL formulaϕ, one can
construct a deterministic timed automatonA accepting[[ϕ]].

Proof: By induction on the structure of the formula. For a propositionp we build
the deterministic two-state automatonAp which moves to and from the accepting
state according to the current value ofp. For¬ϕ we take the automatonAϕ and
complement its acceptance condition while forϕ∨ψ we do a Cartesian product of
Aϕ andAψ. Combining this with the previous lemma the result is established.

This result can be readily applied for monitoring. However it is commonly ac-
cepted that future MITL is more intuitive from the user’s point of view. Since
another result of [MNP05] shows that future MITL is not deterministic, wewill
need to use non-deterministic timed automata for it.

7.3 From Future MITL to Timed Automata
We will now show how to build for every MITL formulaϕ a property tester, a
timed automaton over the propositional variables and an auxiliary variableu which
accepts all signals(ξ, u) satisfying¤(u ≡ ϕ).15 The proof is by induction on the
structure of the formula, and the major step is the proof of the following proposi-
tion.

Proposition 4 One can construct a timed automaton accepting signals overp, q, u

that satisfy¤(u ≡ pU[a,b]q). Moreover, the automaton is deterministic ifu is
considered as input.

15In other words,u = χϕ(ξ).
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The construction used to prove this proposition follows the lines of the untimed
construction [KP05], based on generating predictions foru and aborting them
when actual values ofp andq show they were wrong. However, working on dense
time we have the problem that a-priori, the set of potential predictions of bounded
duration includes signals with an arbitrary number of switchings between trueand
false, and such predictions cannot be memorized by a finite-state timed device. The
following lemma shows that predictions that switch too frequently cannot be true.
A similar property was used in Section 7.2 to show that past MITL is deterministic.

Lemma 5 Let u be a Boolean signal satisfying¤(u ≡ pU[a,b]q) for a > 0 and
some arbitraryp andq. Then for any factorizationu = v · 1r1 · 0r2 · 1r3 · 0r4 · w

we haver2 + r3 > min{a, b − a}.

Proof: The following observations concerning the constraints on the values ofu,
p andq at everyt follow from the definitions:

1. If u holds att, p must hold in all the interval[t, t + a];

2. If q holds att + b and p holds throughout[t, t + b] then u holds during
[t, t + b − a].

Let [t1, t2) and[t2, t3) be the corresponding intervals for0r2 and1r3 , respectively
(see Figure 11), and let us show that(t2 − t1) < a implies that(t3, t2) ≥ b − a.
Since(t2 − t1) < a andu[t1] = 1, observation 1 implies thatp = 1 throughout
the interval[t1, t2]. As u[t] = 1 for all t ∈ [t2, t3), it follows thatp[t] = 1 for
all t ∈ [t1, t3). This implies thatq must start holding att2 + b and not before
that, because otherwise this will imply thatu holds inside the interior of[t1, t2]
contrary to our assumptions. It follows by observation 2 thatu holds continuously
in [t2, t2 + b − a]. Consequently,t3 ≥ t2 + b − a and we are done.

t1 t2

r2 = t2 − t1

t3

r3 = t3 − t2

Figure 11: A signalu satisfying¤(u ≡ pU[a,b]q).

The importance of this property is that it bounds the variability of any reasonable
prediction and constraints the relation between the number of changes and the
duration of candidate signals. Letd = min{a, b − a} andm = db/de + 1. Since
every16 01 segment ofu has at leastd duration, an acceptable prediction of the
form (01)m · 0 has a duration beyondb, its initial segment can be forgotten and its
clock re-used as explained in the sequel.

We can now proceed to the proof of Proposition 4. Let us first describethe architec-
ture of the automaton (Figure 12). The first component is aprediction generator

16To be more precise, the first01 segment can be arbitrarily small.
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for u, which generates signals non-deterministically, and uses clocksx1, . . . xm

andy1 . . . ym where each clockxi measures the time since the beginning of the
ith negative prediction segment and clockyi measuring the time since the end of
that segment. These predictions are passed through a “filter” which eliminates sig-
nals violating Lemma 1. In addition we use a battery of “testers”A0

1, . . .A
0
m and

A1
1 . . .A1

m which observep andq and check segments of the prediction. A tester
A0

i is active whenxi ≥ 0 andyi < b and a testerA1
i whenyi ≥ 0 andxi+1 < b.

· · ·

p

q
Testers

A1
m

Generator

A0
m

· · ·

A1
1

A0
1

u
Filter

x1

y1

xm

ym

u

Figure 12: The architecture of the tester.

The generator is depicted in Figure 13. During the firstm transitions the automaton
has the following invariant property: whenever in a state of the form(01)k its
prediction so far is of the form0x1−y1 · 1y1−x2 · 0x2−y2 · · · 1yk . After the mth

change, the first prediction segment is is more thanb-time old (Lemma 1) and
cannot be refuted anymore by any observation ofp or q. Hence there is no reason to
memorize it and clockx0 can be re-used for the(m+1)th false prediction segment
and a transition back to the initial state can be made. This way the denotation of
the clocks shifts circularly and they always remember the occurrence times ofthe
lastm changes in the prediction. The automaton of Figure 14 makes sure that only
predictions that satisfy Lemma 1 are considered.

AutomataA0
i andA1

i for testing prediction segments share a similar global struc-
ture. Both have an initial idle state that they leave when the prediction starts
(xi = 0 for A0

i andyi = 0 for A1
i ) and to which they return when the predic-

tion segment is too old to be refuted (yi = b for A0
i andxi+1 = b for A1

i ). When
in its active macro-state, automatonA0

i (Figure 15) uses the auxiliary clockz to
measure the duration of contiguous periods whenp holds, and ifq occurs when
z > a, the false prediction is refuted and the run is aborted.17 The testerA1

i for
a positive prediction segment (Figure 16) aborts runs wherep does not hold any-
where in the active interval. In addition, the auxiliary clockz measures periods of
q̄ and if their duration reachesb− a the run is aborted as well. It is not hard to see

17Note that all clocks in the generator, exceptx0 are initialized to⊥ to avoid satisfaction of the
guardsxi = 0 or yi = 0 during the first cycle of the run of the generator.
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0 01y0 := 0

ū u

x0 := 0

x1, . . . ym−1 := ⊥

010 0101y1 := 0

uū

(01)m−10 (01)mym−1 := 0

uū

· · ·x0 := 0

x1 := 0

x2 := 0

Figure 13: The prediction generator.

v2 ≥ b − a
v1 := 0

ū u

v1 < a
v2 := 0

uū

v1 ≥ a v1 := 0

Figure 14: A “filter” for eliminating predictions violating Lemma 1.

that by composing these automata and lettingF consist of all their states18 yields
and automaton that accepts exactly models of the formula¤(u ≡ pU[a,b]q).

pq̄ ∧ z = axi = 0

z := 0 pq̄

q
p/z := 0p̄

p̄

p̄

yi = ⊥ ∨ yi < b

yi = b/xi := ⊥

z < a

p

xi 6= 0

Figure 15: A negative testerA0
i .

To complete the construction for MITL we need to build testers for Boolean com-
binations (easy, negations are pushed inside the formula), for the untimed until (as
in the untimed case) and for the special caseU[0,b] which is simpler and is covered
by the automaton of Figure 17.

18For this modality we do not needω-conditions because the operator makes only bounded-horizon
predictions.
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p

pq̄ ∧ yi = a

z := 0yi = 0

p

pq

pq̄/z := 0

pq ∧ yi = a

pq

p̄ p̄ ∨ (q̄ ∧ z = b − a) p̄

yi 6= 0 yi < a z < b − a

(xi+1 < b ∨ xi+1 = ⊥) p

xi+1 = b/yi := ⊥

Figure 16: A positive testerA1
i .

Corollary 6 (MITL and Timed Automata) Future MITL formulae can be trans-
formed into timed automata using a simple procedure.

xpq

xpq

z := 0

z ≥ b

xpq

z ≤ b

xpq
z ≤ b

z := 0

xpq

z ≤ b

Figure 17: A tester for¤(u ≡ pU[0,b]q).

While these construction can be very useful for property checking in the context of
static verification, its application to monitoring requires further work. The major
problem is that timed automata, in genral, cannot be determinized. However the
solution developed at the beginning of the project [KT04], based on the observa-
tion that timed automata can still be determinized “on-the-fly” with respect to a
given timed behavior. The on-the-fly determinization algorithm becomes essen-
tialy a reachability computation on the property automaton and is based on state
estimation techniques. After each partial input, the set of all possible states that
can be reached by the observed trace is computed. The finite input sequence is
accepted if and only if the computed set of states reached with respect to that trace
contains at least one final state.

More technical details concerning the techniques described in this section can be
found in the relevant papers.
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8 Analog Signals
The algorithms developed for dense-time Boolean signals, provide a solid basis
for monitoring analog signals when the properties belong to the class described
in Deliverable D1.3/1 [M05] and Section YY, namely thesignal temporal logic
(STL) which is MITL parameterized by a set of numerical predicates in the role
of propositional variables.. For such properties, each analog signal istransformed,
via the numerical predicates appearing in the property, into a Boolean signal which
is checked against the MITL “skeleton” of the formula. In the rest of this section
we discuss technical problems related to the applicability of the “Booleanization”
procedure which transform analog signals to signals that can be subjectto MITL
checking.

As we have seen, Boolean signals, albeit the fact that they are defined over dense
time domain, admit anexact finite representationvia the switching points that
define their true and false intervals. This is no longer the case for analog sig-
nals where we have a contrast between theideal mathematical object, consist-
ing of an uncountable number of pairs(t, ξ[t]) with t ranging over some interval
[0, r) ⊆ R≥0, and anyfinite representation which consist of a collection of such
pairs, witht restricted to range over a finite set ofsampling points. The values of
ξ at sampling pointst1 andt2 may, at most, impose some constraints on the values
of ξ in the interval(t1, t2). Such constraints can be based on the dynamics of the
generating system and the manner in which the numerical simulator produces the
signal values at the sampling points. Numerical analysis is a very mature domain
with a lot of accumulated experience concerning tradeoffs between accuracy and
computation time. Its major premise is that given a model of the system as a con-
tinuous dynamical system defined by a differential equation19, one can improve
the quality of a discrete-time approximation of its behavior by employing denser
sets of sampling points and more sophisticated numerical integration procedures.20

In order to speak quantitatively about the approximation of a signal by another
we need the concept of adistance/metricimposed on the space of analog signals.
A metric is a function that assigns to two signalsξ1 andξ2 a non-negative value
ρ(ξ1, ξ2) which indicates how they resemble each other. Using metrics one can
express the “convergence” of a numerical integration scheme as the condition that
limd→0 ρ(ξ, ξd) = 0 whereξ is the ideal mathematical signal andξd is its numeri-
cal approximation using an integration stepd.

19It is worth noting that some models used for quick simulationof transistor networks cannot be
viewed as continuous dynamical systems in the classical mathematical sense.

20For systems which are stable the quality can be improved indefinitely.
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Metrics and norms for continuous signals are used extensively in circuit design,
control and signal processing. There are, however, major problems concerned
with their application to property monitoring due to the incompatibility between
the continuous nature of the signals and the discrete nature of{0, 1}-properties, a
phenomenon which is best illustrated using the following simple example. Con-
sider the property¤(x > 0) and an ideal mathematical signalξ that satisfies the
property but which passes very close to zero at some points. We can easily trans-
form ξ into a signalξ′ which is very close toξ under any reasonable continuous
metric, but according to the metric induced by the property, these signals areas
distant as can be: one of them satisfies the property and the other violates it(see
Figure 18).

t

t

t

t

ξ ξ′

µ(ξ) µ(ξ′)

Figure 18: Two signals which are close from a continuous point of view, one satisfying the
property¤(x > 0) and one violating it.

Moreover, if the sojourn time of a signal below zero is short, an arbitrary shift in
the sampling can make the monitor miss the zero-crossing event and declare the
signal as satisfying (see Figure 19). In this sense properties are notrobustas small
variations21 in the signals may lead to large variations in its property satisfaction.
Much of our effort in the project consisted in studying this problem and attempting
to define new metrics, more appropriate for this hybrid discrete/continuous set-
ting. Some very interesting research directions, published in [KC06], arebriefly
discussed in Section 10.2.

The abovementioned issues can be handled in a pragmatic manner in our context,
without waiting for a completely-satisfactory theoretical solution to this funda-
mental problem. The following assumptions facilitate the monitoring of sampled
analog signals against STL properties, passing through the timed abstraction:

1. Sufficiently-dense sampling: the simulator detects every change in the truth
value of any of the predicates appearing in the formula at a sufficient accu-
racy. This way the positive intervals of all the Boolean signals that corre-
spond to these predicates are determined. This requirement imposes some

21Small from the continuous point of view.
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t t

Figure 19: Shifting the sampling points, zero crossing can be missed.

level of sophistication on the simulator that has to perform several back-and-
forth iterations to locate the time instance where a threshold crossing occurs.
A survey of the treatment of discontinuous phenomena by numerical simu-
lators can be found in [Mos99].

2. Bounded variability: some restrictive assumptions can be made about the
values of the signal between two sampling pointst1 andt2. For example one
may assume thatξ is monotone so that ifξ[t1] ≤ ξ[t2] thenξ[t′1] ≤ ξ[t′2]

for everyt′1 andt′2 such thatt1 < t′1 < t′2 < t2. An alternative condition
could be a condition a-la Lipschitz:|ξ[t2] − ξ[t1]| ≤ K|t2 − t1|. Such
conditions guarantee that the signal does not get wild between the sampling
points, otherwise all the property checking based on these values is useless.
Such conditions are not so important for Booleanized signals if sampling
is sufficiently dense, but may become important when we consider richer
classes of properties.

Under such assumptions every analog signal which is given by a discrete-time rep-
resentation, based on sufficiently-dense sampling, induces a well-defined Boolean
signal ready for MITL monitoring. Let us add at this point a general remark that
the standards of exactness and exhaustiveness as maintained in digital verification
cannot and should not be exported to the analog domain, and even if we are not
guaranteed that all events are detected, we can compensate for that by using safety
margins in the properties.
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d1

d2

Figure 20: Sufficiently-dense sampling with respect to the two thresholdsd1 andd2. The set
of sampling points consists of a uniform grid augmented with the threshold-crossing points.
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9 Monitoring STL Proper-
ties

In this section we illustrate the monitoring of STL properties against signals pro-
duced by the numerical simulator Matalb/Simulink, used mainly for control and
signal-processing applications, but also for modeling analog circuits at thefunc-
tional level of abstraction. The waveforms presented here are the output of our pro-
totype implementation which parses STL properties and applies the offline mark-
ing procedure described in Section 6.1. We use the same examples that wereused
in Deliverable D1.3/1 [M05] for illustrating the language extensions.

9.1 Following a Reference Signal
As a first example we consider the property

ϕ1 : ¤[0,300]((x1 > 0.7) ⇒ ♦[3,5](x2 > 0.7))

which requires that wheneverx1 crosses the threshold of0.7, so doesx2 within
t ∈ [3, 5] time units. We fixx1 to be the sinusoid

x1[t] = sin(ωt),

and letx2 be a signal generated by

x2[t] = sin(ω(t + d)) + θ

whered is a random delay ranging in[3, 5] degrees andθ is an additive random
noise. The marking procedure is illustrated in Figure 21. The Boolean signals
corresponding to the atomic propositionsp1 andp2 are derived from the sampled
analog signal. From there the truth values of the sub-formulae♦[3,5](x2 > 0.7),
(x1 > 0.7) ⇒ ♦[3,5](x2 > 0.7) are marked as intermediate steps toward the
marking ofϕ1 which is satisfied in this example. In Figure 22 we apply the same
procedure to checkϕ1 against anx2 signal generated with a much larger additive
noiseθ ∈ [−0.5, 0.5]. The fluctuations in the value ofx2 are reflected in the
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Boolean abstractionp2 and lead to a violation of the property at some points where
x1 > 0.7 is not followed byx2 > 0.7 within the pre-specified delay.
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Figure 21: A2-dimensional signal satisfying the property¤[0,300]((x1 > 0.7) ⇒ ♦[3,5](x2 >
0.7)). Boolean signals correspond to the evolution of the truth values of sub-formulae over
time.

9.2 Stabilizability
The second example is a very typical stabilizability property used extensively in
control and signal processing. The system in question is supposed maintain a
controlled variabley around a fixed level despite disturbancesx coming from the
outside world. One may think, for example, of a a system that has to maintain
the voltage constant albeit variations in the current due to changes in the chip’s
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Figure 22: A2-dimensional signal violating the property¤[0,300]((x1 > 0.7) ⇒ ♦[3,5](x2 >
0.7)).

workload.22 The role of the control system is to stabilize the controlled variable to
the desired level after every disturbance.23

We wanty to stay always in the interval[−30, 30] (except, possibly, for an ini-
tialization period of duration300) and if, due to a disturbance, it goes outside the
interval[−0.5, 0.5], it should return to it within150 time units and stay there for at
least20 time units. The whole property is

ϕ2 : ¤[300,2500]((|y| ≤ 30) ∧ ((|y| > 0.5) ⇒ ♦[0,150]¤[0,20](|y| ≤ 0.5))).

The results of applying our offline monitoring procedure to this formula appear in
Figures 23 and 24. When the disturbance is well-behaving, the property isverified,

22Modern power-management systems for cellular phones reactthis way to changes coming from
starting and stopping certain features.

23The actual system used to generate this example is a water-level controller for a nuclear plant. The
disturbances come from changes in the system load that trigger changes in the operations of the reactor
which, in turn, influences the water level.
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while when the disturbance changes too fast, the property is violated both byover-
shooting below−30 and by taking more than150 time to return to[−0.5, 0.5].

To demonstrate the complexity of our procedure as a function of signal length we
applied it to increasingly longer signals ranging from5000 to one million seconds.
We use variable integration/sampling step with average step size of2 seconds so
the number of sampling point in the input is roughly half the number of seconds.
The results are depicted in Table 2 and one can see that monitoring can be done
very quickly and it adds a negligible overhead to the simulation of complex sys-
tems. For example, the simulation of the stabilizing controller (based on a complex
model of a nuclear plant) for a time horizon of million seconds takes45 minutes
while monitoring the output takes less than3 seconds. Of course, using the in-
cremental procedure we can shorten the checking time further and, in an online
setting, this procedure can reduce simulation time.

sig length |I+
p | |I+

q | time(sec)
5000 98 82 0.01

50000 970 802 0.13
100000 1920 1602 0.25
200000 3872 3202 0.49
500000 9732 8002 1.36

1000000 19410 16002 2.84

Table 2: CPU time of monitoring the water level controller example as a function ofthe time
horizon (signal length). The number of positive intervals in the Boolean abstractions is given
as another indication for the complexity of the problem.
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Figure 23: A disturbance signal and an analog responsey satisfying the stabilizability prop-
erty¤[300,2500]((|y| ≤ 30) ∧ ((|y| > 0.5) ⇒ ♦[0,150]¤[0,20](|y| ≤ 0.5))).
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Figure 24: A disturbance signal and an analog responsey violating the stabilizability property
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10 Further Directions
This section summarizes some additional developments at more preliminary levels
of maturity.

10.1 The FLASH-Memory Case Study
The role of the analog part of PROSYD is to build a bridge between two almost-
disjoint worlds, the world of formal verification and the world of analog circuit
design. Most of the effort has been invested in one direction, that is, taking ex-
isting results in the domain of formal methods and adapting them to the richer
context of analog circuits and signals. Hopefully this work will allow designers
to express and check “sequential” properties that they cannot express using their
current vocabulary. The complementary direction is no less important: it consists
in studying current practices in analog design24 and suggest new ways to support
these activities, not necessarily using currently-existing techniques coming from
formal verification. This “bottom-up” activity depends critically on the willing-
ness of analog designers to allocate parts of their limited time to explain their
problems to sympathetic strangers.

We started exploring a case-study provided by ST Agrate concerning thedesired
properties of a FLASH memory. The discussion with designers confirmed our a-
priori belief that monitoring simulations is a very time-consuming and error-prone
activity and that a monitoring tool like the one we are constructing can indeed be
helpful. We have formalized together a set of properties, most of which turned out
to be expressible in our STL logic.25

Among the properties not covered by our logic are properties that speakabout
the slopes(derivatives) of certain signals. A general approach to accommodate
for such operators (and other signal operators) is to pre-process the signal before
Booleanization and generate an auxiliary signal for each operator mentioned in the

24The term “analog” is used here in the more general sense that includes also the analysis of digital
systems at the electrical level.

25To be fair, we must mention that we are concerned here with theelectrical properties of adigital
device whose high-level properties are sequential in nature, for example, “theread signal goes high
and stays there until theack signal arrives”. Hence this favorable situation need not repeat itself for
other classes of circuits.
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formula. However applying this idea to the derivative operator is not so simple due
to the noise in the simulator output. For example if we define the derivative signal
ξ′ using the straightforward approximation

ξ′[ti] =
ξ[ti] − ξ[ti−1]

ti − ti−1

we obtain, for this case-study, a signal with abrupt fluctuations. We are currently
studying the applicability offiltering techniques in order to smoothen things out.

10.2 Defining and Checking Metrical Properties
Discussions with designers confirmed our feeling that a large part of the evaluation
of the quality of signals produced by the system under design is based on compar-
ing the signal with areference signalindicating some kind of desired normative
behavior. However, similarity, like beauty, is in the eye of the beholder. Techni-
cally speaking, it depends on the metric used to determine how close one signal is
to another. We believe that in the future, any useful property checker for analog
properties should have the ability to define such reference signals and compute the
distance between it and simulated signals according to the metrics that are appro-
priate for the problem. For metrics that are “pointwise”, that is compareξ andξ′

according toξ[t]− ξ′[t] for everyt, computing an approximation of the distance is
not much different from computing any other operation. On the other handif we
are talking about a realization of a digital behavior, the similitude between signal
might be more related to the fact that they go through the same sequence of events
(threshold crossing).

To prepare for such future developments we started investigating new metrics and
topologies which are appropriate for hybrid (mixed-signal) systems, as well as for
the interaction between analog signals and discrete properties. In particular, what
metric should be used for piecewise-continuous and piecewise-constantsignals?26

One idea is to base the metric on the variation of the discontinuity instants: two
signals are close if they go through the same set of abstract values in the same order
and their switching times are also close. We have investigated the applicability of
the following metrics:

1. The Skorokhod metric which comes from probability theory.

2. The Hausdorff metric between trajectories, proposed in [GHJ97] forcharac-
terizing robust hybrid systems.

26Boolean and any discrete-valued signals are, of course, piecewise constant. This is also a common
interpretation of sampled signals.
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3. A sliding window mean value metric [KC06].

The latter seems to give good results in the sense that it is less strict than the two
others and tolerates more variations which naturally appear in complex systems.
The computational aspects of such metrics still need to be investigated.
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