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Executive Summary

Propertyverificationtools,bethey staticor dynamic,yield atraceasevidencethat
adesignviolatesa property Gettingfrom atraceto the causeof thefailure canbe
very time consuming.The subjectof this work is to automatehelocalizationof a
fault.

We presentwo methods. The correction approach combinesfault localization

with correction.If a propertyis violated,the methodfinds the possiblelocations
for the fault and suggestsorrections. We statethe localizationand correction

problemasa gamethatis wonif thereis a correctionthatis valid for all possible
inputs. This is a very powerful fully automaticmethod. For invariants,the most

frequentlyusedclassof propertiesthemethodis complete Theapproactis based
on a heuristic,thereforefor complex generalPSL propertiesve cannotguarantee
thatacorrectionis found,butin mostcasesve aresuccessfulFindingacorrection

may be hardfor comple circuits.

For large and comple circuits we introduceour localization approach This
methoddoesnot find correctionshut is basedon consisteng of the obserations.
It doesnot guaranteghatall locationsmarked assuspicionanactuallybe used
to correctthe design,but it reducesthe amountof the designto be inspectedo
afractionandis computationallynucheasier We provide an examplewherethe
numberof componentso beconsideredaultyis reducedo 7% of all components.

Purpose

Thepurposeof thisdocumenis to describeéhework doneonfaultlocalizationfor
PSL properties.
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Intended Audience

This guideis intendedfor researchersvorking on verification tools using PSL
or a similar specificationlanguage. It is assumedhat readersare familiar with
the notionsand termsrelatedto PSL and have a basicunderstandingf model
checking.

Background

Thereare currently no methodsfor localizationof faults detectedwith temporal
properties.In fact,thework on sequentiatircuitsis very sparseaswe discussn

theintroduction.Most of thework is centeredaroundavery limited classof faults
thatoccur for instance whenan optimizermakesa mistale. Existingwork also
assumeshata referencenodelis available. We do not have this requirementthe
propertytakesthe placeof thereferencenodel.
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Glossary

Abductive baseddiagnosis

In abductve baseddiagnosisit is known in which ways a componentcan fail.
Usingtheseknowledgeabductve baseddiagnosidriesto find a componentf the
modelanda correspondindault that explainsthe discrepancéetweenobsered
anddesiredbehaior.

BDD

Binary DecisionDiagram. A datastructurefor storing setsupon which mary
modelcheclersarebased.

Combinatorial circuit

A logic circuit whoseoutputis a functionof only the preseninput.
Consistencybaseddiagnosis

Faultdiagnosisbasedn the principle of solving contradictions.
Constraints

A restrictiononthe behaior of acomponent.

Error

Thedifferencebetweera computedpbsered or measuredalueor conditionand
the true, specified,or theoreticallycorrectvalue or condition. For example, a
differenceof 30 metersbetweera computedesultandthe correctresult.

Failure

An incorrectresult. For example,a computedesultof 12 whenthe correctresult
is 10.

Fault

An incorrectstep,processpr datadefinition. For example,anincorrectinstruction
in acomputerprogram

Infinite Game

A finite statemachineon which two players,the protagonistandthe antagonist,
determinethe run, by eachdeterminingpart of the input. The gamecomeswith
a winning condition andthe task of the protagonistis to make surethat the run
satisfieghis condition.

Invariant

An invariantis a specialcaseof a safetyproperty It setsa constrainton the state
of the programthat musthold in all states. For instance,”a andb arenever 1
simultaneously

Livenessroperty

A livenesgropertystateghatsomethinggoodshouldhappen For instance,'sig-
nal acknavledgeis eventuallyone”.

Mistake

A humanactionthatproducesanincorrectresult. For example,anincorrectaction
onthe partof the programmepor operator
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Model BasedDiagnosis

A formal methodfor fault localization. We distinguishbetweenabductve based
andconsisteng basedliagnosis.

PSL

PropertySpecificationLanguagethe languagefor specificationof designsupon
whichPROSYD s based.

SafetyProperty

A safetypropertystateghatsomethingbadshouldnot happen For instance;a is
never 1 in two consecutie clockticks”

SAT-solver
An algorithmfor solvinginstance®f the Booleansatisfiabilityproblem.
Sequentialcircuit

A logic circuit whoseoutputis a function of the presentinput andthe previous
stateof thecircuit.

Unrolling

By unrolling a sequentiakircuit for a finite amountof time framesa equvalent
combinationaktircuit is provided.
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1 Introduction and Background

Verificationtools usually provide a traceif the designdoesnot fulfill a property
Evenif afailure traceis available, it may be hardto find the fault containedin
the system.Researchersave taken differentapproacheto alleviate this problem.
Oneapproachis to make the tracesthemseles easierto understand.In the set-
ting of modelchecking,Jin etal. [12] introducean approactthatidentifiespoints
of choicein thefailure tracethat causethe errorandRavi andSomenzi[20] pro-
poseamethodto removeirrelevantvariablesrom acountergamplederivedusing
boundedmodelchecking. Similarly, in the settingof softwaretesting,Zeller and
Hildebrand{{29] considetthe problemof simplifying theinput thatcausedailure.

A secondapproacho helpthe userunderstand failure (which is not necessarily
the sameaslocatingthefault) is to considerseveral similar programtracessome
of whichshaw failureandsomesucces$28, 10, 2, 22, 9]. Thesimilaritiesbetween
failuretracesandtheir differenceswith the successfutracesgive anindicationof
the partsof the programthatarelik ely involvedin thefailure.

In this reportwe presentwo formal approachesor fault localizationanddiscuss
their strengthsaandlimitations.

In the correction approach, we take the view thata componentnay beresponsi-
blefor afaultif it canbereplacedoy analternatve thatmakesthe systemcorrect.
Thusfaultlocalizationandcorrectionarecloselyconnectedandwe presentanap-

proachthatcombineghetwo. We assumae finite-statesequentiakystem,which

canbe hardware or finite-statesoftware. We furthermoreassumehat a (partial)

specificationis givenin propertyspecificationlanguaggPSL), andwe endesor

to find andcorrectafaultin suchaway thatthe new systemsatisfiests specifica-
tionsfor all possibleinputs. Our fault modelis quite general:we assumehatany

componentanbereplacedby anarbitraryfunctionin termsof theinputsandthe

stateof the system.

ProsydDeliverableD2.2/1 (Property-basetbgic synthesisfor rapid designpro-
totyping) provides the backgroundor our approach. The deliverableis due 15
SeptembeR005. A preliminarydescriptionof partof thatdeliverableis available
in Jobstmanret al. [13]. In that work, a methodfor the correctionof a set of
suspectomponentss presented A restrictionin the work is thata suspicionof
thelocationof the fault hasto be given by the user We solwe thatrestrictionby
integratingfault localizationandcorrection.

We considerthe fault localizationand correctionproblemas an infinite gamein
which the systemis the protagoniseandthe ervironmentthe antagonist.The win-
ning conditionfor the protagonisis the satishctionof the specification.The sys-
tem first chooseswvhich components incorrectand then, at every clock cycle,
which value to useasthe output of the component. If for ary input sequence,
the systemcanchooseoutputsof the componensuchthatthe systemsatisfieshe
specificationthe gameis won. If the correspondingstratgy is memorylesgthe
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outputof the componendependnly on the stateof the systemandits inputs),
it prescribesreplacemenbehaior for the componenthatmakesthe systencor

rect. Themethodis completefor invariants,andin practiceworkswell for general
PSL propertiesgventhoughit is notcomplete.

Thelocalization approachis basednthetheoryof modelbasedliagnosisyhich
providesa general logic-basedapproactto fault localization. In contraryto the
correctionapproachwe performfault localizationbut we do not provide a fix for
thefault candidatesAgain we assume finite-statesequentiakystem.A (partial)
specificationis givenasan PSL-safetyproperty

In the diagnosissetting, a sequentialsystemis unrolled with length of a given
countergample. By doingthis an equivalentcombinationakrepresentationf the
sequentiakystemis provided. In orderto provide diagnosesa referencemodel
which stateghecorrectbehaior of thesystems neededln theusualsetting,such
areferencemodelis givenby onetestcasewhich is derived from the countera-
ample. The deriation of the testcaseis usuallydoneby a verificationengineer
andmustbe performedseparatelyor differentcounter&@amples.

In our approachwe proposeto unroll the given PSL-safetypropertyby applying
the expansionrulesin orderto obtaina referencemodelautomatically We com-
bine the unrolled PSL propertyand the unrolled sequentiakystemand obtaina
new combinationakystem.On this systemwe performmodelbaseddiagnosisn
orderto obtainfault candidates.

The methodis efficient andis ableto handlelarge and complex designs.It does
not guaranteehatall foundfault candidateganbe usedto correctthe design but
it providesa significantsupportfor theverificationengineer

Related Work

Muchwork hasbeendonein correctingcombinationatircuits. Typically, acorrect
versionof the circuit is assumedo be available. (For instance pecaus@ptimiza-
tion hasintroduceda bug.) Theseapproachesre also applicableto sequential
circuits,aslong asthe statespaceds not re-encodedThework of Madreetal. [16]
andLiaw etal. [15] discusse$ormal methodsof faultlocalizationandcorrection
basedon BooleanequationsThefaultmodelof Madreetal. [16] is the sameone
we usefor sequentiakircuits: ary gatecanbe replacedby an arbitraryfunction.
Chung,Wang,andHajj [3] improve thesemethoddby pruningthe setof possible
faults. They consideronly a setof simple frequentlyoccurringdesignfaults. In
Tomitaetal. [25] anapproacltis presentedhat may fix multiple faultsof limited
typeby generatingspecialpatterns.

Work on sequentialdiagnosisand correctionis more sparse. In the sequential
setting,we assumehatit is not known whetherthe stateis correctat every clock
tick, eitherbecausehereferencanodelhasadifferentencodingof the statespace,
or becausehe specificationis givenin alogic ratherthanasa circuit. Wahbaand
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Borrione[27] discussa methodof finding singleerrorsof limited type (forgotten
or extraneousinverter and/orgate switched,etc.) in a sequentiakircuit. The
specifications assumedo be anothersequentiatircuit. Theiralgorithmfindsthe
faultusingagivensetof testpatternslt iteratesover thetime frames,in eachstep
removing from suspiciorthosegateshatwould, if changedmake a correctoutput
incorrector leave anincorrectoutputincorrect.

The reportis structuredasfollows. In Section2, we discussour correctionap-

proach. We startwith a motivating example and give necessargefinitionsfor

games.We shav how the gamecanbe solved andwe prove the correctnesaind
completenessf the gameapproach. In Section3, we discussour localization
approach. We startwith an overviev of model baseddiagnosisand we present
our new localizationapproach.We comparethe two approachef Section4. In

Section5 we conclude.
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2 Correction Approach

Games for Localization and Correction

We startwith asimpleexampleto explainthebasicideaof thecorrectiomapproach.
Additionally, we introducesomeformalismsnecessarfor the proofof correctness
whichwe provide.

o 12 po |2 DO —

in
60— oo 5
D1 D1 0 D1 0 D1 —
out 0 0

Figurel: Simplecircuit Figure2: Unrolling of circuitin Figurel

Figurel shavs a simplesequentiatircuit. Supposeheinitial stateof the circuit
is (0,0) andthe PSL specificationis {(—out; out)* }. Figure2 shavs theunrolling
of thecircuit correspondingo a countergampleof length2.

In orderto identify faulty componentswe needto decidewhatthe component®f

the systemare. In this report,the componentshatwe usefor circuitsaregatesor

setsof closelyrelatedgatessuchasfull addersor registers. For finite-statepro-

grams,our setof componentonsistsof all expressionsand the left-handside
of eachassignmentGivena setof componentspur approachsearchesor faulty
componentsandcorrespondingeplacementunctions. The rangeof the replace-
mentfunctiondependon the componenmodel,the domainis determineddy the
statesandinputs. Note thatthe formulationof our approachs independentf the
chosersetof componentsWe shav how to searchfor faulty componentsndcor-

rectreplacementby meansf sequentiatircuits,wherethe specificatiorF is the
setof runsthat satisfiessomePSL formula$. Our approactcanhandlemultiple

faults,but for simplicity we usea singlefaultto explainit. Thus,acorrectionis a
replacemendf onegateby anarbitraryBooleanfunctionin termsof the primary
inputsandthe currentstate.

A circuit correspondso a finite statemadine (FSM)M = (S s,1,0), whereS
is a finite setof states,s € Siis the initial state,l is a finite setof inputs, and
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Figure 3: Faulty sys-
tem -1

=

Figure 4: Corrected
system Figure5: Gameto localizeandcorrectthefault

1/0 1/1

0: Sx | — Sisthetransitionfunction. For example,if we aregiventhecircuitin
Figure1l andwe wantit to fulfill the specification{(—out; out)}, we obtainthe
FSMshawvn in Figure3.

We extendthe FSM to a gamebetweerthe systemandthe ervironment. A game
Gis atuple (S %,!,C,8,F), whereSis afinite setof statess € Sis theinitial

state,| andC arefinite setsof ervironmentinputsandsystemchoicesd: Sx | x

C — Sis the completetransitionfunction,andF C S* is the winning condition
which correspondgo the specification. The winning conditionis definedover
sequencesf states.To simplify matterswe translatethe given specificationin a
correspondingetof sequencedn our example{(—out; out*)} correspondso all

sequenced which D; is 0 in thefirst two time framesandalternatebetweenl
andO afterwards.

Supposeve aregivena circuit andthe gatesin thecircuit arenumberedy O...n.
We extendthecorrespondingeSMM = (S s, |, 8) to agameby thefollowing two
steps

1. We extendthe statespaceto (Sx {0...n}) Us,. Intuitively, if the system
is in state(s,d), we suspecpated to beincorrect. 5, is a new initial state.
Fromthis state the systemcanchoosewhich gateis suspect.

2. We extendthe transitionrelationto reflectthat the systemcan choosethe
outputof the suspecpate.

If gated is suspectit is removed from the combinationalogic of our circuit, and
we obtainnew combinationalogic with onemoreinput (andsomenew outputs,
which we ignore). Let the function computedby this new circuit be given by
04 : Sx | x {0,1} — S wherethethird agumentrepresentshe new input.
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Tablel: Functionfor the systemchoice

State Input | Choice
Sx{0,1} I c
Do D; d i C
0O 0 O 0 1
0O 0 O 1 1
0O 1 O 0 -
0O 1 0 1 -
1 0 O 0 1
1 0 O 1 1
1 1 0O 0 1
1 1 0O 1 1

We constructhegameG = (S, s,,1,C',&,F’), where

S = (Sx{0,...,n})Us,

c' = {0...n},
& (sp,i,€) = (%0.€),
&((s,d),i,c) = (8q(s,i,c mod2),d),
F' = {5 (50.00), (s, ), - | o,51,--- €F}.

Note that the full rangeof the systemchoice({0...n}) is only usedin the new
initial states;, to choosethe suspecpate. Afterwards,we only needtwo valuesto
decidethe correctoutputof thegate(0 and1), sowe usethe modulooperator

For our simpleexample,we obtainthegameshawvn in Figure5b. In theinitial state
the systemchooseswhich of the gates(Gg or Gy) is faulty The upperpart of
the gamein Figure5 correspondso an arbitraryfunction for gateGo, the lower
onerepresents replacementf gateG;. Theedgesarelabeledwith the valuesof
environmentinputi andthesystenthoicec separatetly aslashe.g. thetransition
from state100to 010labeledwith — /0 meanghatstartingatDo = 1 andD; = 0
andassumingGo to be faulty, the systemchoiceC = 0 forcesthe latchesto be
Do =0andD; = 1in thenext stateregardlessof theinput.

Oncewe have constructedhe game,we selectsystemchoicesthat restrict the
gameto thosepathsthatfulfill the specificationln our example first we choosea
transitionfrom s to eitherthe upperor the lower partof the game.Choosingthe
transitionfrom s, to 000meanswetry to fix thefaultby replacinggateGo. In state
000 we selecttransitionsthatleadto pathsthatadhereto the given specification.
In Figure5 the bold arraws only allow pathswith the sequenc®01010.. for Dy
asrequiredby the specification.Takingonly thesetransitionsinto accountwe get
the functionshavn in Table1 for the systemchoicec. For the 3™ and4!" Line in
Table 1 we canchoosearbitraryvaluesfor the systemchoice. This choicegives
us freedomin picking the desiredcorrection. Sincewe aim for correctionsthat
yield to simple modifiedsystemsywe choosethe simplestimplementationwhich
setsc = 1 all thetime. Usingthe correspondingdransitionsin the original model
(Figure3) yieldsthe correctmodelshavn in Figure4.

Choosingtheright transitionsof the gamecorrespond$o searchinga memoryless
winning stratgy for the systemthat fulfills the winning conditionF’. Formally,
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givenagameG = (S s, 1,C,8,F), amemorylesstrategy is afunctiono : Sx | —
2¢, which fixes a setof possibleresponseso an ervironmentinput. A play on

G accordingto o is afinite or infinite sequencet= g D% o ..., suchthat
G € o(s,ij), S+1 = 0(s,ii,Ci), andeitherthe play is infinite, or In: o(sy,in) =0,
whichmeanghattheplayis finite. A playis winning(for thesystem)f it isinfinite
andsys; --- € F. A stratgy o iswinningon G if all playsaccordingto o onG are
winning. Dependingon the winning conditionwe distinguishdifferenttypesof
games.Thewinning conditionof an PSLgameis the setof sequencesatisfying
anPSLformula¢. A safetygamehasthe conditionF = {qoq;--- | Vi : g € A}
for someA. The type of the gamefor localizing and correctiondependson the
specificationln the next section,we explain how to obtainawinning stratgyy and

we prove the correctnessf our approach.

Note that we cannotfind a memorylesswvining stratey if we choosegateG; for
replacementReconsidethe gamein Figure5. If we choosegateG; in theinitial
state,our next stateis 001. For this statewe cannotfind a memorylessstratgy
suchthatthe specifications fulfilled. To getthe desired0 on the outputwe have
to stayin state001in thefirst step. In the secondstepwe have to go to state011
to get1 ontheoutput. Withoutadditionalstatewe cannotdecidein state001if we
eitherstayin the stateor if we mustgoto state011.

In orderto handlemultiple faults we extendthe gameto selecta setof suspect
componentsn the initial state. In every following statethe systemchoosesan
outputfor eachsuspectomponent.Thus,the rangeof the replacemenfunction
consistf tuplesof outputs,oneoutputfor eachsuspectomponent.

Solving Games

Ourapproacho solve gameds basednfindingawinning strat@iesfor agameas

describedn deliverableD2.2/1. We first summarize¢hatapproachandin subsec-
tion LocalizationandCorrectionwe formalize our new approachandprove thata

winning stratgy correspondso avalid correctionandthatfor invariantsawinning

strategy existsiff a correctionexists.

Strategies
ForasetA C Slet
MXA={s|VieldceC,s €A:(si,cs)ecd}
be the setof statesfrom which, for ary input, the systemcanforce a visit to a

statein A in onestep.We defineMGA = vZ.AN MXZ to bethesetof statesrom
which the systemcanavoid leaving A. (The symbolv denotesa greatesfixpoint,
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see[4].) Notethatthe MX operationis similar to the preimagecomputationin
symbolicmodelcheckingapartfrom thequantificatiorof theinputvariables.The
MG operationmirrorsEG.

If the specifications aninvariantA, thesetMGA is exactly the setof statedrom
which the systemcanguaranteghatA is alwayssatisfied.If theinitial stateis in
MGA, thegameis won. Thestratgy for a safetygameis theneasilyfound. From
ary state,andfor ary input, selectary systemchoicesuchthatthe next stateis in
MGA:

o(q,i) = {ceC|&(q,i,c) € A}.

Notethatthestratgy is immaterialfor nodeshatareunreachableThesameholds
for stateghatarenotwinning: they will never bevisited.

For PSL specificationsthe situationis moreintricate.

A finite-statestrategy determineghe setof allowed systemchoicesusinga finite-

statemachinghathasamemoryof thepastinputandsystenchoices A finite-state
stratgy may, for example,alternatelypick two differentchoicesfor oneandthe

samesystemstateandinput.

We can computea finite-statestratgy for a gamewith winning condition¢ by

finding a stratgy on the productof the gameand a deterministicautomatorfor

¢. A finite-statestratgly correspondso a correctionin whichthenenv FSMis the

productautomaton. Thus, it would add statethat correspondso the automaton
for ¢.

Finding a deterministicautomatorfor ¢ is hardin termsof implementation Fur
thermorethe automatomeedsdoubly exponentialspacen the sizeof the specifi-
cation,andit is probablya badideato fix a simplefault by the additionof sucha
largeamountof state. ThereforedeliverableD2.2/1proposes heuristicapproach.
Theapproacltconstructsa nondeterministi@ichi automatorfrom ¢ in the stan-
dardway [26], which causesonly a singly exponentialblowup. Then,to avoid
addingstateto thecircuit, they present heuristicto turn afinite-statestratey into
amemorylessstratgy. The heuristicworks by finding choicesthat arecommon
to all statesof thefinite-statestratgy. Thesetwo heuristicamply thatthe method
is notcomplete:if the propertyis not aninvariant,a correctionmay not be found
evenif it exists. We take theview thatthis tradeof is necessaryor efficiengy and
simplicity of the correction.

Thecompleity of theapproachs comparabléo thatof symbolicmodelchecking
of a propertyon the gamethathasO(k-Ilg|COMP ) more Booleanstatevariables
thanthe original systemwherek is the numberof faultsassumed.

Localization and Correction

In this sectionwe formalize our correctionapproachand prove thatthe approach
is soundandfor invariantscomplete.

If awinning positionalstratgy for the systemexists, it determinegat leastone)
incorrectgateplus areplacementunction. To seethis, we needsomedefinitions.

Property-Based Error Localization Correction Approach ¢ 9



For a function f : Sx | — {0,1}, let 8[d/f] be the transitionfunction obtained
from & by replacinggated by combinationalogic specifiedby f: 8[d/f](s,i) =
04(s,i, f(s,i)). Let M[d/f] bethe corresponding-SM. Let o : ((Sx {0...n})U
g) x | — 2{% pe a winning finite-statestratgy. Note that o(s),i) is inde-
pendentof i, andlet D = o(s,,i) for somei. Let %4 bethe setof all functions
f:Sx | —{0,1} suchthat f(s,i) € {cmod2|c e o((s,d).i)}. WeclaimthatD
containsonly correctablesingle-ault diagnosesind { 74 }4cp containsonly valid
correctionsandthatfor invariantsthereareno othersinglecorrectablaliagnoses
or corrections.

Theorem 1. Letd € {0...n} andlet f : Sx| — {0,1}. We havethatd € D and
f € Fq impliesthatM[d/ f] satisfies=. If F is aninvariant, thenM[d/ f] satisfies
F impliesd e Dand f € %4.

Proof. Supposel € D andf € %4. Letm= (s, (S0,d), (s1,d),...) betheplay of
G for input sequencé),ig, i1, ... sothat(sj;1,d) = &((sj,d),ij, f(sj,ij)). Since
f(sj,ij) € a((sj,d),ij) (mod2), mis awinning run andsp, s, -+ € F. Now note
that(sj1,d) = &((sj,d).ij. f(s,ij)) = (8a(s.ij, f(sj.ij)),d) = (8[d/ f](sj.ij).d).
Thus,s, 1, ... istherunof M[d/ f] for inputsequenceéy,ii,..., andthisrunisin
F.

For the secondpart, suppose- is aninvariant,andsayM|d/ f] satisfiesF. Then
for ary input sequencetherun of M[d/f] is in F, andfrom this run we cancon-
structawinning play asabove. The play stayswithin the winning region, andby
constructiorof the stratgy for a safetygame all systemchoiceshatdo notcause
the play to leave the winning region areallowed by the stratg@y. Thus,theplayis
accordingo thewinning stratgy, sod € D and f € %4. O

As statedbefore we canextendthetheorento PSLspecificationsnly if we allow

acorrectionto addextra stateto the system.Thereforefor generalPSL properties
we useheuristicshatwork very well in practice.
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3 Localization Approach

Model Based Diagnosis

Model baseddiagnosisis a techniquewhich provides a general,logic-basedap-
proachto fault localizationandhasbeenstudiedfor severalyears.In this section,
we summerizehe approactanddiscusdts advantagesndlimitations.

Model baseddiagnosisoriginateswith the localizationof faultsin physicalsys-
tems. It assumes modelof the correctfunctioning of the systemandan obser
vation of the actualsystemthatis in contradictionwith the model. As output, it
yieldsa setof componentshatmaybeto blamefor the unexpectedoehaior.

Consoleetal. [5] shawv theapplicabilityof modelbasedliagnosigo faultlocaliza-
tion in logic programs.In the settingof diagnosisof software,a modelis derived

from the sourcecodeof the program. It describeghe actual,faulty behaior of

the system. An oracleprovides an exampleof correctbehaior thatis inconsis-
tent with the actualbehaior of the program. Using the modeland the desired
behaior, modelbasedliagnosisyields a setof componentshatmay have caused
thefault. This approacthasbeenextendedto functionalprogramg23], hardware
descriptionlanguage$7], andobjectorientedprogramd18].

Model baseddiagnosiscomesin two flavors: abduction-basednd consisteng-
baseddiagnosig6]. Abduction-basediiagnosig19] assumeshatthe setof fault
modelsis enumerated,e., it is known in whichwaysa componentanfail. Using
thesefault models,it triesto find a componenbf the modelanda corresponding
faultthatexplainsthe obsenration.

In the modelbaseddiagnosisview, the approactof WahbaandBorrione[27] can
be seenasanabductve approachit workswith a smallsetof givenfault models
andcombinedocalizationwith correction.

Consisteng-baseddiagnosis[14, 21] doesnhot requirethe possiblefaultsto be
known, but rathertries to make the modelconsistentvith the correctbehaior by
finding a componentsuchthat droppingary assumptioron the behaior of the
componentauseghe contradictionbetweenthe modelandthe correctbehaior
to disappeatrln this setting,componentaredescribedasconstraintsfor example,
an AND gatex with inputsi; andi, is describedas

—ab = (outy < i1 Aldo),
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whereabmeanghatx is abnormalndconsideredesponsibléor thefailure. Note
thatnothingis statedaboutthebehaior of thegatewhenabnormals assertedThe
taskof consisteng-baseddiagnosiss to find aminimal setA of componentsuch
thattheassumption

{ak | ce A}U{—ah. |cc COMP\ A}
is consistentvith the oracle(whereCOMPis the setof components).

Consisteng basedeasonindhasweaknesseswhenmultiple instance®f acompo-
nentappearfor instancen theunrolling of a sequentiatircuit. (A similar obser
vationis madein [24] for multiple testcases.)In diagnosisof sequentiatircuits,
asin its combinationalcounterpartthe aim is to find a small setof components
that explainsthe obserations. A singleincorrecttraceis given anddiagnosisis
performedusingtheunrolling of thecircuit asthemodel. A singlefaulty predicate
is usedfor all occurrence®sf a givencomponentHamscherndDavis [11] shav
that consisteng-baseddiagnosishasa dravbackin this setting: If droppingthe
constraintsof a componentemovesary dependengc betweeninput and output,
thatcomponents a diagnosis.In sequentiatircuits, becausef the replicationof
componentsthisis possibleto hold for somecomponents.

To illustratethe functioningandthe limitation of modelbaseddiagnosiswe use
theformalismintroducedby Reiter[21] onourexample.Reconsidethesequential
circuit shavn in Figure 1. Supposethe initial stateof the circuit is (0,0) and

the specificationis {(—out;out)*}. Figure 2 shavs the unrolling of the circuit

correspondingo a counter@ampleof length2.

In modelbasedliagnosisve defineasystenmasapair (SD,COMP)whereSDis the
systendescriptiorandCOMPis afinite setof componentsThecircuitin Figure2
mayberepresentetly a systemwith component€OMP = {G0y, G1p,G0;,G1; }
andthefollowing systemdescriptionSD:

—ab(G0) = [(g0y < ing A D0p) A (g0 < iny AgQy)],
—ab(G1) = [(g1y < D0y @ D1o) A (91 < g0y glp)],
oufp < gl,, and

out; & gl,.

Here,g0 andgl; correspondo the outputsof gatesG0 andG1 respeciiely.

As obserationwe usethetestcaseOBS = {inp = 0,in; = 0,0ufp = 0,0out; = 1}.
This testcasesatisfieghe specification.

If we assumehatno components abnormalwe canderive following behaior:
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(90 < 0) A (90, = 0),
(91 < 0)A (91 < 0),
oufp < 0, and

out; < 0.

The obseration OBS conflictswith the behaior derived from SD, becausehe
obserationdemandshatout; = 1.

Now we wantto find a minimal setof componentd suchthat
SDUOBSU{ak |ce A} U{—ak; | ce COMP\ A}

is consistent.

Considerthe AND gate. If we statethatthe gateis abnormalthe constraintsor
the gateoutputis removed. Now ary gateoutputis possible. From the system
descriptiorwe derive following behaior:

(9= 0)A (gL & gy @ 9ly),
oufp < 0, and

outy < g0y ® gl,.

Theassumptiorthatthe AND gateis faulty (abnormal)fogethemwith theassump-
tion thatthe XOR gateis behaing correctly is consistentvith the systemdescrip-
tion andthe obseration. Thereforethe AND gateis adiagnosis.

Now considethe XOR gate.If we statethe XOR gateasabnormalwe derive from
the systemdescriptionfollowing behaior:

(90 < 0) A (90, < 0),
oufp < gl,, and
out < gly.

This behaior is consistentvith the obseration. Thereforethe XOR gateis alsoa
diagnosis.

Theconclusiorthateithergatecanbethecauseof thefailure,however, isincorrect.
Thereis no replacementor the XOR gatethat correctsthe circuit: for the output
of the circuit to be correctfor the giveninputs,the outputof the XOR gateneeds
to be 0 in thefirst and 1 in the secondtime frame. This is impossiblebecause
the inputsto the gateare necessarily0 in both time frames. The circuit canbe
correctedbut theonly singleconsistenteplacemento fix thecircuit for thegiven
input sequencés to replacethe AND gateby a gatewhoseoutputis 1 whenboth
inputsareO.
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req Gl

ack

Figure6: Request-Acknwledgecircuit

Regardlessof the presenteddravback, the model basedapproachhasachieed
wide recognitiondueits adwantages Model baseddiagnosigprovidesa clearfor-
mal theoryfor diagnosisand hassuccessfullypeenappliedto variousareas.lt is
ableto handlelarge designsandreduceghe setof componentgo be considered
faulty to a fraction. Model baseddiagnosisis ableto handlesingle or multiple
faultsin a systemwithout alterationof the derved model. A singlefault diagno-
sis represent®nefaulty componenthat explainsthe misbehaior of the system.
Multiple fault diagnosisexplainsthe faulty behaior by declaringmorethanone
componentsabnormal.

The complity of modelbaseddiagnosids in the worst caseexponentialin the
numberof componentsA commonway to obtaina goodaverageperformanceas
to locateonly singlefaultdiagnosesThisis areasonableourseof actionbecause
singlefaultsaresimplerexplanationfor thefaultthanmultiple faultdiagnosesnd
thereforemoreplausible.

Model Based Diagnosis for Sequential Systems and Tem-

poral Properties

In this sectionwe describehebasicideaof ourlocalizationapproachWe explain
how we extendthe modelbaseddiagnosisapproachand how fault locationsare
obtained.We startwith a simpleexample.

Figure6 shavs a simplearbiterwith anrequesinputandanacknavledgeoutput.
The circuit should satisfy the following properties:if a requestis pendingin a
time frameit mustbe acknavledgedin the sameor in the next time frame; the
acknavledgeoutputmustnotbe 1 in two consecutie time frames.

We statefollowing PSL propertyfor the desiredbehaior:

G((req=- (ackv Xack)) A (ack= —Xack)).
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req req

ack

Xack

: —req V ack Vv Xack

—ackV - Xack
: (—reqV ackV Xack)A
(—ack v — Xack)

G((—reqV ackV Xack)A
(—ack vV — Xack))

X G((—reqV ackV Xack)A
Time frame 0 Time frame 1 (mackV = Xack))

Figure7: Unrolling andExtensionof circuitin Figure6

If we rewrite theimplicationswe obtainfollowing property:

G((—reqV ackv Xack) A (—ackv —Xack)).

Thecircuit in Figure 6 doesnot fulfill thatspecification.Supposedhatthe initial
stateof bothflip flopsis 0. Theshortestountergamplewe obtainhaslengthtwo:
if we have requestsn the first two time frames,outputacknavledgeis 0 in both
frames.

In orderto locatethe fault the circuit is unrolledin the length of the counterg-
ample. For computingthe diagnosiswe needa referencanodelwhich statesthe
correctbehaior of thecircuit. Usuallytheuserhasto provide thereferencemodel,
i.e.,atestcasethatwasmanuallyderved. We proposeo derive areferencanodel
from the given specificationautomatically To this endwe proposeto extendthe
unrolledcircuit with a combinationalpartthat correspondso the PSL specifica-
tion. In orderto do that, we usethe expansionrulesto unroll the formula[17, 8]
(e.0. . Fd=¢VXFod andGd = d AXG¢). Ontheextendedcircuit modelbased
diagnosisis appliedandfault candidatesre provided. We continuewith our ex-
amplein orderto illustratethe extensionof thecircuit.

Figure7 shavs the unrolledcircuit extendedwith the unrolledPSL specification.
Thegateselawv thevertical,dashedine correspondo the unrolledformula. Note

that we obtainnew inputson the right sideanda outputvalid on the left side of

the figure. ValueO on outputvalid indicatesthatwe have a contradiction,.e. the

circuit doesnotfulfill thespecification.

Every gateoutputin the lower part correspondso a sub-formulaof the specifi-
cation. Note the labeling of the dashedhorizontallines. For examplethe output
of gateG7 in time frame O corresponddo (—req, V acky vV Xacky). The signal
(Xacly) is equvalentto ack;. Thereforewe take asinput for (Xack) in time

Property-Based Error Localization Localization Approach e 15



req req

ack

Xack

—reqV ack V Xack

" —ackV - Xack

: (—reqV ackV Xack)A
(—ack vV = Xack)
1
G((—reqV ackV Xack)A
(—ack vV = Xack))

XG((—reqV ackV Xack)A

Time frame 0 Time frame 1 (—ackV ~Xack))

Figure8: Circuit with gateG2 asdiagnosis

frame O the signalack from the next time frame. Due to this dependencieshe
directionof the lower partis reversed:asinputsin atime framewe needoutputs
from a succeedingime frame.

Becausave have afinite unrolling we obtainnew inputsfor thosesignalsthatare
notavailablein asucceedingime frame.For exampleX ack; is equivalentto ack,.
Time frame 2 is not available, andthereforethe signalack is a new input. We
wantto find diagnosegor thelengthof theunrolling andthereforethe succeeding
time framesmay notinfluencethe diagnosesWe will soonseehow valuesfor the
new inputsarechosen.

We introduceabnormalpredicatesor thecomponentsasin theusualmodelbased
diagnosisapproachlf agateis declaredasabnormalthe constraintdor the gate
outputare removed in every time frame of the unrolling. If the gateis a valid

diagnosis,the circuit in now consistentwith the specification. We can confirm
that by applyingassignments$o the inputs suchthat outputvalid of the unrolled
circuitis 1. It is obviousthatonly gatesof the original circuit canbe declaredas
abnormal.Gatesin theunrolledformulacannotbediagnoses.

In our example,AND gateG2is avalid diagnosis.If we suspendhe behaior of
the gatewe obtaina consistentircuit (seeFigure8).

Thesimpleexampleindicatesalimitation of ourapproachFor theunrolling of the
circuit andthe specificationve needa counter@amplewithout cycles. If asafety
propertyfails, it is guaranteedhat we obtain a countergample without cycles.
ConsidetthelivenesgpropertyF ¢. A countergamplefor thatpropertyis ainfinite
simplepathwhereG —¢ holds.Clearlywe arenotableto unroll aninfinite path.

For propertieghatcontainasafetyandalivenesgart,weareableto find diagnoses
for the safetypart. Considerthe propertyGo A Fy. If the safetypart G¢ fails,
we obtain a finite countergample and we are able to unroll the circuit and the

16 e Localization Approach Property-Based Error Localization



propertywith lengthof the countergample. We apply the expansionrulesto the
safetyandthe livenesspart of the formula and obtain new inputs. Becausewe
computediagnosidor the safetypart of the formula, we assumehatthe liveness
part is satisfiedby the circuit. A livenessproperty statesthat somethinggood
shouldhappenin the future. The“future” in our circuit is representetby the nev
inputsobtainedby the unrolling of the property Thereforewe canguarante¢hat
thelivenesgartis satisfied py applyingtheright valuesto the obtainednputsfor
the livenessproperty In our examplewe setthe obtainedinput for F{ to 1 and
guarante¢hatthelivenesgartis satisfied.

For the calculationof the diagnosesve usea SAT-solver. Given a formulain
Conjunctize Normal Form (CNF), a SAT-solver finds a variableassignmenthat
satisfiesthe formula or provesthat no variableassignmensatisfiesthe CNF for-
mula.

The CNFfor the SAT-solveris composeaf following subformulas:

¢ A formularepresentinghe unrolledcircuit andtheinputvaluescorrespond-
ing to the counter@ample. For the componentsan abnormalpredicateis
introduced.

¢ A formularepresentingheunrolledPSL property Theformulaadditionally
stateghatthe propertymustbe satisfied.

e A formulathatstateghateitherevery componenis corrector one compo-
nentis abnormalandtherestis correct.

To satisfythe CNF formulathe SAT-solver hasto find assignment$or the abnor
mal predicategndthe new inputsof the unrolledformulasuchthatthecircuit and
the specificatiorareconsistent.

Insteadof a SAT-solver we can usea pseudo-Booleaisolver suchas PBS[1].
Decisionproblemswith pseudo-Booleagonstraintsare a specialcaseof Integer
Linear ProgrammingILP) problems.PBSacceptsaa CNF formula extendedwith
apseudo-Booleanonstraint A pseudo-Booleanonstrainthasthe form:

n

(ZlCi -bi) > k

wherel <i < n, b; is a Booleanvariable,c is arationalconstantk is a rational

constant,and is oneof {<,<,>,> =}. For our purposeeachb; is one of

the abnormalpredicatesand eachg; is 1. If we remove the sub formula from

the CNF which statesthat either every components corrector one component
is abnormalwe canusethe pseudo-Booleagonstraintto solve a lot of different
problems. For examplewe are ableto encodethe constraintthat the numberof

abnormalkcomponentgqualsa constank. In this way we candeterminemultiple

fault diagnoses. In additionto the {<,<,>,>,=} constraints,PBS can solvwe

pseudo-Booleamptimizationproblems,i.e. minimizing or maximizing k. For

our purposewe minimize k. The solutionreturnedby PBS provides single fault

diagnosed exist, otherwisethe minimummultiple fault diagnoses.
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Table2: Comparisorof strengths

Correctionapproach Localizationapproach
Precision | suggestedocationsare cor | locatedfaultsmightbespuri-
rect and a correctionis pro- | ous

vided
Specification| correctand completefor in- | applicableto safety proper
variants,for generalproper | tiesandsafetypartof general
tiescorrectbut notcomplete | properties

Complity | finding stratgies on infinite | satisfiability of Booleanfor-
games mulas

4 Comparison of Strengths

In this sectionwe compareour two approacheandshaw their strengthsandlimi-
tations.

Our correctionapproachs basedon infinite games. The approachs ableto lo-
cateand correctfaultsin finite statesystemswith a specificationgivenin PSL.
The approachs precise:a suggesteaorrectionis valid for all possibleinput se-
quencesandthereforethe approachis sound. If the specificationis aninvariant,
the approachis complete:for a single point of failure, the fault is alwaysfound
andcorrected.For generalpropertiesve useheuristicsthat performwell in prac-
tice. The complity of the correctionapproactcorrespondso finding stratgies
oninfinite games.Thereforethe approactmayfail on large systems.

Our localizationapproachs relatedto modelbaseddiagnosis.In contraryto the

correctionapproachwe do not take all possibleinput valuesinto account.Using

theunrolledspecificationtheapproachs ableto locatefaultsbut doesnot provide

correctionsfor the faults. Locatedfaults might be spurious: consisteng based
diagnosisis not ableto differentiatebetweencorrectableand non-correctableli-

agnoses Neverthelesghe localizationapproachs ableto restrictthe numberof

componentso beconsideredaultyto afraction. Theapproachs restrictedo pure
safetypropertiesor to the safetypartof ageneraPSLproperty whicharethemost
importantproperties.Due to the fact that diagnosesre calculatedby applyinga

SAT solverwe areableto handlelarge designan afastway.

Example - Sequential Multiplier

In this sectionwe usea smallexampleto compareour two approachesThefour-
bit sequentiamultiplier shavn in Figure9 is introducedby HamschemandDavis
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Figure9: SequentiaMultiplier

[11]. Themultiplier hastwo input shift-registers,A andB, andaregisterQ which
storesintermediatedata. If input! NI T is high, shift registersA andB areloaded
with theinputsandQ is resetto zero. In every clock cycle register A is shifted
right andregister B is shiftedleft. The leastsignificantbit (LSB) of register A
is the controlinput for the multiplexer. If it is high, the multiplexer forwardsthe
valueof registerB to the addey which addsit to the intermediataesultstoredin
registerQ. After four clock cyclesregisterQ holdsthe productA « B.

Supposehatthe multiplier hasa fault in the adder: The outputof the single-bit
full adderresponsibldor bit 0 alwaysaddsl to the correctoutput.

Thecomponentsve usefor faultlocalizationarethe eightfull addergn theaddey
the eight AND gatesin the multiplexer, andthe 8-bit registersA, B, and Q. As
propertywe statethatafterfour clock cyclesthe outputmustbe equalto A * B.

Correction approach

The correctionapproachs ableto find the faulty partin the adderandprovidesa
correctionfor all possibleinputs. It suggest$o usea half adderfor bit 0. Thisis
simplerthanthe correctionwe expectedandstill correct:In thefirst time step,Q
is 0 andin all subsequerdgtepstheLSB of B is 0 becausé is shiftedleft. Thus,
acarrynever occurs.

Thisexampleshavs theadantageof thecorrectionapproachWetake all possible
inputsinto accountandthereforewe find thefault andprovide a correctionfor it.

Localization approach

For the localizationapproachwe useone counter@ample. If we load A andB
with 6 and9, respecirely, the outputis 58 insteadof 54. With consisteng-based
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diagnosiswe find six component®ut of 40 aspossiblefault candidatesbit two
in theregistersB andQ, the AND gatefor bit two in the multiplexer andthe full
adderdor thethreeleastsignificantbits.

We canreducghenumberof diagnosedy usingmultiple testcasesindcomputing
the intersectionof the reporteddiagnoses However, the full adderfor bit oneis

a candidatein every test case. To seethis, note that after four time slicesthe

computedresultis the correctvalue plusfour. Regardlesf theinputs,the carry
bit of thefull adderfor bit 1 will havevaluelin atleastonetime step.If wechange
thisvalueto 0, thecalculatedesultof themultiplicationis reducecdby four andwe

obtainthe correctresult. This exampleshavs oncemorethat consisteng-based
diagnosidindscandidateshatcannothave causedhefault.

Although the approachis not able to minimize the numberof faultsto one, it
reduceshe componentgo be consideredaulty to a fractionin a quite efficient
way.
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5 Conclusion

We have shavn two methodgo automaticallylocatefaultsin sequentiabystems,
assuminghatthe specifications givenin PSL.

ThecorrectionapproacHindsfaultsandautomaticallysuggestsorrectiondor the

usersreview. Thisis avery powerful methodthatis completefor invariants. For

otherpropertiesijt maynotfind all possiblefaults,but experiencehasshavn it that
the heuristicswe have implementedwork very well. Efficiency is a problemfor

somedesigns:the complity of the methodis comparabldo thatof BDD-based
modelchecking,andmaynotwork for larger circuits.

The localizationapproachspecializeson safety properties. It is basedon SAT
solving and is more efficient thenthe first. It is not as precise,thatis, it may
find morefault locationsthannecessarybut experienceshavs thatit reduceghe
amountof codeto beconsidereatonsiderably

We expectthat both methodswill be very valuableto designersand verification
engineershecausét cansignificantlyreducethe time betweerthe discovery that
afault existsandtheimplementatiorof thefix.

Previous work hasonly beenableto address very small setof faults (forgotten
or extraneousnverter and/orgateswitched,etc.),which makesit impracticalfor
freshdesigns.Furthermoreprevious work hasnot beenableto locatefaultsthat
were detectedwith temporalproperties. Existing work hasratherassumedhe
existenceof areferencanodel,whichin our settingdoesnot exist.
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