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Executive Summary

Propertyverificationtools,bethey staticor dynamic,yield a traceasevidencethat
adesignviolatesaproperty. Gettingfrom a traceto thecauseof thefailurecanbe
very time consuming.Thesubjectof this work is to automatethelocalizationof a
fault.

We presenttwo methods.The correction approach combinesfault localization
with correction.If a propertyis violated,themethodfinds thepossiblelocations
for the fault and suggestscorrections. We statethe localizationand correction
problemasa gamethat is won if thereis a correctionthat is valid for all possible
inputs. This is a very powerful fully automaticmethod.For invariants,themost
frequentlyusedclassof properties,themethodis complete.Theapproachis based
on a heuristic,thereforefor complex generalPSLpropertieswe cannotguarantee
thatacorrectionis found,but in mostcaseswearesuccessful.Findingacorrection
maybehardfor complex circuits.

For large and complex circuits we introduceour localization approach. This
methoddoesnot find corrections,but is basedon consistency of theobservations.
It doesnot guaranteethatall locationsmarkedassuspicionscanactuallybeused
to correctthe design,but it reducesthe amountof the designto be inspectedto
a fractionandis computationallymucheasier. We provide anexamplewherethe
numberof componentsto beconsideredfaulty is reducedto 7%of all components.

Purpose

Thepurposeof thisdocumentis to describethework doneonfault localizationfor
PSLproperties.
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Intended Audience

This guide is intendedfor researchersworking on verification tools using PSL
or a similar specificationlanguage.It is assumedthat readersare familiar with
the notionsand termsrelatedto PSL and have a basicunderstandingof model
checking.

Background

Therearecurrentlyno methodsfor localizationof faultsdetectedwith temporal
properties.In fact,thework on sequentialcircuitsis very sparse,aswe discussin
theintroduction.Mostof thework is centeredaroundavery limited classof faults
thatoccur, for instance,whenan optimizermakesa mistake. Existingwork also
assumesthata referencemodelis available.Wedo not have this requirement:the
propertytakestheplaceof thereferencemodel.
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Glossary

Abductivebaseddiagnosis

In abductive baseddiagnosisit is known in which ways a componentcan fail.
Usingtheseknowledgeabductive baseddiagnosistriesto find a componentof the
modelanda correspondingfault that explainsthe discrepancebetweenobserved
anddesiredbehavior.

BDD

Binary DecisionDiagram. A datastructurefor storing setsupon which many
modelcheckersarebased.

Combinatorial circuit

A logic circuit whoseoutputis a functionof only thepresentinput.

Consistencybaseddiagnosis

Faultdiagnosisbasedon theprincipleof solvingcontradictions.

Constraints

A restrictionon thebehavior of acomponent.

Err or

Thedifferencebetweenacomputed,observedor measuredvalueor conditionand
the true, specified,or theoreticallycorrectvalue or condition. For example,a
differenceof 30 metersbetweenacomputedresultandthecorrectresult.

Failure

An incorrectresult. For example,a computedresultof 12 whenthecorrectresult
is 10.

Fault

An incorrectstep,process,or datadefinition.For example,anincorrectinstruction
in acomputerprogram

Infinite Game

A finite statemachineon which two players,the protagonistandthe antagonist,
determinethe run, by eachdeterminingpart of the input. The gamecomeswith
a winning conditionandthe taskof the protagonistis to make surethat the run
satisfiesthiscondition.

Invariant

An invariantis a specialcaseof a safetyproperty. It setsa constrainton thestate
of the programthat must hold in all states. For instance,“a andb arenever 1
simultaneously.”

Li venessproperty

A livenesspropertystatesthatsomethinggoodshouldhappen.For instance,“sig-
nal acknowledgeis eventuallyone”.

Mistake

A humanactionthatproducesanincorrectresult.For example,anincorrectaction
on thepartof theprogrammeror operator.
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Model BasedDiagnosis

A formal methodfor fault localization. We distinguishbetweenabductive based
andconsistency baseddiagnosis.

PSL

PropertySpecificationLanguage,the languagefor specificationof designsupon
whichPROSYDis based.

SafetyProperty

A safetypropertystatesthatsomethingbadshouldnothappen.For instance,“a is
never 1 in two consecutive clock ticks.”

SAT-solver

An algorithmfor solvinginstancesof theBooleansatisfiabilityproblem.

Sequentialcircuit

A logic circuit whoseoutput is a function of the presentinput andthe previous
stateof thecircuit.

Unrolling

By unrolling a sequentialcircuit for a finite amountof time framesa equivalent
combinationalcircuit is provided.

Property-Based Error Localization List of Tables � ix



x � List of Tables Property-Based Error Localization



1 Introduction and Background
Verificationtools usuallyprovide a traceif thedesigndoesnot fulfill a property.
Even if a failure traceis available, it may be hard to find the fault containedin
thesystem.Researchershave takendifferentapproachesto alleviatethisproblem.
Oneapproachis to make the tracesthemselveseasierto understand.In the set-
ting of modelchecking,Jin et al. [12] introduceanapproachthat identifiespoints
of choicein thefailure tracethatcausetheerrorandRavi andSomenzi[20] pro-
poseamethodto remove irrelevantvariablesfrom acounterexamplederivedusing
boundedmodelchecking.Similarly, in thesettingof softwaretesting,Zeller and
Hildebrandt[29] considertheproblemof simplifying theinput thatcausesfailure.

A secondapproachto helptheuserunderstanda failure(which is not necessarily
thesameaslocatingthefault) is to considerseveralsimilar programtraces,some
of whichshow failureandsomesuccess[28, 10, 2,22, 9]. Thesimilaritiesbetween
failuretracesandtheir differenceswith thesuccessfultracesgive anindicationof
thepartsof theprogramthatarelikely involvedin thefailure.

In this reportwe presenttwo formal approachesfor fault localizationanddiscuss
their strengthsandlimitations.

In thecorrection approach, we take theview thata componentmayberesponsi-
ble for a fault if it canbereplacedby analternative thatmakesthesystemcorrect.
Thusfault localizationandcorrectionarecloselyconnected,andwepresentanap-
proachthatcombinesthe two. We assumea finite-statesequentialsystem,which
canbe hardwareor finite-statesoftware. We furthermoreassumethat a (partial)
specificationis given in propertyspecificationlanguage(PSL),andwe endeavor
to find andcorrecta fault in sucha way thatthenew systemsatisfiesits specifica-
tionsfor all possibleinputs.Our fault modelis quitegeneral:we assumethatany
componentcanbereplacedby anarbitraryfunctionin termsof theinputsandthe
stateof thesystem.

ProsydDeliverableD2.2/1 (Property-basedlogic synthesisfor rapid designpro-
totyping) provides the backgroundfor our approach.The deliverableis due1st

September2005.A preliminarydescriptionof partof thatdeliverableis available
in Jobstmannet al. [13]. In that work, a methodfor the correctionof a set of
suspectcomponentsis presented.A restrictionin thework is thata suspicionof
the locationof the fault hasto be given by theuser. We solve that restrictionby
integratingfault localizationandcorrection.

We considerthe fault localizationandcorrectionproblemasan infinite gamein
which thesystemis theprotagonistandtheenvironmenttheantagonist.Thewin-
ning conditionfor theprotagonistis thesatisfactionof thespecification.Thesys-
tem first chooseswhich componentis incorrectand then, at every clock cycle,
which value to useas the output of the component. If for any input sequence,
thesystemcanchooseoutputsof thecomponentsuchthatthesystemsatisfiesthe
specification,thegameis won. If the correspondingstrategy is memoryless(the
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outputof thecomponentdependsonly on thestateof thesystemandits inputs),
it prescribesareplacementbehavior for thecomponentthatmakesthesystemcor-
rect.Themethodis completefor invariants,andin practiceworkswell for general
PSLproperties,eventhoughit is not complete.

Thelocalization approachis basedonthetheoryof modelbaseddiagnosis,which
providesa general,logic-basedapproachto fault localization. In contraryto the
correctionapproachwe performfault localizationbut we do not provide a fix for
thefault candidates.Againwe assumeafinite-statesequentialsystem.A (partial)
specificationis givenasanPSL-safetyproperty.

In the diagnosissetting,a sequentialsystemis unrolled with length of a given
counterexample. By doing this anequivalentcombinationalrepresentationof the
sequentialsystemis provided. In order to provide diagnoses,a referencemodel
whichstatesthecorrectbehavior of thesystemis needed.In theusualsetting,such
a referencemodelis givenby onetestcase,which is derivedfrom thecounterex-
ample. The derivation of the testcaseis usuallydoneby a verificationengineer
andmustbeperformedseparatelyfor differentcounterexamples.

In our approachwe proposeto unroll thegiven PSL-safetypropertyby applying
theexpansionrulesin orderto obtaina referencemodelautomatically. We com-
bine the unrolledPSL propertyand the unrolledsequentialsystemandobtaina
new combinationalsystem.On this systemwe performmodelbaseddiagnosisin
orderto obtainfault candidates.

The methodis efficient andis ableto handlelarge andcomplex designs.It does
not guaranteethatall foundfault candidatescanbeusedto correctthedesign,but
it providesasignificantsupportfor theverificationengineer.

Related Work
Muchwork hasbeendonein correctingcombinationalcircuits.Typically, acorrect
versionof thecircuit is assumedto beavailable. (For instance,becauseoptimiza-
tion hasintroduceda bug.) Theseapproachesare also applicableto sequential
circuits,aslongasthestatespaceis not re-encoded.Thework of Madreetal. [16]
andLiaw et al. [15] discussesformal methodsof fault localizationandcorrection
basedon Booleanequations.Thefault modelof Madreet al. [16] is thesameone
we usefor sequentialcircuits: any gatecanbe replacedby anarbitraryfunction.
Chung,Wang,andHajj [3] improve thesemethodsby pruningthesetof possible
faults. They consideronly a setof simple, frequentlyoccurringdesignfaults. In
Tomitaet al. [25] anapproachis presentedthatmayfix multiple faultsof limited
typeby generatingspecialpatterns.

Work on sequentialdiagnosisand correctionis more sparse. In the sequential
setting,we assumethat it is not known whetherthestateis correctat every clock
tick, eitherbecausethereferencemodelhasadifferentencodingof thestatespace,
or becausethespecificationis givenin a logic ratherthanasa circuit. Wahbaand
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Borrione[27] discussa methodof finding singleerrorsof limited type(forgotten
or extraneousinverter, and/orgateswitched,etc.) in a sequentialcircuit. The
specificationis assumedto beanothersequentialcircuit. Theiralgorithmfindsthe
fault usingagivensetof testpatterns.It iteratesover thetimeframes,in eachstep
removing from suspicionthosegatesthatwould,if changed,makeacorrectoutput
incorrector leave anincorrectoutputincorrect.

The report is structuredas follows. In Section2, we discussour correctionap-
proach. We start with a motivating exampleand give necessarydefinitionsfor
games.We show how thegamecanbe solved andwe prove thecorrectnessand
completenessof the gameapproach. In Section3, we discussour localization
approach.We startwith an overview of modelbaseddiagnosisandwe present
our new localizationapproach.We comparethe two approachesin Section4. In
Section5 we conclude.
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2 Correction Approach

Games for Localization and Correction
Westartwith asimpleexampleto explainthebasicideaof thecorrectionapproach.
Additionally, weintroducesomeformalismsnecessaryfor theproofof correctness
whichwe provide.

G0 D0

D1

in

out

G1

Figure1: Simplecircuit
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Figure2: Unrolling of circuit in Figure1

Figure1 shows a simplesequentialcircuit. Supposethe initial stateof thecircuit
is � 0� 0� andthePSLspecificationis ���
	 out; out����
 . Figure2 shows theunrolling
of thecircuit correspondingto acounterexampleof length2.

In orderto identify faulty components,we needto decidewhatthecomponentsof
thesystemare. In this report,thecomponentsthatwe usefor circuitsaregatesor
setsof closelyrelatedgatessuchasfull addersor registers. For finite-statepro-
grams,our set of componentsconsistsof all expressionsand the left-handside
of eachassignment.Givena setof components,our approachsearchesfor faulty
componentsandcorrespondingreplacementfunctions. The rangeof the replace-
mentfunctiondependson thecomponentmodel,thedomainis determinedby the
statesandinputs.Notethattheformulationof our approachis independentof the
chosensetof components.Weshow how to searchfor faultycomponentsandcor-
rectreplacementsby meansof sequentialcircuits,wherethespecificationF is the
setof runsthatsatisfiessomePSLformulaϕ. Our approachcanhandlemultiple
faults,but for simplicity we usea singlefault to explain it. Thus,a correctionis a
replacementof onegateby anarbitraryBooleanfunctionin termsof theprimary
inputsandthecurrentstate.

A circuit correspondsto a finite statemachine (FSM) M ��� S� s0 � I � δ � , whereS
is a finite set of states,s0 � S is the initial state,I is a finite set of inputs, and
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Figure5: Gameto localizeandcorrectthefault

δ : S � I � S is thetransitionfunction. For example,if we aregiventhecircuit in
Figure1 andwe want it to fulfill the specification���
	 out; out� �

 , we obtainthe
FSM shown in Figure3.

We extendtheFSM to a gamebetweenthesystemandtheenvironment.A game
G is a tuple � S� s0 � I � C � δ � F � , whereS is a finite setof states,s0 � S is the initial
state,I andC arefinite setsof environmentinputsandsystemchoices,δ : S � I �
C � S is the completetransitionfunction, andF � Sω is the winning condition
which correspondsto the specification. The winning condition is definedover
sequencesof states.To simplify matters,we translatethegivenspecificationin a
correspondingsetof sequences.In our example ���
	 out; out���

 correspondsto all
sequencesin which D1 is 0 in thefirst two time framesandalternatesbetween1
and0 afterwards.

Supposewe aregivenacircuit andthegatesin thecircuit arenumberedby 0 �
�
� n.
WeextendthecorrespondingFSMM ��� S� s0 � I � δ � to agameby thefollowing two
steps

1. We extendthe statespaceto � S ��� 0 �
�
� n
���� s�0. Intuitively, if the system
is in state � s� d � , we suspectgated to be incorrect. s�0 is a new initial state.
Fromthis state,thesystemcanchoosewhichgateis suspect.

2. We extendthe transitionrelation to reflect that the systemcanchoosethe
outputof thesuspectgate.

If gated is suspect,it is removedfrom thecombinationallogic of our circuit, and
we obtainnew combinationallogic with onemoreinput (andsomenew outputs,
which we ignore). Let the function computedby this new circuit be given by
δd : S � I ��� 0� 1
�� S, wherethethird argumentrepresentsthenew input.
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Table1: Functionfor thesystemchoice

State Input Choice
S ��� 0� 1
 I C�

D0 D1 d i c
0 0 0 0 1
0 0 0 1 1
0 1 0 0 -
0 1 0 1 -
1 0 0 0 1
1 0 0 1 1
1 1 0 0 1
1 1 0 1 1

WeconstructthegameG ��� S��� s�0 � I � C� � δ� � F � � , where

S� � � S ��� 0�
�
�
��� n
��!� s�0 �
C� � � 0 �
�
� n
��

δ� � s�0 � i � c�"� � s0 � c�
�
δ� �
� s� d �
� i � c�#� � δd � s� i � c mod2�
� d �
�

F � � � s�0 �
� s0 � d0 �
�
� s1 � d1 �
�
$
$
$&% s0 � s1 �
$
$
$ � F 
��

Note that the full rangeof the systemchoice( � 0 �
�
� n
 ) is only usedin the new
initial states�0 to choosethesuspectgate.Afterwards,we only needtwo valuesto
decidethecorrectoutputof thegate(0 and1), sowe usethemodulooperator.

For oursimpleexample,weobtainthegameshown in Figure5. In theinitial state
the systemchooseswhich of the gates(G0 or G1) is faulty. The upperpart of
the gamein Figure5 correspondsto an arbitraryfunction for gateG0, the lower
onerepresentsa replacementof gateG1. Theedgesarelabeledwith thevaluesof
environmentinput i andthesystemchoicecseparatedby aslash,e.g.,thetransition
from state100to 010labeledwith ')( 0 meansthatstartingat D0 � 1 andD1 � 0
andassumingG0 to be faulty, the systemchoiceC � 0 forcesthe latchesto be
D0 � 0 andD1 � 1 in thenext stateregardlessof theinput.

Oncewe have constructedthe game,we selectsystemchoicesthat restrict the
gameto thosepathsthatfulfill thespecification.In ourexample,first we choosea
transitionfrom s�0 to eithertheupperor thelower partof thegame.Choosingthe
transitionfrom s�0 to 000meanswetry to fix thefaultby replacinggateG0. In state
000we selecttransitionsthat leadto pathsthatadhereto thegiven specification.
In Figure5 thebold arrows only allow pathswith thesequence001010.. . for D1

asrequiredby thespecification.Takingonly thesetransitionsinto accountwe get
thefunctionshown in Table1 for thesystemchoicec. For the3rd and4th Line in
Table1 we canchoosearbitraryvaluesfor the systemchoice. This choicegives
us freedomin picking the desiredcorrection. Sincewe aim for correctionsthat
yield to simplemodifiedsystems,we choosethesimplestimplementation,which
setsc � 1 all the time. Using thecorrespondingtransitionsin theoriginal model
(Figure3) yieldsthecorrectmodelshown in Figure4.

Choosingtheright transitionsof thegamecorrespondsto searchingamemoryless
winning strategy for the systemthat fulfills the winning conditionF � . Formally,
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givenagameG ��� S� s0 � I � C � δ � F � , amemorylessstrategy is a functionσ : S � I �
2C, which fixesa setof possibleresponsesto an environmentinput. A play on

G accordingto σ is a finite or infinite sequenceπ � s0
i0c0'*� s1

i1c1'+�,�
�
��� suchthat
ci � σ � si � i i � , si - 1 � δ � si � i i � ci � , andeithertheplay is infinite, or . n : σ � sn � in �*� /0,
whichmeansthattheplayis finite. A playiswinning(for thesystem)if it is infinite
ands0s1 $
$
$ � F. A strategy σ is winningon G if all playsaccordingto σ on G are
winning. Dependingon the winning conditionwe distinguishdifferent typesof
games.Thewinning conditionof anPSLgameis thesetof sequencessatisfying
an PSL formula ϕ. A safetygamehasthe conditionF �/� q0q1 $
$
$*%�0 i : qi � A

for someA. The type of the gamefor localizing andcorrectiondependson the
specification.In thenext section,weexplainhow to obtainawinningstrategy and
we prove thecorrectnessof ourapproach.

Note thatwe cannotfind a memorylesswining strategy if we choosegateG1 for
replacement.Reconsiderthegamein Figure5. If we choosegateG1 in theinitial
state,our next stateis 001. For this statewe cannotfind a memorylessstrategy
suchthat thespecificationis fulfilled. To get thedesired0 on theoutputwe have
to stayin state001in thefirst step. In thesecondstepwe have to go to state011
to get1 on theoutput.Withoutadditionalstatewecannotdecidein state001if we
eitherstayin thestateor if we mustgo to state011.

In order to handlemultiple faultswe extend the gameto selecta setof suspect
componentsin the initial state. In every following statethe systemchoosesan
outputfor eachsuspectcomponent.Thus,the rangeof the replacementfunction
consistsof tuplesof outputs,oneoutputfor eachsuspectcomponent.

Solving Games
Ourapproachto solvegamesis basedonfindingawinningstrategiesfor agame,as
describedin deliverableD2.2/1. We first summarizethatapproachandin subsec-
tion LocalizationandCorrectionwe formalizeour new approachandprove thata
winningstrategy correspondsto avalid correctionandthatfor invariantsawinning
strategy existsiff acorrectionexists.

Strategies

For asetA � S let

132
A ��� s %40 i � I . c � C � s� � A : � s� i � c� s� � � δ 


be the setof statesfrom which, for any input, the systemcanforce a visit to a
statein A in onestep.Wedefine

135
A � νZ � A 6 132

Z to bethesetof statesfrom
which thesystemcanavoid leaving A. (Thesymbolν denotesa greatestfixpoint,
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see[4].) Note that the
132

operationis similar to the preimagecomputationin
symbolicmodelchecking,apartfrom thequantificationof theinputvariables.The135

operationmirrors 7 5
.

If thespecificationis aninvariantA, theset
135

A is exactly thesetof statesfrom
which thesystemcanguaranteethatA is alwayssatisfied.If the initial stateis in135

A, thegameis won. Thestrategy for asafetygameis theneasilyfound.From
any state,andfor any input, selectany systemchoicesuchthat thenext stateis in135

A:
σ � q� i �*�8� c � C % δ � q� i � c� � A
��

Notethatthestrategy is immaterialfor nodesthatareunreachable.Thesameholds
for statesthatarenotwinning: they will never bevisited.

For PSLspecifications,thesituationis moreintricate.

A finite-statestrategy determinesthesetof allowedsystemchoicesusinga finite-
statemachinethathasamemoryof thepastinputandsystemchoices.A finite-state
strategy may, for example,alternatelypick two differentchoicesfor oneandthe
samesystemstateandinput.

We cancomputea finite-statestrategy for a gamewith winning condition ϕ by
finding a strategy on the productof the gameanda deterministicautomatonfor
ϕ. A finite-statestrategy correspondsto a correctionin which thenew FSM is the
productautomaton.Thus, it would addstatethat correspondsto the automaton
for ϕ.

Findinga deterministicautomatonfor ϕ is hardin termsof implementation.Fur-
thermoretheautomatonneedsdoublyexponentialspacein thesizeof thespecifi-
cation,andit is probablya badideato fix a simplefault by theadditionof sucha
largeamountof state.Therefore,deliverableD2.2/1proposesaheuristicapproach.
Theapproachconstructsa nondeterministicBüchi automatonfrom ϕ in thestan-
dardway [26], which causesonly a singly exponentialblowup. Then, to avoid
addingstateto thecircuit, they presentaheuristicto turnafinite-statestrategy into
a memorylessstrategy. The heuristicworks by finding choicesthat arecommon
to all statesof thefinite-statestrategy. Thesetwo heuristicsimply thatthemethod
is not complete:if thepropertyis not aninvariant,a correctionmaynot befound
evenif it exists. We take theview thatthis tradeoff is necessaryfor efficiency and
simplicity of thecorrection.

Thecomplexity of theapproachis comparableto thatof symbolicmodelchecking
of a propertyon thegamethathasO� k $ lg % COMP% � moreBooleanstatevariables
thantheoriginal system,wherek is thenumberof faultsassumed.

Localization and Correction

In this sectionwe formalizeour correctionapproachandprove that theapproach
is soundandfor invariantscomplete.

If a winning positionalstrategy for thesystemexists, it determines(at leastone)
incorrectgateplusa replacementfunction. To seethis,we needsomedefinitions.

Property-Based Error Localization Correction Approach � 9



For a function f : S � I �9� 0� 1
 , let δ : d ( f ; be the transitionfunction obtained
from δ by replacinggated by combinationallogic specifiedby f : δ : d ( f ;<� s� i �=�
δd � s� i � f � s� i �
� . Let M : d ( f ; be the correspondingFSM. Let σ : �
� S ��� 0 �
�
� n
��>�
s�0 �?� I � 2@ 0 A A A n B be a winning finite-statestrategy. Note that σ � s�0 � i � is inde-
pendentof i, and let D � σ � s�0 � i � for somei. Let C d be the setof all functions
f : S � I �D� 0� 1
 suchthat f � s� i � � � c mod2 % c � σ �
� s� d �
� i �

 . We claim thatD
containsonly correctablesingle-fault diagnosesand �EC d 
 d F D containsonly valid
corrections,andthat for invariantsthereareno othersinglecorrectablediagnoses
or corrections.

Theorem 1. Let d � � 0 �
�
� n
 andlet f : S � I �G� 0� 1
 . We havethat d � D and
f � C d impliesthat M : d ( f ; satisfiesF. If F is an invariant, thenM : d ( f ; satisfies
F impliesd � D and f � C d.

Proof. Supposed � D and f � C d. Let π �8� s�0 �
� s0 � d �
�
� s1 � d �
�
�
�
��� betheplay of
G for input sequencei �0 � i0 � i1 �
�
�
� so that � sj - 1 � d �H� δ� �
� sj � d �
� i j � f � sj � i j �
� . Since
f � sj � i j � � σ �
� sj � d �
� i j � (mod2), π is a winning run ands0 � s1 �
$
$
$ � F . Now note
that � sj - 1 � d �&� δ�I�
� sj � d �
� i j � f � sj � i j �
���J� δd � s� i j � f � sj � i j �
�
� d �K�L� δ : d ( f ;<� sj � i j �
� d � .
Thus,s0 � s1 �
�
�
� is therunof M : d ( f ; for inputsequencei0 � i1 �
�
�
� , andthis run is in
F.

For thesecondpart,supposeF is an invariant,andsayM : d ( f ; satisfiesF. Then
for any input sequence,therun of M : d ( f ; is in F , andfrom this run we cancon-
structa winning play asabove. Theplay stayswithin thewinning region, andby
constructionof thestrategy for asafetygame,all systemchoicesthatdonot cause
theplay to leave thewinning region areallowedby thestrategy. Thus,theplay is
accordingto thewinningstrategy, sod � D and f � C d.

As statedbefore,wecanextendthetheoremto PSLspecificationsonly if weallow
a correctionto addextra stateto thesystem.Thereforefor generalPSLproperties
we useheuristicsthatwork very well in practice.
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3 Localization Approach

Model Based Diagnosis
Model baseddiagnosisis a techniquewhich providesa general,logic-basedap-
proachto fault localizationandhasbeenstudiedfor severalyears.In this section,
we summerizetheapproachanddiscussits advantagesandlimitations.

Model baseddiagnosisoriginateswith the localizationof faults in physicalsys-
tems. It assumesa modelof thecorrectfunctioningof the systemandan obser-
vation of the actualsystemthat is in contradictionwith themodel. As output,it
yieldsasetof componentsthatmaybeto blamefor theunexpectedbehavior.

Consoleetal. [5] show theapplicabilityof modelbaseddiagnosisto fault localiza-
tion in logic programs.In thesettingof diagnosisof software,a modelis derived
from the sourcecodeof the program. It describesthe actual,faulty behavior of
the system. An oracleprovidesan exampleof correctbehavior that is inconsis-
tent with the actualbehavior of the program. Using the modeland the desired
behavior, modelbaseddiagnosisyieldsa setof componentsthatmayhave caused
thefault. This approachhasbeenextendedto functionalprograms[23], hardware
descriptionlanguages[7], andobjectorientedprograms[18].

Model baseddiagnosiscomesin two flavors: abduction-basedandconsistency-
baseddiagnosis[6]. Abduction-baseddiagnosis[19] assumesthat thesetof fault
modelsis enumerated,i.e., it is known in whichwaysacomponentcanfail. Using
thesefault models,it tries to find a componentof themodelanda corresponding
fault thatexplainstheobservation.

In themodelbaseddiagnosisview, theapproachof WahbaandBorrione[27] can
beseenasanabductive approach:it workswith a smallsetof givenfault models
andcombineslocalizationwith correction.

Consistency-baseddiagnosis[14, 21] doesnot requirethe possiblefaults to be
known, but rathertries to make themodelconsistentwith thecorrectbehavior by
finding a componentsuchthat droppingany assumptionon the behavior of the
componentcausesthe contradictionbetweenthe modelandthe correctbehavior
to disappear. In thissetting,componentsaredescribedasconstraints,for example,
anAND gatex with inputsi1 andi2 is describedas

	 abx M � outx N i1 O i2 �
�
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whereabmeansthatx is abnormalandconsideredresponsiblefor thefailure.Note
thatnothingis statedaboutthebehavior of thegatewhenabnormalis asserted.The
taskof consistency-baseddiagnosisis to find aminimal set∆ of componentssuch
thattheassumption

� abc % c � ∆ 
H�P��	 abc % c � COMP Q ∆ 


is consistentwith theoracle(whereCOMPis thesetof components).

Consistency basedreasoninghasweaknesseswhenmultiple instancesof acompo-
nentappear, for instancein theunrolling of a sequentialcircuit. (A similar obser-
vation is madein [24] for multiple testcases.)In diagnosisof sequentialcircuits,
asin its combinationalcounterpart,the aim is to find a small setof components
that explainsthe observations. A singleincorrecttraceis given anddiagnosisis
performedusingtheunrollingof thecircuit asthemodel.A singlefaultypredicate
is usedfor all occurrencesof a givencomponent.HamscherandDavis [11] show
that consistency-baseddiagnosishasa drawback in this setting: If droppingthe
constraintsof a componentremovesany dependency betweeninput andoutput,
thatcomponentis a diagnosis.In sequentialcircuits,becauseof thereplicationof
components,this is possibleto hold for somecomponents.

To illustratethe functioningandthe limitation of modelbaseddiagnosis,we use
theformalismintroducedby Reiter[21] onourexample.Reconsiderthesequential
circuit shown in Figure 1. Supposethe initial stateof the circuit is � 0� 0� and
the specificationis ���
	 out; out����
 . Figure 2 shows the unrolling of the circuit
correspondingto acounterexampleof length2.

In modelbaseddiagnosiswedefineasystemasapair(SD,COMP)whereSDis the
systemdescriptionandCOMPis afinite setof components.Thecircuit in Figure2
mayberepresentedby asystemwith componentsCOMP ��� G00 � G10 � G01 � G11 

andthefollowing systemdescriptionSD:

	 ab� G0� M : � g00 N in0 O D00 � O � g01 N in1 O g00 ��;<�
	 ab� G1� M : � g10 N D00 R D10 � O � g11 N g00 R g10 ��;<�
out0 N g10 � and

out1 N g11 �

Here,g0i andg1i correspondto theoutputsof gatesG0andG1 respectively.

As observationwe usethetestcaseOBS �8� in0 � 0� in1 � 0� out0 � 0� out1 � 1
 .
This testcasesatisfiesthespecification.

If we assumethatnocomponentis abnormal,we canderive following behavior:
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� g00 N 0� O � g01 N 0�
�
� g10 N 0� O � g11 N 0�
�
out0 N 0� and

out1 N 0�

The observation OBS conflictswith the behavior derived from SD, becausethe
observationdemandsthatout1 � 1.

Now we wantto find aminimal setof components∆ suchthat

SD � OBS �3� abc % c � ∆ 
S�P��	 abc % c � COMP Q ∆ 


is consistent.

ConsidertheAND gate. If we statethat thegateis abnormal,theconstraintsfor
the gateoutput is removed. Now any gateoutput is possible. From the system
descriptionwe derive following behavior:

� g10 N 0� O � g11 N g00 R g10 �
�
out0 N 0� and

out1 N g00 R g10 �

TheassumptionthattheAND gateis faulty (abnormal),togetherwith theassump-
tion thattheXOR gateis behaving correctly, is consistentwith thesystemdescrip-
tion andtheobservation.ThereforetheAND gateis adiagnosis.

Now considertheXOR gate.If westatetheXOR gateasabnormalwederive from
thesystemdescriptionfollowing behavior:

� g00 N 0� O � g01 N 0�
�
out0 N g10 � and

out1 N g11 �

Thisbehavior is consistentwith theobservation.ThereforetheXOR gateis alsoa
diagnosis.

Theconclusionthateithergatecanbethecauseof thefailure,however, is incorrect.
Thereis no replacementfor theXOR gatethatcorrectsthecircuit: for theoutput
of thecircuit to becorrectfor thegiven inputs,theoutputof theXOR gateneeds
to be 0 in the first and1 in the secondtime frame. This is impossiblebecause
the inputs to the gatearenecessarily0 in both time frames. The circuit canbe
corrected,but theonly singleconsistentreplacementto fix thecircuit for thegiven
input sequenceis to replacetheAND gateby a gatewhoseoutputis 1 whenboth
inputsare0.
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Figure6: Request-Acknowledgecircuit

Regardlessof the presenteddrawback, the model basedapproachhasachieved
wide recognitiondueits advantages.Model baseddiagnosisprovidesa clearfor-
mal theoryfor diagnosisandhassuccessfullybeenappliedto variousareas.It is
ableto handlelarge designsandreducesthesetof componentsto be considered
faulty to a fraction. Model baseddiagnosisis able to handlesingleor multiple
faultsin a systemwithout alterationof thederivedmodel. A singlefault diagno-
sis representsonefaulty componentthatexplainsthemisbehavior of thesystem.
Multiple fault diagnosisexplainsthe faulty behavior by declaringmorethanone
componentasabnormal.

The complexity of modelbaseddiagnosisis in theworst caseexponentialin the
numberof components.A commonway to obtaina goodaverageperformanceis
to locateonly singlefaultdiagnoses.This is a reasonablecourseof actionbecause
singlefaultsaresimplerexplanationfor thefault thanmultiple faultdiagnosesand
thereforemoreplausible.

Model Based Diagnosis for Sequential Systems and Tem-

poral Properties
In thissection,wedescribethebasicideaof our localizationapproach.Weexplain
how we extendthe modelbaseddiagnosisapproachandhow fault locationsare
obtained.Westartwith asimpleexample.

Figure6 shows a simplearbiterwith anrequestinput andanacknowledgeoutput.
The circuit shouldsatisfy the following properties: if a requestis pendingin a
time frame it mustbe acknowledgedin the sameor in the next time frame; the
acknowledgeoutputmustnotbe1 in two consecutive time frames.

Westatefollowing PSLpropertyfor thedesiredbehavior:

5 �
� req M � ack T 2
ack�
� O � ack M 	 2

ack�
�
�
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Figure7: Unrolling andExtensionof circuit in Figure6

If we rewrite theimplicationswe obtainfollowing property:

5 �
�
	 req T ack T 2
ack� O �
	 ackTP	 2

ack�
�
�

Thecircuit in Figure6 doesnot fulfill that specification.Supposethat the initial
stateof bothflip flopsis 0. Theshortestcounterexampleweobtainhaslengthtwo:
if we have requestsin thefirst two time frames,outputacknowledgeis 0 in both
frames.

In order to locatethe fault the circuit is unrolled in the lengthof the counterex-
ample. For computingthediagnosiswe needa referencemodelwhich statesthe
correctbehavior of thecircuit. Usuallytheuserhasto providethereferencemodel,
i.e.,a testcasethatwasmanuallyderived.Weproposeto deriveareferencemodel
from thegiven specificationautomatically. To this endwe proposeto extendthe
unrolledcircuit with a combinationalpart that correspondsto the PSL specifica-
tion. In orderto do that,we usetheexpansionrules to unroll the formula [17, 8]
(e.g., \ ϕ ] ϕ T 2 \ ϕ and

5
ϕ ] ϕ O 2^5

ϕ). On theextendedcircuit modelbased
diagnosisis appliedandfault candidatesareprovided. We continuewith our ex-
amplein orderto illustratetheextensionof thecircuit.

Figure7 shows theunrolledcircuit extendedwith theunrolledPSLspecification.
Thegatesbelow thevertical,dashedline correspondto theunrolledformula.Note
that we obtainnew inputson the right sideanda outputvalid on the left sideof
thefigure. Value0 on outputvalid indicatesthatwe have a contradiction,i.e. the
circuit doesnot fulfill thespecification.

Every gateoutput in the lower part correspondsto a sub-formulaof the specifi-
cation. Note the labelingof the dashedhorizontallines. For exampletheoutput
of gateG7 in time frame 0 correspondsto �
	 req0 T ack0 T 2

ack0 � . The signal
� 2 ack0 � is equivalent to ack1. Thereforewe take as input for � 2 ack� in time
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Figure8: Circuit with gateG2 asdiagnosis

frame0 the signalack from the next time frame. Due to this dependencies,the
directionof the lower part is reversed:asinputsin a time framewe needoutputs
from asucceedingtime frame.

Becausewe have a finite unrolling we obtainnew inputsfor thosesignalsthatare
notavailablein asucceedingtimeframe.For example

2
ack1 is equivalentto ack2.

Time frame2 is not available,andthereforethe signalack2 is a new input. We
wantto find diagnosesfor thelengthof theunrollingandthereforethesucceeding
time framesmaynot influencethediagnoses.Wewill soonseehow valuesfor the
new inputsarechosen.

Weintroduceabnormalpredicatesfor thecomponents,asin theusualmodelbased
diagnosisapproach.If a gateis declaredasabnormal,theconstraintsfor thegate
output are removed in every time frameof the unrolling. If the gateis a valid
diagnosis,the circuit in now consistentwith the specification. We can confirm
that by applyingassignmentsto the inputssuchthat outputvalid of the unrolled
circuit is 1. It is obvious thatonly gatesof theoriginal circuit canbedeclaredas
abnormal.Gatesin theunrolledformulacannotbediagnoses.

In our example,AND gateG2 is a valid diagnosis.If we suspendthebehavior of
thegateweobtainaconsistentcircuit (seeFigure8).

Thesimpleexampleindicatesalimitation of ourapproach.For theunrollingof the
circuit andthespecificationwe needa counterexamplewithout cycles. If a safety
propertyfails, it is guaranteedthat we obtain a counterexamplewithout cycles.
Considerthelivenessproperty \ ϕ. A counterexamplefor thatpropertyis ainfinite
simplepathwhere

5 	 ϕ holds.Clearlywe arenotableto unroll aninfinite path.

Forpropertiesthatcontainasafetyandalivenesspart,weareabletofinddiagnoses
for the safetypart. Considerthe property

5
ϕ O \ ψ. If the safetypart

5
ϕ fails,

we obtain a finite counterexampleandwe areable to unroll the circuit and the
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propertywith lengthof thecounterexample. We apply theexpansionrulesto the
safetyand the livenesspart of the formula andobtainnew inputs. Becausewe
computediagnosisfor thesafetypartof the formula,we assumethat the liveness
part is satisfiedby the circuit. A livenesspropertystatesthat somethinggood
shouldhappenin thefuture. The“future” in our circuit is representedby thenew
inputsobtainedby theunrolling of theproperty. Thereforewe canguaranteethat
thelivenesspartis satisfied,by applyingtheright valuesto theobtainedinputsfor
the livenessproperty. In our examplewe setthe obtainedinput for \ ψ to 1 and
guaranteethatthelivenesspartis satisfied.

For the calculationof the diagnoseswe usea SAT-solver. Given a formula in
Conjunctive Normal Form (CNF), a SAT-solver finds a variableassignmentthat
satisfiesthe formula or provesthat no variableassignmentsatisfiestheCNF for-
mula.

TheCNF for theSAT-solver is composedof following subformulas:

_ A formularepresentingtheunrolledcircuit andtheinputvaluescorrespond-
ing to the counterexample. For the componentsan abnormalpredicateis
introduced.

_ A formularepresentingtheunrolledPSLproperty. Theformulaadditionally
statesthatthepropertymustbesatisfied.

_ A formula that statesthateitherevery componentis corrector onecompo-
nentis abnormalandtherestis correct.

To satisfytheCNF formulatheSAT-solver hasto find assignmentsfor theabnor-
malpredicatesandthenew inputsof theunrolledformulasuchthatthecircuit and
thespecificationareconsistent.

Insteadof a SAT-solver we can usea pseudo-Booleansolver suchas PBS [1].
Decisionproblemswith pseudo-Booleanconstraintsarea specialcaseof Integer
LinearProgramming(ILP) problems.PBSacceptsa CNF formulaextendedwith
apseudo-Booleanconstraint.A pseudo-Booleanconstrainthastheform:

�
n

∑
i ` 1

ci $ bi �>acb k

where1 d i d n, bi is a Booleanvariable,ci is a rationalconstant,k is a rational
constant,and acb is one of ��ef�
d)�
g)�
h)�
�)
 . For our purposeeachbi is one of
the abnormalpredicates,and eachci is 1. If we remove the sub formula from
the CNF which statesthat eitherevery componentis corrector one component
is abnormalwe canusethe pseudo-Booleanconstraintto solve a lot of different
problems. For examplewe areableto encodethe constraintthat the numberof
abnormalcomponentsequalsa constantk. In this way we candeterminemultiple
fault diagnoses. In addition to the ��e)�
d)�
gf�
h)�
�)
 constraints,PBS can solve
pseudo-Booleanoptimizationproblems,i.e. minimizing or maximizing k. For
our purposewe minimize k. The solutionreturnedby PBSprovidessinglefault
diagnosesif exist, otherwisetheminimummultiple fault diagnoses.
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Table2: Comparisonof strengths

Correctionapproach Localizationapproach
Precision suggestedlocationsare cor-

rect and a correctionis pro-
vided

locatedfaultsmight bespuri-
ous

Specification correctand completefor in-
variants,for generalproper-
tiescorrectbut not complete

applicableto safety proper-
tiesandsafetypartof general
properties

Complexity finding strategies on infinite
games

satisfiability of Booleanfor-
mulas

4 Comparison of Strengths
In this sectionwe compareour two approachesandshow their strengthsandlimi-
tations.

Our correctionapproachis basedon infinite games.The approachis ableto lo-
cateandcorrectfaults in finite statesystemswith a specificationgiven in PSL.
Theapproachis precise:a suggestedcorrectionis valid for all possibleinput se-
quencesandthereforethe approachis sound. If the specificationis an invariant,
the approachis complete:for a singlepoint of failure, the fault is alwaysfound
andcorrected.For generalpropertieswe useheuristicsthatperformwell in prac-
tice. Thecomplexity of thecorrectionapproachcorrespondsto finding strategies
on infinite games.Thereforetheapproachmayfail on largesystems.

Our localizationapproachis relatedto modelbaseddiagnosis.In contraryto the
correctionapproachwe do not take all possibleinput valuesinto account.Using
theunrolledspecification,theapproachis ableto locatefaultsbut doesnotprovide
correctionsfor the faults. Locatedfaults might be spurious: consistency based
diagnosisis not ableto differentiatebetweencorrectableandnon-correctabledi-
agnoses.Neverthelessthe localizationapproachis ableto restrictthenumberof
componentsto beconsideredfaultyto afraction.Theapproachis restrictedto pure
safetypropertiesor to thesafetypartof ageneralPSLproperty, whicharethemost
importantproperties.Due to the fact thatdiagnosesarecalculatedby applyinga
SAT solver we areableto handlelargedesignsin a fastway.

Example - Sequential Multiplier
In this sectionwe usea smallexampleto compareour two approaches.Thefour-
bit sequentialmultiplier shown in Figure9 is introducedby HamscherandDavis
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[11]. Themultiplier hastwo input shift-registers,A andB, anda registerQ which
storesintermediatedata. If input INIT is high, shift registersA andB areloaded
with the inputsandQ is resetto zero. In every clock cycle registerA is shifted
right andregisterB is shifted left. The leastsignificantbit (LSB) of registerA
is thecontrol input for themultiplexer. If it is high, themultiplexer forwardsthe
valueof registerB to theadder, which addsit to the intermediateresultstoredin
registerQ. After four clock cyclesregisterQ holdstheproductA i B.

Supposethat the multiplier hasa fault in the adder:The outputof the single-bit
full adderresponsiblefor bit 0 alwaysadds1 to thecorrectoutput.

Thecomponentsweusefor fault localizationaretheeightfull addersin theadder,
the eight AND gatesin the multiplexer, and the 8-bit registersA, B, andQ. As
propertywe statethatafterfour clock cyclestheoutputmustbeequalto A i B.

Correction approach

Thecorrectionapproachis ableto find thefaulty part in theadderandprovidesa
correctionfor all possibleinputs. It suggeststo usea half adderfor bit 0. This is
simplerthanthecorrectionwe expectedandstill correct: In thefirst time step,Q
is 0 andin all subsequentsteps,theLSB of B is 0 becauseB is shiftedleft. Thus,
acarrynever occurs.

Thisexampleshowstheadvantageof thecorrectionapproach.Wetakeall possible
inputsinto accountandthereforewefind thefault andprovide acorrectionfor it.

Localization approach

For the localizationapproachwe useonecounterexample. If we load A andB
with 6 and9, respectively, theoutputis 58 insteadof 54. With consistency-based
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diagnosiswe find six componentsout of 40 aspossiblefault candidates:bit two
in theregistersB andQ, theAND gatefor bit two in themultiplexer andthefull
addersfor thethreeleastsignificantbits.

Wecanreducethenumberof diagnosesby usingmultipletestcasesandcomputing
the intersectionof the reporteddiagnoses.However, the full adderfor bit oneis
a candidatein every test case. To seethis, note that after four time slices the
computedresultis thecorrectvalueplus four. Regardlessof the inputs,thecarry
bit of thefull adderfor bit 1 will havevalue1 in atleastonetimestep.If wechange
thisvalueto 0, thecalculatedresultof themultiplicationis reducedby four andwe
obtainthe correctresult. This exampleshows oncemorethat consistency-based
diagnosisfindscandidatesthatcannothave causedthefault.

Although the approachis not able to minimize the numberof faults to one, it
reducesthe componentsto be consideredfaulty to a fraction in a quite efficient
way.
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5 Conclusion
We have shown two methodsto automaticallylocatefaultsin sequentialsystems,
assumingthatthespecificationis givenin PSL.

Thecorrectionapproachfindsfaultsandautomaticallysuggestscorrectionsfor the
user’s review. This is a very powerful methodthat is completefor invariants.For
otherproperties,it maynotfind all possiblefaults,but experiencehasshown it that
the heuristicswe have implementedwork very well. Efficiency is a problemfor
somedesigns:thecomplexity of themethodis comparableto thatof BDD-based
modelchecking,andmaynotwork for largercircuits.

The localizationapproachspecializeson safetyproperties. It is basedon SAT
solving and is more efficient then the first. It is not as precise,that is, it may
find morefault locationsthannecessary, but experienceshows that it reducesthe
amountof codeto beconsideredconsiderably.

We expect that both methodswill be very valuableto designersandverification
engineers,becauseit cansignificantlyreducethetime betweenthediscovery that
a fault existsandtheimplementationof thefix.

Previous work hasonly beenableto addressa very small setof faults(forgotten
or extraneousinverter, and/orgateswitched,etc.),which makesit impracticalfor
freshdesigns.Furthermoreprevious work hasnot beenableto locatefaultsthat
were detectedwith temporalproperties. Existing work hasratherassumedthe
existenceof a referencemodel,which in oursettingdoesnotexist.
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