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Error localization addresses the problem of debugging. When a failure is de-

tected during the verification of a block, finding the faultticauses it can be very
time consuming. This lengthens the design cycle, oftert bgfore delivery time,
when delays are especially bothersome. Error localizadiors to automatically
find and, if possible, correct the fault, thus freeing up giesr resources for more
complex and creative tasks such as design. We consider signdsycle of a block

to consist of specification, design, and repeated iteratidiletecting the presence

of a fault followed by localization and correction. Autonmaft the detection of a

fault is the aim of verification tools; fault localizationnas to automate the second

step, and correction automates the last. The supervisiamesigner remains nec-
essary even for automatic correction, to make sure thatuggested correction

adheres to unstated or non-functional requirements.
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Property synthesisaims to shorten the design cycle by automating the process of
designing a block. We identify the following benefits:

1. The need to hand-code blocks that are not area or timitigatiis removed.
Automatically generated blocks are guaranteed to ful@irtfunctional spec-
ifications.

2. Designers can develop their block in the presence of u @yerational en-
vironment because functional prototypes of blocks can bated right af-
ter specification. Thus, integration testing can starttragkiay and a major
source of design mistakes is circumvented. Also, protatygan be used as
a starting point for an efficient hand implementation.

3. Specification faults are found very early in the desigrtess, as they are im-
mediately apparent in the synthesized system. Thus, act@pecification
is obtained earlier and incorrect implementations aredmai

Both error localization and property synthesis aim to a@t@mmportant parts of
the design flow, shortening it and reducing time to market.

Purpose

This document is the final result of Task 2.1. It is intendetd@n introduction to
property-based design and implementation and should pavedy for the other
tasks in Workpackage 2.

Intended Audience

This guide is intended for researchers working on verificatiools using PSL
or a similar specification language. It is assumed that rsaale familiar with
the notions and terms related to PSL and have a basic unuogirsjaof model
checking terminology.

Background

Currently, there are no methods for fault localization loame temporal properties
and work on sequential circuits is very rare as well. Mosthefwork focuses on
a few particular faults such as a forgotten inverter. Exgstiechnologies rely on
a given reference model. We do not have this requirementusecthe property
takes the place of the reference model.

The theoretical background of the synthesis problem is-imedistigated but an
implementation of a synthesis tool for LTL, PSL, or a similagic does not cur-
rently exist.

Further background to error localization and property lsgsis is given in Sec-
tions 2 and 3, respectively.
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Glossary

Abduction Based Diagnosis

In abduction based diagnosis it is known in which ways a carepb can fail.
Using this knowledge, abduction based diagnosis tries tbdinomponent of the
model and a corresponding fault that explains the disci@pbaetween observed
and desired behavior.

Atomic Proposition
Atomic proposition of a formula in a propositional logic. @hcorrespond to the
signals in a design.

Block
A group of interconnected cells. A block may contain insemnof other blocks.

Combinational Circuit
A logic circuit whose output is a function of only the presggut.

Consistency Based Diagnosis
Fault diagnosis based on the principle of solving contitazhs.

Design
A netlist for a block, consisting of gates and the electrmahnections between
them (signals).

Error

The difference between a computed, observed or measunael @atondition and
the true, specified, or theoretically correct value or cbodi For example, a
difference of 30 meters between a computed result and theatoesult.

Expansion Rules

The expansion rules split a PSL formula into two parts: a freat has to be true
in the current time step and a part that has to be true in thetimea step. For
instance, the expansion rules state g = qV pAnext{pUaq).

Failure
An incorrect result. For example, a computed result of 12rmthe correct result
is 10.

Fault
An incorrect step, process, or data definition. For exangviéncorrect instruction
in a computer program

Fault/Error Localization

The process of isolating parts of the design likely to be sasgble for the failure
of the design found in the verification step. “Fault locdii@a” is the correct
terminology but “error localization” is commonly used.

Fault/Error Correction
The process of correction a fault in a design. Again, “faattrection” is the correct
terminology but “error correction” is commonly used.

Finite State System
A finite state system is a Mealy machine: it consists of lsdcired combinational
logic with input and output, and abstracts from timing issue

viii ® List of Tables Property-Based Design & Implementation



Formal Verification

Any mathematical method for verification, capable in piatiof returning either
“true” or “false” to a verification problem. In contrast, siation or testing is an
informal method of verification, as it can prove only the &xige of a bug, but not
the absence of one.

Gate
Another name for a logic cell, which is a functional group @ nisistors having
physical attributes that support a specific semiconductaegss technology.

Infinite Game

A finite state machine on which two players, the protagonist e antagonist,
determine an infinite run by each determining part of the inpilhe game comes
with a winning condition and the task of the protagonist isrtake sure that the
run satisfies this condition.

Invariant

An invariant is a special case of a safety property. It setsrstcaint on the state
of the program that must hold in all states. For instanaearidb are never 1
simultaneously.”

Mistake
A human action that produces an incorrect result. For exanapl incorrect action
on the part of the programmer or operator.

Model Based Diagnosis
A formal method for fault localization. We distinguish bet@n abduction based
and consistency based diagnosis.

Integration Testing

We distinguish between unit tests, in which a single blocteged in isolation,
and integration tests, in which blocks (usually from diéfier designers) are tested
in combination.

PSL
Property Specification Language, the language for spetdicaf designs upon
which PROSYD is based.

Safety Property
A safety property states that something bad should not magfm instance, “a is
never 1 in two consecutive clock ticks.”

SAT Solver
An algorithm for solving instances of the Boolean satisfigbproblem.

Sequential circuit
A finite state system.

Synthesis
The process of automatically generating a design from angipecification.

Unrolling
By unrolling a sequential circuit for a finite amount of timarhes a equivalent
combinational circuit is obtained.
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Winning Strategy

A recipe with which a player is guaranteed to win an infinitengano matter what
the other player does. A finite state strategy may depend oite finemory of the
past, i.e., the move the strategy suggests can depend aaysewoves of the two
players. A memoryless strategy depends only on the curtatet af the game.
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1 Introduction

In this document we address two aspects of property-bassidnjewhich are
property-based error localization and property synthdgigether they form PROSYD
Workpackage 2. In the following, we motivate the need forperty-based error
localization and property-based synthesis and list trshiaatages. We conclude
this section with an overview of how error localization anmogerty-based syn-
thesis are integrated in the design flow of electronic systein Section 2 we
deal with property-based error localization. The sectiants with background
information. Then we describe the methodology of usingrdocalization based
on concrete examples. Finally, we talk about the error ipaabn tool and ex-
plain our technical approach. Section 3 provides an indigfiot property-based
synthesis. Again, we start with background and methodofoligwed by exam-
ples highlighting the benefits of property-based synthésks end with details of
the property-based synthesis tool and the correspondeititsal approach. In
Section 4 we conclude.

Motivation

As design density and complexity of digital systems inceeéise costs due to de-
sign faults increase exponentially. Therefore, detectimgalizing, and correcting
faults are crucial issues in today’s fast-paced and fawltg development process.

Formal and dynamic verification tools detect faults and ji®\he user with a

failing run. Even with a detailed failing run in hand, locagiand correcting a
fault is a bland and time-consuming chore. Debugging, wiscie process of

locating and correcting a fault, is not done solely by design The verification

engineers, the ones who write and run the verification testsglly spend quite a
lot of their own time analyzing the failure traces themsslvEhis is done to filter

out errors in the verification environment so that as few isusrtraces as possible
are passed on to the designers. Debugging is one of the mesttinsuming tasks
in the effort to improve system quality. It takes 50% to 80%hef time used for

verification depending on the level of automation of thefieation tools.

State of the art verification tools aim to shorten the desigiechby decreasing the
time necessary to detect a fault, but none of them addressstieof fault localiza-
tion and correction. Thus, itis very important to providerechnologies to locate
and correct faults in a fast and efficient wa8toperty-based error localization
addresses exactly this issue. Property-based error Zatial is the process of
isolating parts of the design likely to be responsible far f&ilure of the verifica-
tion step. The design or verification engineer gets a snatifsn of the circuit to

Property-Based Design & Implementation Introduction e 1



focus on during debugging, which speeds up the fault coomecProperty-based
error correction, which is an extension to property-basedr éocalization, goes
one step beyond fault localization and additionally pregic replacement for the
faulty component. Fault localization and correction nsggnificantly reduce de-
sign cycle time by reducing debugging timewhich takes about 35% of the entire
design cycle (see Figure 1).

Design Cycle ¢

without Localization y l
Design Cycle DC3 .

with Localization A - i

Time

v

Figure 1: Time-saving by Fault Localization

Finding and fixing a fault in a fast and efficient way is greatt ibwould be even
better to avoid the fault in the first place. Automaticallynstructing the design
from a given set of properties is the best way to avoid vetificafailure, be-
cause the constructed design is guaranteed to fulfill thegpties. Given a set of
properties that a design should fulfill, the aimpmbperty-based synthesids to
automatically construct a design.

The major benefits of using a property-based synthesis tedha following:

e We avoid hand coding completelyfor design blocks that are non-critical
with respect to size and speed. The designs automaticallgrgied are
guaranteed to adhere to their functional specificationsis,TWwe can shorten
the design and the verification phase, together consumiogt &5% of the
design cycle time.

e Designer have thability to develop a design block in the presence of a
fully operational environment, because functional prototypes of the other
blocks can be created right after specification. This allowegration testing
to start right away and circumvents design mistakes. Autimally gener-
ated prototypes can also be used as a starting point for ameeffihand
implementation.

e We candetect specification faults very earlyin the design process, as they
are immediately apparent in the synthesized system. Thamyact specifi-
cation is obtained earlier and incorrect implementatioesazoided.

Therefore, property-based synthesis supports the dewelopof systems with
higher quality, within shorter time, and with lower costs.

2 e Introduction Property-Based Design & Implementation



Methodology Overview

Figure 2 shows an overview of the PROSYD tool set and the rfleeoproperty-
based error localization and property synthesis toolserdésign flow.

In the following, we will assume that the design is dividetbitblocks and that
blocks are designed such that most of them are amenablertoafjoverification.
This is achieved by using a small block size and well-defimteriaces between
the blocks. (See Deliverable 3.1/1, “Combined Static andddyic Property Ver-
ification” [3].) The design of single blocks is supported byperty-based error
localization and property-based synthesis. Depending®namplexity of a block
we can support the designer in different ways.

The methodology and benefits of error localization and pitymynthesis are de-
scribed in the next two section. We describe them using designarios.

Error localization with or without correction. Section 2 describes the method-
ology and benefits of error localization. Error localizatis described in
PROSYD deliverable 2.2/2, “Property-based error locéitrd [24].

Property synthesis. Section 3 describes the methodology and benefits of property
synthesis. Property synthesis is the subject of PROSY vatelble 2.2/1
“Property-based logic synthesis for rapid design protiokyp[7].

Design Verification

~<—mmlllfe

r==3 b TextuBa\ ]
. roperty-Based
r= Requirements
L Specification
Tool
Static Property-Based
Ploge_ny Automatic
Checking Generation of
Tool Drivers and
Observers

* Property-Based
Synthesis
PSL Tool

¢ pme
Simulator

fail Property
bew Simulation
Tool

\

fail Property
btoues Assurance
Tool

Property-Based
Error Waveform Waveform

Localization
Tool

Properthased

Analysis

of Simulation
Traces

» »
H fail ¥

Figure 2: The PROSYD Tool Set
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2 Error Localization

Background

The difficulty of deriving the cause of a failure from an exdengf incorrect behav-
ior has been widely recognized. Different approaches haea baken to alleviate
this problem. One possibility is to try to simplify the evite of the incorrect be-
havior as much as possible. This has been the approach &ali),and Somenzi
[12, 20] in the setting of formal verification, and of ZellercaHildebrandt [29] in

the setting of testing of software.

Another technique to help the user understand the incobeavior of the pro-
gramis to look at multiple traces, some of which show thetfaumd some of which
do not. The similarities between incorrect traces, and ttiferences with similar
correct traces give an indication of the parts of the progifsahare involved in the
fault. Parts of the program that appear in many or all inatrieces and in few
or no correct ones are likely to be involved in the failure.isT&pproach has, in
different varieties, been attempted both in model checklfg 2, 22, 8, 9] and in
testing of programs [28].

Although they clear demonstrate the need to assist the usbndi the fault, the
approaches shown thus far explicitly target understandirtge failure, not fault
localization. Our task is to localize the fault, that is, itoit the possible sources
of the failure to a small portion of the program, which is ofn@belp in correcting
the fault. In some cases, our tools can even give a corregtgoro

There is ample work on locating faults in combinational aite [16, 15, 4, 26].
The problem is considerably harder for sequential systamiess a reference
model with the same state space encoding is available. Tlyewank in fault
localization in sequential systems is that by Wahba andi@woer[27]. However,
they deal with a very small set of possible errors (such aggoften inverter),
and also need a reference model. We should stress thatguddieference model
is much more of a burden on the user than writing a set of ptieger Wahba
and Borrione’s approach is useful mainly in the last stadetesign, where, for
example, an optimizer may make a mistake.

Ourfault localization approach uses a finite set of traces, obtained from a dynamic
or static verification tool, to limit the part of the systenathmay be at fault. It
builds on model-based diagnosis [21] and extends it witlptiesibility to handle

Property-Based Design & Implementation Error Localization e 5



sequential circuits and, more importantly, PSL properti®sch an approach has
not been attempted before.

Fault correction builds on a synthesis technique and is the first approacletd vyi
(nontrivial) corrections for a faulty circuits. Our verymgral fault model allows

use of the tool in an early stage of design. The approach ob@/ahd Borrione

does yield correction, but only of the very limited sort mened. Furthermore,

our approach bases decisions on properties, not on a reéereaodel. Therefore,
it can be used as soon as an a first implementation is avail@ble fault correc-

tion approach yields a circuit that is guaranteed to fulfi# specifications for all

possible inputs.

Summarizing, our contribution is

1. Our approach uses PSL properties and does not need axcefen@del.

2. The fault correction approach finds a correction for tladj@m using a gen-
eral fault model.

3. Our approach works for sequential circuits, not only fmmbinational ones.

Methodology and Examples

Property-based error localization can be performed withitirout correction, and
we will describe the two approaches separately. [Bbalization approach uses
failure traces obtained from a static or dynamic verificatimol and performs fault
localization without providing a fix. It is very efficient, a&ble to handle large and
complex designs, and allows the user to focus her attenticen small part of the
design. In thecorrection approach, which is more complex, fault localization
and correction are combined. It takes the view that a compoc@n only be
responsible for the fault if it can be replaced by an altevedahat makes the system
correct. The approach is precise and provides the user veitiract replacement
for the faulty components.

In the following, we describe the usage of the two approachesore detail using
concrete examples.

Localization

The localization scenario is shown in Figure 3. The inputhi®lbcalization tool
consist of

1. Abuggy design that was constructed manually from thelsgpecification,
and

6 e Error Localization Property-Based Design & Implementation
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Figure 4: A Simple Arbiter

2. A set of counterexamples from the property-verificatiool,t showing how
the design violates its specification.

The property-based error localization tool provides ther wgith a set of poten-
tially faulty components. Thus, the user can concentratae small fraction of the
design to find the source of the error, speeding up desigecian significantly.
Once the user has corrected the design it is verified agailmdokcthe manual
correction.

Example

We show property-based error localization applied to thekgonous arbiter with
two clients shown in Figure 4.

The arbiter has request lingsand acknowledgment lines for i € {1,2}. Atany
clock cycle a subset of the request lines are high. It is thle ¢dthe arbiter to set
at most one of the corresponding acknowledgment lines higle. arbiter should
be fair to all requests. In Table 1 we list the properties tider should fulfill.

We manually construct the design shown in Figure 5. The tlatebes have the
following meaning: Latch T toggles between 0 and 1 indiaativhich client gets

Property-Based Design & Implementation Error Localization e 7



Table 1: Property Set of an Arbiter with two Clients

PSL Property Meaning
never(a; A ag) Mutual exclusion of acknowledgments
always(
{r1}(a1s vV nextas))A Requests are granted within two ticks
{r2}(az Vnextay)))

(r1 before aj)A

(r, before a) No spurious acknowledgment at the beginning

always({a; } (next(r, before aj;)) A
({az}(next(r, before ay)))

G7 }
L/

: P
i/

10 ) 1
L/

No spurious acknowledgment

o
L]
P

ol
o)
=
N

©

=

E

Figure 5: Manual Design

an acknowledge signal in this time step if both clients serebaest. Latch C1 is
high if a request of Client 1 has not be acknowledged yet. &2 stores open
requests of Client 2. Note that the output of G10 is high wheor#lict occurs
and that in this case, G11 and G12 decide which requestdvescegrant.

Suppose that the designer incorrectly chooses an AND ga@1®, instead of an
OR gate. Suppose furthermore that the verification tool fthésfollowing error
trace.
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signal | time

o t1
r 1 O
) 1 O
ag 0 0
adp 1 0

This trace violates the second property because the requatstime stefy is not
acknowledged within two time steps. For this error trace,gitoperty-based error
localization tool computes that only gate G1, G8, G9, or G412 lse responsible
for the fault. This reduces the amount of gates to be coresildier under a quarter
of the total.

Error localization provides the user with a small set of pt&dly faulty compo-
nents that she can concentrate on during the debug procdss.significantly
reduces the design cycle time by reducing the time necess#gate and correct
a fault.

Applicability

Fault Localization can be applied to all blocks that are ambénto formal ver-
ification. There are no restrictions on the functional bébraef the block. In

order to identify faulty components, the components of trstesn must be clearly
defined. For instance, we can define the components at a l@l(lgates) or at
a higher level (full adders, half adders, etc.). This decigs not critical to the
implementation, and will be decided after experimentatiod feedback from the
case studies.

Correction

Apart from locating the fault, the property localizatiorokds able to suggest cor-
rections for a faulty design. The corrections it proposdslifthe properties for
any possible input sequence, not just for a set of failureetrd he user then takes
the suggested fault location and correction and adaptsasigrd Since there may
be properties that are not stated explicitly, the user hakéck that the correction
adheres to the design intent. Figure 6 depicts the correstienario.

Examples

Let us continue the arbiter example from the previous secflde fault localiza-
tion tool excludes the possibility that a change to G1, G&émakes the circuit
correct. The only possible change is to G12, for which thé¢oaectly suggests
an OR gate.

A tool that automatically finds faults and suggests a caordias the potential to
significantly reduce the time spend on debugging. As delmggzikes one third
of the design time, this may allow for much shorter designes/c Besides, the
suggested correction can help the user to get a better waneéirsy of the design

Property-Based Design & Implementation Error Localization e 9
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Figure 6: Fault Correction

and indicate possibilities for new design-optimizationghe following example
shows these benefits.

We use the 8-Bit sequential multiplier depicted in Figur® Btiow how a design
optimization can be found by the tool. The multiplier has imout shift-registers
A and B, and a register Q that stores intermediate data. Witilyi T is high, shift
registers A and B are loaded with the inputs and Q is resetrtm 2 every clock
cycle register A is shifted right and register B is shiftefi. |& he least significant
bit (LSB) of register A is the control input for the multiplex If it is high, the
multiplexer forwards the value of register B to the adderjchhadds it to the
intermediate result stored in register Q. After eight clogkles register Q holds
the product A« B.

Assume the multiplier has a fault in the adder: The outputhefgingle-bit full
adder responsible for Bit 0 (LSB) always adds 1 to the cowatput. The compo-
nents we use for fault localization are the eight full adderthe adder, the eight
AND gates in the multiplexer, and the registers A, B, and Qthfesproperty we
state that after eight clock cycles the output must be equal B.

The property-based error localization tool finds the fapigyt in the adder and
provides a correction. It suggests to use a half adder fod,Bitstead of the faulty
component. We had expected a full adder, but the suggespedr ie simpler.

Using a half adder for Bit O ignores the carry bit of Bit 0. Tiesorrect because
the adder for Bit O never has to produce a carry bit. The LSB® a@ind B are

never 1 at the same time because in the first time step, Q is hatidsubsequent
steps, the LSB of B is 0 because B is shifted left. Conseqyeattarry never
occurs.

Thus, the correction tool can not only save time in debugging also help the
designer gain a better understanding of the design, andteviamd design opti-
mizations.

10 e Error Localization Property-Based Design & Implementation
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Applicability

In order to replace faulty components, the components ofystem and their
replacements must be clearly defined. As stated in the predection the com-
ponents of circuits are gates or sets of closely relatedsgaidée replacements
for gates in sequential circuits are Boolean functions imgeof states and inputs.
Fault correction can be applied to all blocks applicable flomal verification,
since we suggest a quite general fault model: we assumerthatomponent can
be replaced by an arbitrary function in terms of the inputd Hre state of the
system.

Tool

The property-based error localization tool implementddicalization and the cor-
rection approach. In the following we discuss details ofttu.

Given a faulty design and a set of properties, static andmimeerification tools
check which properties are fulfilled and provide failureceg as evidence for the
violated properties. The objective of the property-bagsedréocalization tool is to
support finding and fixing faults by automating the localzatand the correction
of a fault.

Property-Based Design & Implementation Error Localization e 11



Inputs and Outputs

The input to the error localization tool consists of a fawituit or system and ev-
idence of the fault. The evidence is a set of failure traceainéd from a property
verification tool. Additionally, the tool receives a set ddIPproperties, at least
one of which is violated by the system and corresponds toaiheé traces. The
output of the tool is a set of components that are likely taehzaused the malfunc-
tioning of the system. When we use the correction approaehtopl additionally
provides correct replacements for the faulty components.

Components

The property-based error localization tool will contaire flollowing components
for the localization approach:

1. A parser that reads temporal assertions.

2. A model generator that constructs a combinational modséd on the se-
quential design and the specification.

3. A converter that converts the combinational model intd\d&c@rmula.

4. A SAT solver that find assignments to the CNF formula andefloee pro-
vides diagnoses.

The correction approach requires different componentsthiase can be shared
with the property-based synthesis tool (see Section 3):

1. A parser that reads temporal assertions.

2. A compiler that constructs and interconnects state mashi
3. A strategy finder that search for an implementation.
4,

A extractor that extract a correction from the strategy

Technical Approach

In the next two subsections we briefly describe the appr@&eleare going to
use in the property-based error localization tool. For aitket description see
PROSYD deliverable 2.2/2 [24].
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Localization

The localization approach is based on the theory of mod&dddmgmgnosis, which
aims to identify the cause of a fault by its effect. Model lshd@mgnosis assumes
that a correct model of the system is given and compares thevioe of the cur-
rent (faulty) system with the model. Using the discreparsydeen an observation
of the faulty system and the correct model it identifies congmis likely to be re-
sponsible for the error. Model based diagnosis is eithesistgncy or abduction
based [6]. Abduction based diagnosis needs details on h@maanent may fail
and tries to find a component and a corresponding fault thaaims the observa-
tion. Consistency based diagnosis does not require kngeletlhhow components
may fail. Rather, it tries to make the system consistent wighcorrect model by
identifying a component such that dropping any assumptonthe behavior of
the component removes the discrepancy. Consistency baggtbdis may be less
precise than abduction based diagnosis but since it doeeqoire information
about the possible faults it is applicable more generally.

Our approach extends the ideas of consistency based diagoaequential sys-
tems and PSL properties. Given a finite-state sequentitdrsys set of PSL-safety
properties, and one or more error traces, we build a settiitglde for a variation
of consistency based diagnosis. First, we unroll the sd@leystem to the length
of the given error traces to get an equivalent combinatiogytesentation of the
system. Then, from the PSL properties, we generate a moaete¢bognizes the
correct behavior of the system. To this end, we use expansies [17]. We
combine this model with the unrolled sequential system aidaghew combina-
tional system. On this system we perform consistency basgphosis to obtain
all components that are likely involved in the failure.

Correction

The correction approach is based on the idea that a compoaanbnly be re-

sponsible for a fault if it can be replaced by an alternathat tnakes the system
correct. Therefore, we combine fault localization and ection. Starting point is

a faulty finite-state system and a specification given in R8&aim to find and fix

a fault in such a way that the new system satisfies its speiifisafor all possible

inputs. The fault model we consider is quite general: werassthat any compo-
nent can be replaced by an arbitrary function in terms ofripats and the state of
the system.

Our approach is based on the work done in synthesis for PRO&fikerable

2.2/1[7], due 1 September 2005. Section 3 contains a brifvaw of this work.

(See also [13].) In that work, a method for the correction séaof suspect com-
ponents is presented. A restriction in the work is that aisi@pof the location of

the fault has to be given by the user. We solve that restridiipcombining fault

localization and correction.

We consider the problem of fault localization and corrett@s an infinite game
between two player, the system and the environment. Théfigjadion is given
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as PSL properties and defines the winning condition for tiséegy. The system
tries to fulfill the specification whilst the environmentesito bar the system from
winning. The two players can make different choices: Tharenment chooses
the inputs values of the system at each time step. On the bémat the system
has the freedom to slightly modify the implementation: A¢ theginning of each
play it can pick a component for which it can choose arbitrauyput values at
each time step. The system wins the game if it can choose tsutpithe selected
component such that the specification is satisfied for anytisgquence. Choosing
the right values corresponds to finding a winning strategytlie game. If the
corresponding strategy is memoryless, i.e., the outpute@itbmponent depends
only on the state of the system and its inputs, we can derigplacement behavior
for the component that makes the system correct. The methodmplete for
invariants, and in practice works well for general PSL praps, even though it is
not complete.
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3 Property Synthesis

Background

Automatic synthesis of a system from a set of properties bag been stud-
ied. Church [5] describes the problem for S1S. Pnueli anch&®o( 8] describe
the problem in the setting of Linear-Time Logic, which is g8anto our setting.

Their construction, however, requires the determiniratd a Blichi automaton
using Safra’s determinization construction [23]. Safretmstruction is gener-
ally considered to be very complex and not amenable to aifigieplementation

[25, 11]. Only recently have researchers found simpler odsho synthesize lin-
ear logic without resorting to Safra’s construction [14ially removing this im-

portant roadblock to an efficient implementation. An impésration of a synthe-
sis tool for LTL, PSL, or a similar logic does not currentlyisixand considerable
research is still required to turn the theoretical results & practical algorithm.

Methodology and Examples

Given a set of properties for a block, the property-basedhggis tools provides
a functionally correct design of the block. Figure 8 showes ititegration of the
tool in the general design flow: Once a block is specified, tBe properties are
passed on to the synthesis tool. The synthesis tool gesesatalid design. In
the verification phase, the generated design is used fagraiteg testing and the
verification of other blocks. For blocks non-critical witbspect to size or speed,

there is no need for further optimization. The design presglidy the synthesis tool
is the final design.

Examples

Suppose we want an automatically synthesized design fabéeiathat fulfills the
properties listed in Table 1. Since the arbiter will workioa slow bus, it has no
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Figure 8: Synthesis

timing constraints. We feed the properties into the propersynthesis tool, and
synthesize them. The tool yields a design like the one inrei§u Since there is
no need for a faster or smaller design, we have our final de§igrwe caravoid
hand coding completely The properties are guaranteed to be fulfilled. Note that
verification may still be necessary for integration testmgl to make sure that the
specification does not contain any mistakes.
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Figure 9: Simple Design

Let us assume we get additional constraints concerningltio& speed of the ar-
biter. We generate a first prototype using the synthesis tdl@chine-generated
hardware is generally not as efficient as human-writtenvaare. So suppose the
generated design is more complex than the one in Figure 9eedbra slow clock
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frequency. Now we want to improve tliesign manually, using the generated
prototype. We set up aexecutable environmento verify our optimization step
immediately. Figure 10 shows an example environment: Thekoh the middle
represents the arbiter we want to optimize. The blocks tddfteand above are
the two client the arbiter schedules. On the right side wethieddevice the clients
want to access. Using the synthesis tool, we can generatexbutable envi-
ronment from the properties for the arbiter and the clientg)out having manual
implementations.

Figure 10: Synthesis of Blocks in Executable Environment

The setting in Figure 10 also allows designers to implemédks depending on
each other simultaneously. For instance, each client odtbiger is developed by
one designer. Both designers will be able to test their [dagkhout waiting for
the other blocks to be finished. When system integration asiihg begins, the
blocks are thoroughly verified and are likely to work togethecause they were
developed to satisfy the common set of properties.

A early synthesized system helpsdetect specification faults very soornn the
design process because they are immediately apparentngtance, suppose we
want a fair arbiter for two clients. Assume we are given apinplete specification
consisting of only the first two properties of Table 1, statihat the arbiter should
guarantee mutual exclusion and be fair to all requests. Yithasis tool provides
a design like the one shown in Figure 11, which fulfills theegiyproperties. We
would not be satisfied with an arbiter implementation thterahtively setsy and
ay to high. However, one simple simulation run instantly shakeat we did not
get what we expected. Thus, the designer writing propeofid¢isis specific block
immediately gets a feedback about what she specified.

D™ o

ol

Figure 11: Simple design for an incomplete property set
Another advantage of property-based synthesis is theyatuwlihelp generate new

design ideas. First experimental results have shown thatretically generated
design sometimes are quite different from designs someppects. Figure 11
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and Figure 9 show two unexpected implementations for thitkearimtroduced at
the beginning of this section. The design in Figure 9 is asfigdnteresting,
since it is smaller than our manual implementation in Figoir@nd still has the
functionally we intended.

Applicability

In general, property-based synthesis is applicable taqydedr which speed and
size are not critical. Therefore, synthesis is suitablesfgstems that focus on
behavioral aspects, e.g., controllers, mobile devicégratiow-clock systems, and
FPGAs.

A risk of property-based synthesis is that realization afigeral-logic formulas
is known to be a high-complexity problem. This problem igwkted by the fact
that complex designs are always split into small blocks ae@pply property syn-
thesis on the block level. Additionally, we will work on optization methods to
handle the complexity problem. There is another way to dethl the complexity
challenge within the scope of the PROSYD project. Based dimedable 1.5/1
[19], which can provide ready-to-use property libraries designated hardware
cores and protocols, several blocks can be synthesizedvaned. Specification
properties and test implementation could come in pairsyradise for formal
verification and simulation.

Even though designs generated manually are generally logiienized than au-

tomatically generated ones, property-based synthesiseiiluto get a rapid pro-
totype for implementing blocks that are critical in termssiofe and speed. The
final implementation can be the result of a manual optimaratf this prototype.

Furthermore, rapid prototypes are useful for early integmatesting.

Tool

The property-based synthesis tool is concerned with thetagstion of a gate-
level or RTL hardware design from a set of PSL properties. ddrestruction has
to ensure that this piece of hardware satisfies all giveneptigs. The tool focuses
on the behavioral description of the circuit, without payattention to timing and
area concerns.

Inputs and Outputs

The principal input to a property-based synthesis tool istatproperties written
in PSL [1]. PSL assertions refer to the temporal behavior dbak-based hard-
ware model. For instance, “if signal r is high eventuallynsiba gets high too”, or
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“signal c is high always implies that c is low in the next timte®. Apart from
that, the tool receives a description stating which sigasedsinputs and which are
outputs. Outputs are controllable signal. The input sigaaé not controllable by
the design.

In case of contradictory requirements the tool will stat the given set of prop-
erties cannot be synthesized. An example of contradicteguirements is “after
input a has been high, output b will be high for ever and afteut c has been
seen, output b will be low forever”. Such a specification caly e synthesized
under the assumption that signals a and ¢ never assert ianetsace.

The output of the property-synthesis tool is synthesizablge written in a hard-
ware description language such as Verilog or VHDL. The ouigpprocessed and
optimized by a silicon compiler.

Components

The property-based synthesis tool will consist of the feitey four components.

1. A parser that reads temporal assertions.
2. A compiler that constructs and interconnects state mashi
3. A strategy finder that search for an implementation.

4. A extractor that translated the strategy into a design

Technical Approach

In this section we briefly describe the idea on which the priypleased synthe-
sis tool will be based. PROSYD deliverable 2.2/1 [7] (due bt8mber 2005)
provides a detailed description.

Assume we are given a set of properties written in PSL and t&ipaing of the
atomic proposition into input and output signals. Syntriegithese properties can
be seen as an infinite game between two players. One player éwironment of
the system and provides the inputs. The other player is thiersyand defines the
output values. The system wins the game if it can choose bughues such that
it fulfills the given properties for all possible inputs segaes. A winning strategy
for the system is a recipe with which the system is guarani@edn the game no
matter what input values the environment chooses. If a winstirategy exists, it
prescribes the behavior of the system for any given inpuis Bhhavior is then
turned in to a hardware description.

To find a winning strategy we will use recently achieved ressui the theory on
infinite word and tree automata [14]. Technically, given dR&mula ¢ and
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a signal partitioning(l,O), first we construct a nondeterministic Buchi word au-
tomatonA_, accepting all words over 2° satisfying—¢. Using a special invert-
ing technique, we obtain a universal co-Buchi tree automay, that accepts a
20-labeled 2-tree if it fulfills ¢. Ay is turned into a nondeterministic Buichi tree
automaton on which we can compute language emptiness. latigeiage forp

is not empty we get a witness for. The witness is a2labeled 2-tree, which
corresponds to a winning stratedy (2') — (2°).

We will also address the problem of automatically correcfewlts in deliverable
2.2/1 because itis closely related to the synthesis prab@@ntrary to the synthe-
sis problem, we only need as much of the specification as isssacy to choose
a correct replacement for the correction problem. Usingsdrae ideas as above
we can solve this problem as well. We consider the corregiroblem for finite
state systems again as a game. The game consists of the tpobdumodified
version of the system and an automaton representing the pEifisation. Every
winning strategy for the system corresponds to a correctamce we aim for cor-
rections that yield to simple modified systems, which makamienable to further
modification by the user, we will introduce heuristics to geimple correction.
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4 Conclusions

We have described the two areas of research in Workpackageoperty-based
fault localization and property synthesis. We have deedrilvhat property-based
fault localization and property synthesis are, what th&ce in the design cycle
is, and their advantages and disadvantages. We have atso gishort overview
of the components of the tools and the technical approach.

Error localization addresses the debugging that has topiake when a verifica-
tion tool finds a failure in a design. In traditional designaftp debugging takes
35% of total design time. In a property-based design flowkiesaeven more, as
detection of failures is faster. Thus, there is a signifigaotential for saving time.
Error localization comes in two variants. The localizatapproach receives faulty
traces from a verification tool and returns a small subsédietiesign that contains
the fault, thus allowing the user to focus her attention @toper portion of the
code. The correction approach yields the location of thé fd an alternative
implementation that satisfies the specification. It is muchenpowerful, but less
efficient than the localization approach.

Property synthesis addresses the problem of automaticaiiing a specification
into a design. It replaces the traditional design flow andtrobshe verification
flow. Verification is still necessary to test if the specifioatadheres to the design
intent. It has three major advantages: 1) Hand coding and ofia®rification is
avoided for blocks that are not timing or area critical, 2hdhaesign of critical
blocks can start from a prototype, and can take place in aocugdgle environ-
ment, enabling immediate integration testing, and 3) $igation faults are found
immediately and a correct specification is available saoner
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