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Executive Summary

This report describes twelve case studies on awide range of designs and
communication architectures currently under development in system-on-chip
projects of large semiconductor companies. In the case studies, property-based
specificationsin PSL are constructed, guided by the methodol ogy documents and
supported by the tools in Workpackage 1. It is shown how the specifications cover
the architectures or the functionalities of the designs. The contribution of the tools
is evaluated, and the overall productivity benefits of a property-based specification
approach are assessed.

Purpose

The purpose of this document is to describe the work done in case studies on
property-based requirements specification using PSL; to assess the contribution
made by the Prosyd tools devel oped in Workpackage 1; to indicate how the
methodology framework appliesin industrial applications; and to report on the
overall productivity benefits.
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Intended Audience

This report isintended for individuals who work with or have responsibility for
VLSl design projects. It is assumed that readers are familiar with the notions and
terms related to VLS| design and verification, and the main features of PSL.

Background

iv

Theindustria partners (IBM, Infineon, STMicroelectronics at its 3 sites), and later
OneSpin, chose case studies from their current activities so asto cover awide
range of designs and architectures, of sufficient size and complexity to provide
challenges for property specification and the tools supporting it.

Previously, properties have been used chiefly as elementsin a verification plan,
being directed either at complex parts of the design, where coverage of awider
range of scenarios can be achieved through model checking, or at specific
assertions which can be checked at little extra cost in the course of simulation. The
applications in Workpackage 1 go beyond this, to basing the entire specification of
adesign on properties. While good knowledge of how to use propertiesto specify
particular design features has been available for some time, understanding of how
to write entire specifications has grown during the course of the project.

Tools to support the formulation of propertiesin PSL (D1.2/4-5 and D1.2/6)
became available during the second year of the project, and have been used and
exercised in the later stages. In the early stages, the focus was on methodol ogy, and
this has continued to be an important part of the case studies.
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Glossary

AHB: the Advanced High-performance Bus, a part of the AMBA hierarchy of buses
specification.

AMBA: the Advanced Microcontroller Bus Architecture, ©ARM Limited 1999.

APB: the Advanced Periphera Bus, apart of the AMBA hierarchy of buses
specification.

Assertion: 1.A property that the DUV hasto fulfil. 2. In some contexts (e.g. in
dynamic verification), synonym of Property.

Assumption: A property that the DUV verification takes for granted; assumptions
are properties used to model input behaviours.

Behaviour: A succession of states of a design.
Block: A component in adesign. A block may contain instances of other blocks.

Design: A model of a piece of hardware, described in some hardware description
language (HDL).

DUV: Design Under Verification. That is the subject of the verification process (it
has to be amodel for the set of properties used as assertions).

Flip-flop: A hardware element storing one bit of information.

GDL : Generalized Description Language, the modelling language of the IBM
verification tools, RuleBase PE and FoCs. Its primary purpose isto describe the
environment for formal verification. However, it is aso used in conjunction with
PSL to aid specification of adesign.

HDL : Hardware description language.

Property: A collection of logical and temporal relationships between expressions
involving design signals, that represents a set of behaviours.

Protocol: A set of rules governing communication between participantsin a
system.

PSL: Property Specification Language, the language for specification of designs
upon which PROSY D is based.

Specification: The process of defining the expected behaviour of a hardware
design.

Verification: The process of falsifying or verifying the functional and performance
requirements of adesign, beit chip, board or system. Many different kinds of
verification tools are in use today, including simulation, formal verification,
emulation and rapid prototyping.

Verilog: One of two standardized hardware description languages used to specify
the structure and behaviour of electronic systemsin textual format.

XEmacs: XEmacsis a customizable open source text editor and application
development system. It isrelated to other versions of Emacs, in particular GNU
Emacs. XEmacsis protected under the GNU public license.

Introduction ix






1 Introduction

1.1 Background

Properties have been used in VL SI design verification for many years. They have
been typically used as part of averification plan [7]: the sign-off of an
implementation requires that a number of properties that capture specific features
of the design have either passed in formal verification or have not failed in
simulation. Property-based verification has supplemented other forms of
verification in the overall plan, and has been directed either at complex parts of the
design, where coverage of awider range of scenarios can be achieved through
model checking, or at specific assertions which can be checked at little extra cost in
the course of simulation.

Properties have not generally been systematically used to constitute a self-
sufficient specification of adesign. Prosyd Workpackage 1 has devel oped methods
and tools to support such property-based specifications. The case studies have
applied these methods and tools to current industrial design projects.

1.2 Overview

Organization of work
The case studies have three broad objectives
To advance understanding of how to devel op property-based specifications

To evaluate how Prosyd specification tools contribute to industrial
applications, and to provide feedback to the tool developers

To assess the productivity benefits of property-based specification,
compared with other methods

In order to obtain meaningful results, the designs chosen for the case studies were
from live projects of theindustrial partners or their customers. A range of different
design types were chosen. Although the partners were not able to share information
about confidentia implementation details, and in general could not collaborate on
the same case studies, they exchanged information regularly about the overall
features of the designs, and the conclusions emerging from their work; and they
coordinated the activities to ensure that the case studies adequately addressed all
the tools and the questions to be asked. The industrial partners held three face-to-
face meetings to plan and review activity on both the Workpackage 1 and
Workpackage 3 case studies, in March 2005, September 2005 and May 2006, the

Case Studies in Property-Based Requirements Specification
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last of these atwo-day workshop. From October 2005, they also held monthly
telephone conference calls.

Several of the case studies had both specification and verification aspects; this
document reports on them from the specification point of view. A set of questions
was drawn up, to provide specific points of focus for the practical activity, in
addition to the quantitative assessment of productivity benefitsin the overal
process. For the specification aspects of the case studies, the questions were
Specification methodology

What benefits are there in terms of early specification issues?

What information is needed for a property specification?

When have we written enough properties?

For typical classes of designs, what is the best way to organize property
specifications?

How can properties be classified in terms of interfaces and transactions?

How can properties be reformulated for bounded model checking?

Support for designers
Where is the simulation/assurance tool most effectively used?
How long does it take before being satisfied with properties?

What sort of errors does the property simulation tool typically find? and
miss?

What features do users like? What additional features would they like?
How can it be made easy to use propertiesin both formal verification and
simulation?

Improved verification
How far can there be a tool-independent specification strategy?

Use of PSL spec
What are good examples of use of refinement by property assurance?
What can you not say in PSL?
What is agood way to relate PSL to parts of the spec not in PSL?

The answers we found to these questions in the case studies are given in Section 5
of this document.

Organization of document
Theindividual case studies are described in detail in Section 2. They include

Three units from microprocessor designs - the Protocol Processor
(Infineon and OneSpin), the TriCore Processor (Infineon and OneSpin),
and the SLIM Core Processor (a collaboration between ST UK and
OneSpin after the spin-off from Infineon). The units include multi-stage
pipelines and aload-store unit.

Introduction



Two interconnect protocols - the Bus Protocol (ST France and ST UK)
and the SOC Interconnection Architecture (IBM).

Five SOC communication blocks - the Memory Interface (ST France),
Protocol Converter (ST UK), and the Memory Controller, Bridge and
AMBA Infrastructure (ST Italy).

Two specific-purpose IP designs — the Random Number Generator and the
Transport Front End (ST UK). The latter isalarge I P consisting of several
components.

Considerable effort was spent on improving the understanding of how to develop
complete property specifications for the types of designs in the case studies. The
work done represents a significant advance in specification methodology. Several
novel ideas have been applied, and they are described in reports on the individual
case studies. Some common features about the organization of property
specifications for classes of similar designs have been observed. Chapter 4
contains a summary of the conclusions about how to organize property
specifications so that they clearly cover the functionality of the design, and
correspond to the requirements in the informal specifications.

Chapter 5 reviews and summari zes the experiences with the specification tools on
the various case studies; evaluates how they achieve their specificamsin
improving the quality of property specifications at an early stage; and makes
overall assessments from the point of view of maturity, robustness and ease of use.

Chapter 6 summarizes the conclusions from the case studies asawhole. It
considers the set of questions above, and gives the answers that experience on the
case studies has led to. Finadly, it summarizes the productivity benefits that the
Prosyd specification approach has brought to these particular applications.

Case Studies in Property-Based Requirements Specification
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2 The case studies

In this chapter, the twelve individual case studies are described in detail. In each
case, thereisagenera description of the design, including an indication of its size
and complexity, and any features of technical interest from a specification
viewpoint. Thisisfollowed by an account of the actual work done, including
technical information about the sorts of properties that were written, and what was
done to ensure that they were readable and clearly corresponded to the design
requirements. These sections also describe how the Prosyd specification tools[2],
[3] and methodology documents [4], [5] were used in these applications.

The outcomes of the case studies are described in terms of results (what was
achieved in terms of specification), R& D value (novelty of techniques or how they
have been applied) and productivity enhancements (either reduction of effort in the
pre-verification stage as compared with methods not based on properties, or
improvements in overall specification quality or in the parts of the process targeted
by specific tool features).

2.1 Protocol Processor

Design Characteristics

Infineon developed an application-specific processor dedicated to offloading its
protocol driversfrom the general purpose processors on the chip and running this
peculiar workload separately. After afirst version of this processor core was
successfully employed, a second version (PPv2) was re-engineered from scratch
and, still retaining backward compatibility, extended for wider and more effective
usage. This solution, implemented as areusable |P block supported by IPR, has
found wide acceptance throughout the full range from DSL to router chipsin the
COM wire-line product lines.

The PPv2 architecture is based on a 32-bit RISC pipeline of seven stages, which
supports a set of 40 instructions optimized towards bit-level manipulation and data
transfer.

The PPv2 supports multithreaded execution with up to four communicating
contexts, which can be switched through without any constraints, overhead or
response delay. Thisfeature enables up to four “virtual machines’ to run on the
same architecture and, whenever one of the machines must wait for a response
from the periphery and stall, another one may run: the absence of overhead and
constraints decoupl es the software implementation from the underlying switching
activity.

4 The case studies



Contexts can be arbitrarily switched and/or restarted to any starting point in the
program by external events as well as by a dedicated instruction. The context
restart can be employed as branch as well, but the architecture features severa
other kinds of branch instructions for transferring the control flow to any point in
the program: these are grouped in “short” branches, which decide whether to
branch or not depending on the value of some status flags, and “long” branches,
which take their decision after performing a more complex operation such as a
decrement and atest of aregister value. Every branch instruction incurs
intrinsically in a penalty, i.e. anumber of cyclesin which the processor executes no
instructions. Thisistwo cyclesto restart a context, three for a short branch and
four for along branch. The PPv2 architecture supports “delay slots’, whichisa
popular technique to insert instructions in place of penalty cycles. Since delay slots
increase the processor’ s performance but tend to bloat the program size, the PPv2
core offers the possibility to turn for every single branch instruction any number of
penaltiesinto delay dots, thereby allowing a fine trade-off between performance
and code size. The microarchitecture takes care of solving complicated conflicts,
which arise from composing those operations under external exceptions and/or in
the delay dots of each other.

The complete design amounts to roughly 11000 lines of VHDL code, and 7179
FFs.

The description above should provide an insight in how difficult it can be to reach
acceptable test coverage by simulation. Moreover, aflaw in such aprogranmable
IP would have been replicated in all projects reusing it, jeopardizing the ongoing
developments not only for the hardware, but also for the firmware as well asfor the
processor tool-chain which was being devel oped concurrently to the hardware.
Therefore, a solution was mandatory to avoid upfront such arisk and still catch up
with the ongoing projects while retaining R& D efforts similar to previous ones.

Program Addressing

Instruction Fetch

Instruction Register Por
Decoder Read
Early Execution Unit M
Branch Addr

Late Memory Access
Branch /
Data Alignment & E‘

Register Write-back Port Write

Figure 2.1-1: Pipeline and partitioning of PPv2: on the left thereplay buffer, on theright the wait
state buffer and the 1/0O interfacesto peripherals (port) and memory.

Case Studies in Property-Based Requirements Specification
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Goals
The goals of this case study were:

measure productivity enhancementsin an industrial context
demonstrate fast simulation concept

The technical challengesincluded:

Ensure the correct pipelined processing of multiple instructions, guaranteeing
no undesired interferences between instructions; and ensure the correct
operation of permissible — but unpredictable — behaviors such as traps and
interrupts.

Guarantee transparency of pipelining together with related forwarding and
stalling behavior to the software programmer.

Comprehensively verify data paths with complex bit-manipulations.

Meet hard real -time requirements such as trap- and interrupt-execution within
permissible latencies.

Ensure independent execution of multiple threads under al possible
combinations of instructions, thread switches and permissible, but
unpredictable, behaviors.

Precisdly describe the integration requirements of any hardware/software
environment into which the PPv2 would have to be integrated.

Tools used
D1.1/1 Specification Methodology.

Further work was later done on this design as a verification case study. Thetoolsto
be used in verification had an influence on the specification activity:

D3.2/8 OneSpin Improved Static Checking Tool, as atarget for the
specification.

D3.2/17 Fast Simulation, as atarget for the specification style.

Other WP3 tools were used for the WP3 case studies, as will be described in
D3.4/1. We mention here only the WP3 tools that had a direct influence on the
specification activity.

Work done

According to the Prosyd Specification Methodology, D1.1/1 [4] the high-level
functional properties of the processor had to be captured in an external
specification. The style guide created as section 3.4 of D1.1/1 was followed.

The data sheet of the PPv2 informally specified how instructions modify those
registersthat are visible to the programmer, e.g. program address, register file,
status flags, and described the memory traffic for instructions and data as well as
reactions on exceptions.

For each instruction a property was set up that describes how this instruction passes
down the pipeline and how it influences the signals and registers of the
implementation. The team then developed a high-level view of that property that
co-relates the implementation registers with the specification registers to check
compliance between the two.

In this high-level view, atypica arithmetic instruction would be coded as follows:

6 The case studies



foreach reg in 0..15:
if (reg = dest) then
next(reg file(reg) = 1SS result(opcode, Ra, Rb)
el se
next(reg file(reg)) = reg_ file(reg)
end if;
end foreach

where the instruction word decoding is specified here:

a = | W31: 28]

Ra = reg_file(a)

b = 1W27:24]

Ro = reg file(b)

dest= | W 27: 24]

res = I SS res(ADD_m Ra, Rb)

Finally, the actual arithmetic operation is specified in a case statement:

| SS res(opcode, Ra, Rb) : =
case opcode is
when ADD m => Ra + Rb;
when SUB m => Ra - Rb;
when AND m => Ra and Rb;

Asthese definitions are very intuitive and readabl e, they can easily be reviewed
and confirmed to reflect the intended specification.

On the other hand, the definition of the reg_file auxiliary function (not shown here)
needs to talk about the RT level, i.e., forwarding and pipeline stages. It can be
considered a mapping between the programmer-level view and signal-level view.
The signal-level property is naturaly much bigger than shown here. However when
the property passes this mapping is guaranteed to be correct: it is sufficient to show
that some mapping exists which makes the property pass. Thus a human mistake in
this part can not result in adesign bug being overlooked.

The team then used formal verification to debug the property and its associated
VHDL code.

Results
The starting point for the specification was:
11k lines of unsimulated, newly developed VHDL

An informal specification of 130 pages exhibiting a certain amount of
ambiguities/unspecified situations.

Asthe main result, we developed a property set capturing the full processor
functionality:

After elimination of errors and open issues a suite of 38 proven properties
described unambiguously the PPv2' s cycle accurate behavior; on less than 40
well-readable pages.

Case Studies in Property-Based Requirements Specification
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In addition, these properties form an executable specification, which has been
simulated using the approach described in 3.2/17 (Fast simulation): this
transaction-level model of just 10 pagesis provably sequentialy equivalent to
the VHDL.

R&D Value

The“fast simulation” concept has been validated using an industrial example. See
D3.2/17 for details.

Productivity enhancements

This case study offered a very good situation for comparison, as a previous version
was verified by simulation, so that comparison data are available.

However, when we apply the comparison only to the specification phase, the
improvement is not expressed by saving effort. Rather, instead of 1.5 person
months for an informal specification (data sheet), 2 person months were spent on
the formal specification. Thisis paid off by the much higher quality: during
verification severa errorsin the informal specification were discovered and
corrected.

The overall effort for specification and verification by the new, property-based
approach was 7 person months, vs 12 which were needed with a simulation-based
approach. This amounts to a~40% reduction overall.

What is more important, the number of remaining bugs in integration test was zero,
while in the previous version 20 bugs had escaped.

2.2 TriCore2 Processor

Design Characteristics:

TheTriCore™ isthefirst unified, single-core, 32-bit microcontroller-DSP
architecture optimized for real-time embedded systems. The TriCore™ Instruction
Set Architecture (ISA) combines the real-time capability of a microcontroller, the
computational power of aDSP, and the high performance/price features of aRISC
load/store architecture, in a compact re-programmable core.

The case study addresses the load/store unit (LSU) of TriCore2.

The LSU isthe interface to the Memory Management Unit. Its functionisto set
control signals, control data width, and handle alignment issues.

The LSU processes 2 ingtructions, each in 13 addressing modes. Itssize is 6KLOC,
1969 FFs.

Goals
The main goals for this were

to test the reuse methodol ogy for properties as outlined in report 1.1/2 (Reuse-
Aware property-driven specification). Detailed results are documented there.

explore the influence of various specification styles on tool efficiency.
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Tools used
The following PROSY D results have been applied.
— D1.1/2 Reuse Methodol ogy

Further work was later done on this design as a verification case study. Thetool to
be used in verification had an influence on the specification activity:

— D3.2/8 OneSpin Improved Static Checking Tool, as atarget for the
specification
Other WP3 tools were used for the WP3 case studies, as will be described in

D3.4/1. We mention here only the WP3 tools that had a direct influence on the
specification activity.

Work done

A set of 26 properties were written in three different styles.

The guidelines for reuse developed in deliverable D1.1/2 [5] were followed, e.g.
defining complex propertiesin terms of simpler components. More details were
presented in D1.1/2.

Example

We want to write a property which checks the correctness of the LD.W (load word)
instruction. The property for LD.W refersto the pipdine stages.

Two PSL sequences, decode and execute, are defined to represent the pipeline
stages which the LD.W property refersto. Then, the property Id w_datais written
in terms of decode and execute. The property Id_w_data checks that the cpu sends
the correct address to memory and that the data from memory is correctly aligned
beforeit isrecorded in the cpu register.

% & () (

. $$ &() & ()
% $$%#
(
Specification styles
Different styles of specifying properties were demonstrated:

implication vs assume/assert
foral vsvariable
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The following example demonstrates these styles —first we use a set of
assumptions to express the situation when a property applies (here for a standard
request/grant behaviour):

vunit grant_master {
vari abl e req: unsigned(2 downto 0);
sequence until _free is
{free_i ="'0" [*0:5]; free_i ="1"};
assune al ways stabl e(req);
assunme req = request _i;
assune request _i /= "0";

assune state_s = | DLE;
assume {[*2]; until _free}; --redundant
assunme {reset = "'0'[*] && {[*2]; until _free}};

assert {[*1];
state_s /= IDLE [*] && {[*1]
until _free};
state_s = | DLE};
assert {[*1]; grant_o = prio(req)};
assert {[*2];
grant_ o = 0 [*] && {until _free; [*1]}};

The same specification is expressed in a quite different style by introducing an
implication, as well as an explicit variable to capture the timepoint when the
resource is freed.

forall t free i in (3..8)
forall req[2:0] in boolean

assert
{
{'reset [*t _free_i]}
&
{state_s = | DLE}
&
{request i /=0 and req = request i}
&
{[*3]; !'free_i [*t _free_i - 3]}
&
{[*t _free_i-1] ; free_i}
-> [l inplication
{
{[*1]; grant = prio(req)}
&
{[*2]; grant = 0 [*t _free_i - 1]}
&
{[*2]; state_s /= IDLE [*t _free_i - 2]}
&

{[*t_free_i-1]; state_s = | DLE}
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The use of functions was explored to increase the reuse between various parts of
the modul e functionality.

Results
A total of 26 properties were written, totalling approx. 900 lines of code.

It was found that the implication-based property style is more efficient for the
OneSpin checker, as well as more readable in most cases.

A method and guideline for handling complexity through formulation in areusable
style was developed. Property specifications which follow these guidelines are
structured in terms of sub-components and parameters. The property elements have
meaningful names, which make it is easy to understand the meaning of the
properties.

R&D Value

PSL was originally developed for use with formal checking tools that do a
reachability computation and explore unbounded behaviour. As bounded checkers
can often handle larger designs, the issue arose how to encode in PSL a property in
away that can be well handled by a bounded checker, such as the OneSpin
property checker.

This has been solved by the coding style devel oped above.

Productivity enhancements
For this design, no effort figures from a previous approach are available.

The productivity of writing the specification with the reuse methodol ogy outlined
above was measured as follows: To completdy specify the 6000 lines of RTL
code with properties takes about 3 months effort, which is a productivity of 2000
RTL lines covered (and verified) per month.

2.3SLIM Core Processor

The SLIM Coreisa processor that has already been implemented in silicon in
STMicroelectronics products. It was chosen as a case study for collaboration
between STMicroel ectronics and OneSpin because the design was well understood,
and the work could focus on the details of the specification, and the use of the
tools.

Design Characteristics

The SLIM Coreisalightweight processor with 27 instructions and a 4-stage
pipeline, designed to be embedded in avariety of IP blocks, and to run firmware
controlling the operation of these IPs. The implementation has 2600 lines of code
and 457 flip-flops.

The processor has a number of special features. a coprocessor interface; circular
buffer operation; and a STOP instruction. In order to admit asimple
implementation, there are a number of restrictions on permissible sequences of
instructions, which must be respected so as to avoid hazards.

Case Studies in Property-Based Requirements Specification
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Goals

The specification activity in this case study was followed by verification using both
the OneSpin and the IBM static property checking tools. The goals were

Systematic devel opment of properties for a subset of the full instruction set
Writing propertiesin areusable style

Exploration of alternatives for specifying a single property, and
investigating how much common ground there is between formulations
suited to different tools

Tools Used

The work referred to the manual “Reuse-Aware Property Specification” D1.1/2 [5],
in particular sections 3.1 (reuse in building complex properties), 3.4 (reuse between
design revisions) and 4.1 (reuse with different tools).

The OneSpin and IBM static property checking tools (D3.2/7 and D3.2/8) were
used as target tools for the specifications, but this report on the specification
aspects of the case studies does not discuss the operation of these tools.

Initially we planned to use RAT (D1.2/4-5) also in this case study. After afirst
analysis of the applicability this was abandoned. The kind of requirement anaysis
provided by RAT isrelevant when developing aformal specification from informal
requirements — for a processor design the starting point is quite different, asthe
processor architectura specification provides aclear functional specification which
isaready closeto aformal one, so that there is no need for requirement analysis.

Work Done

In the first phase of the activity, aset of properties covering a subset of the
instructions under certain restrictions was devel oped.

These instructions were: ADD - BRA - CPl - JAB - LD - LDF - NOP - RPT - STI -
STF- STOP-SUBC.

Restrictions were:

Avoid to spend time in arithmetics and various versions of LD/ST

i nst_i nval i d tiedto O (thisfunctionality is not implemented in the
delivered HDL anyway)

confi g _debug_di sabl e tiedto 1 (disable STBus debug interface - no
step mode)

confi g_aut orun tied to 1 (override cpu.run.enable bit that can be
written via STBus interface)

disable testmode interface

testsignals t st _reset _nux andt st _gckenabl e tiedto 0.

When devel oping these properties, style guidelines as given in the Methodol ogy
document, D1.1/1 [4], were followed, and the methodology was extended to deal
with specifics of processor design.

In the second phase, one specific instruction was considered — addition of the
valuesin two registers. At an architectural level, the required behaviour
corresponds to
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forall a,b in integer
forall mn,k in 0..15 :
al ways (

(opcode = ADD & operandl = m & operand2 = n &
operand3 = k & registers[n] = a & registers[n] = h)
->

next (regi sters[k] = ath));

The implementation has a pipeline with forwarding mechanisms, so this property
will not hold as stated for the actual cycles and register values of the design.
However, by judicious choice of the points at which registers are observed, and
what counts asthe “next” time, it is possible to formulate a property that makes no
reference to the pipeline or forwarding, and will hold however this isimplemented.
This can be stated informally as “if the valuesin registers m and n are respectively
aand b on the cycle after one instruction completes, and the next instruction isan
add operation with source operands m and n and destination operand k, then the
valuein register k on the cycle after this next instruction completesis at+b”.

This formulation abstracts from implementation detail, according to guideline 7 of
[D1.1/2]. Further, in any particular coding of it, avariable “instruction_executes’ is
used to identify the point where an instruction completes; and the actual signals
that indicate this point come in a separate statement

define instruction_executes :=res req & res_gnt;

Thisisasimpleillustration of compliance with guidelines 1 and 2 of the reuse
document D1.1/2 [5].

Several ways of actually coding the property were investigated. First, two
formulations for circumstances where there are no stalls, and an instruction takes
three cycles from fetch to execution. In the first of these, avariablet ADD is used
to identify the time when the ADD instruction is fetched, and to match thistimein
several different sequences:

Style 1

assume {[*t_ADD — 1]; fetch_opcode = ADD &
fetch_operandl = m & fetch_operand2 = n &
fetch_operand3 =k};

assunme {[*t_ADD + 1]; instruction_executes &

b};

a+b};

regi sters(m
assert {[*t_ ADD

a & registers(n)

+

3]; registers(k)

The second formulation considers everything in a single temporal flow:

Style2

assert
{[*]; fetch_opcode = ADD & fetch operandl = m &
fetch_operand2 = n & fetch_operand3 = k};
[*2]; instruction_executes & registers(m = a &

regi sters(n) = b}
| => {registers(k) = atb};
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Thethird formulation aso applies when there are stdls; it uses a step function
rising at a non-deterministic time to identify when a distinguished add instruction
entersthe pipeline, and a variable to count the number of instructionsin the pipe
ahead of the selected one.

Style3

assert
al ways {instruction fetch;

di stingui shed instruction_enters & fetch _opcode = ADD &
fet ch_operandl m & fetch_operand2 = n &
fetch_operand3 k;

(instructions_ahead = 1 & instruction_executes)[->];

registers(nm) = a &registers(n) = b :
(instructions_ahead = 0 & instruction_executes)|[->]}
| => registers(k) = atb;

Each of these styles hasits advantages. Style 1 supports reuse of the assume
statements, each of which can be changed independently of the others. But the use
of the variablet_ ADD may not be well supported in all tools: it is not one of the
features that Section 4.1 of D1.1/2 says can be expected to be universally
supported.

Style 2 is core PSL, and should be well supported. But some checking algorithms
are better suited to Style 1 than the arbitrary length sequence {[*]} that starts the
formula.

Style 3 allows more convenient expressiveness through the use of variablesin the
modeling layer. But, as recommended in D1.1/2, use of the modeling layer should
be kept to aminimum in reusable PSL.

In conclusion, the coding of properties should be close enough to the high-level
specification for the correspondence to be clear. But users should be aware of the
possibility of varying the details of the style to suit the tools or circumstances.

Results

One property failure revealed that the document which was used as a reference for
devel oping the PSL specification was not up to date. The actual implementation
had been modified to match a different specification, against which it had
previously been successfully verified using a testbench environment. Having a set
of reusable and easily readable PSL properties would have encouraged a better
process of alignment between all the documents relating to different revisions of
the design.

For the property about the add instruction, the OneSpin static property checking
tool was found to be relatively better suited to Style 1, and the IBM tool to Styles 2
and 3.

All styles could be seen to be derived from a single, intuitive way of formulating
the property ininformal language. However, it was not possible to unite the styles
inasingle PSL formulathat could be seen as a syntactic abstraction of dl of them.
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R&D Value

An approach to specification of processor pipelines, developed in connection with
the Protocol processor (section 2.1 above) was found to be effective when applied
to anew processor with different features.

Productivity Enhancements

The focus of this case study was reusability. For the property that revealed a
specification error, the number of places where the PSL specification would need
to be changed following a design modification was 1, whereas for the previously
devel oped verification environment it was 2.

2.4 Protocol Converter

Design Characteristics

The STBus Generic Protocol Converter isa highly configurable design that can be
interposed between different variants of the interface of a proprietary system busin
STMicroelectronics.

STBus STBus STBus
initiator (—) generic ()| target
interface converter interface

Figure 2.4-1. Generic Protocol Converter

It performs conversion between different widths of bus interfaces; different clock
frequencies; and different features of the protocol such as support for out-of-order
responses to transactions.

From the point of view of specification, interesting features of the design are

Configurability — there are many parameters in the generic model of the
design, which isinstantiated as a different hardware model for each choice
of the parameters. The properties specifying the design should apply to any
particular configuration.

Typica bridge function — the block converts packets from their format at
one interface to aformat suitable for another; thisis acommon function of
bridge designs, and lessons |earned about how to organize the specification
can be applied more generaly.

Split transactions — each transaction consists of arequest and a matching
response; finding the best way of specifying the relationship between these
isachallenge.

The RTL model of the generic converter has 11K lines of code and 500 flip-flops.
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Goals
To develop a strategy for specification of bridge designs

To write propertiesin areusable style, applicable to different
configurations of the design

To minimize the effort required to specify the design

Tools Used

The methodology document “ Property-Driven Specification of VLS| Design”,
D1.1/1 was used as a starting point for the specification.

The PSL text editing features, D1.2/6, were used for al the property specification.
Their benefits were assessed by temporarily turning off some of the features, and
measuring the deterioration in the quality of the result, in particular the number of
typographical errorsthat appeared. The results of this assessment are reported in
Chapter 3.

This evaluation of the text editor replaced an evaluation of the property
specification and assurancetool (RAT), D1.2/4-5 in this case study, as RAT was
evaluated in other case studiesin ST UK (Transport Front End, section 2.6, and
Bus Protocol, section 2.7), while there was no other evaluation of the PSL text
editor in ST UK.

The IBM static property checking tool, D3.2/7 was used as the target verification
tool for the specification. The results of a comparison of the performance of
different algorithms in thistool will be reported in the verification case studies
report, D3.4/1.

Work Done

The property specification for the generic converter started after the RTL design
had been devel oped, and tested in simulation for arange of configurations. The
reason for requiring a property specification in addition to the testbench was to
enable verification to be quickly re-run for any configuration, when it was needed
in any new system project.

An overall strategy for organizing the properties was developed. Thisfollowed the
methodology document, D1.1/1 [4] in specifying first the properties at asingle
interface (protocol), and then properties about relationships between events at
different interfaces (transfer). The precise formulation in PSL was debugged by
running the properties on a simple configuration of the design. When the full
property set was developed, it was reviewed by the design team.

The PSL text editor features (D1.2/6) were used throughout the specification. An
exercise to measure the consequences off switching some of them off was carried
out; the results are reported in section 3.1 below.

The broad approach to specifying the properties is described below; more details
aregivenin section 4.1.
Organization of properties

The generic converter must be configured for the specific interfaces that it isto
communicate between, and a design is generated depending upon the
configuration. The strategy for specifying this block was to produce a set of generic
propertiesthat can be configured to match the configuration of the generic
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converter. These generic properties can then be used to specify a particular
configuration of the generic converter asit is generated for use.

The objectives of the properties are to specify that the packets issued to the initiator
interface appear correctly at the target interface and response packets issued to the
target interface appear correctly at the initiator interface after any necessary
transformations carried out by the generic converter.

The correct transmission of the packet control signalsis specified in two parts. First
to specify that any packet starting at the initiator interface will start at the target
interface with the same control signals and in the same order. Second to specify
that once a packet starts at atarget interface then it will continue with valid control
signals and be of the correct length.

The correct transmission of data and data enable signals have to be specified by
considering the data from each cell associated with a packet issued to the initiator
interface and checking that the target interfaces issues the same datain the cdlls
associated with its corresponding packet.

The correct transmission of response packets from the target interface to the
initiator interface is specified as the above case for request packets. In the case
where the responses are allowed to arrive out of order at the target interface (the
case for type 3) but thisis not supported at the initiator interface (the case for type
1 and 2) then it is specified that the generic converter reorders the responses to
match the ordering of the requests.

Implementing the control signal transfer properties

To keep track of the way request packets issued to the initiator interface correspond
with request packets appear at the target interface, it is necessary to write some
code modelling the internal behaviour of the design, in addition to the temporal
PSL properties describing the relationship between corresponding packets. The
following 2 different implementations of the internal model were considered. The
implementations were repeated for the specification of a response packet being
issued to the target interface and appearing at the initiator interface.

First implementation: fifo model of generic converter

Thisimplementation makes arecord of all the transfers made to the generic
converter. When the generic converter issues the same transfer at the opposite
interface it can be checked against the expected transfer from the records. This
method basically requires the generic converter to be modelled as afifo and the
outputs of both the generic converter and the fifo model to be checked as
equivalent, as shown in the figure below.

Case Studies in Property-Based Requirements Specification
The case studies 17



control signals control signals
Generic
Converter 4
copy
\
property
to
check
| fifo model
\
- >
most outstanding packet

Figure 2.4-2: FIFO model implementation diagram.

The request control signals issued to the initiator interface will be copied into a
fifo, the size of which will be large enough to hold the number of permitted
outstanding transfers (measured in packets), when the first cell of the packet is
granted. When the request control signals are asserted by the target interface (when
first cell of the packet is granted) the most outstanding entry will be removed from
the fifo.

To check that packets are transferred it is specified that while the fifo is not empty
there must eventually be afirst cell of a packet asserted at the target interface.
Also, on every occasion that the first cell of the packet is granted at the target
interface, each control signal of the packet will be checked to seeif it is equal to
that stored in thefifo. To check that there are no unsolicited transfersit is specified
that it can only be possible for the first cell of apacket to be asserted at the target
interface when the fifo is not empty. As the fifo mechanism forms part of the
properties, the number of outstanding transfers limit will be checked by specifying
that it isnot possible for the fifo to overflow.

Second implementation: tracking outstanding transfers

This implementation requires keeping track of the number of outstanding transfers
waiting to beissued by the generic converter. Using a step function to identify a
particular transfer being made to the generic converter it is possible to identify that
transfer when it is issued by the generic converter as the number of outstanding
transfers ahead of it is known. It is therefore possible to compare atransfer issued
by the generic converter to the corresponding transfer made to it. By making the
selection of aparticular transfer by the step function non-deterministic aformal
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engine can prove that atransfer issued by the generic converter is equivalent to the
corresponding transfer made to it for all transfers, as shown in the figure below.

control signals control signals
A Generic A
Converter
up down
» outstanding
packet
stop counter zero
—»

non-deterministic
step function

m
to

Figure 2.4-3: Tracking outstanding transfer implementation diagram.

The outstanding transfer tracker will increment on the first cycle of each initiator
packet and decrement on the first cycle of each target packet. The step function
will stop the tracker from incrementing any further but will alow it to continue to
decrement on further first cycles of target packets. Thefirst cycle of atarget packet
when the outstanding transfer tracker is zero will identify the corresponding packet
to the one selected by thefirst cycle of aninitiator packet asserted after the step
function has risen.

To check that packets are transferred it is specified that while the outstanding
transfer tracker is non-zero there must eventually be afirst cycle of a packet
asserted at the target interface. Also, on every occasion that thefirst cycle of a
packet is asserted at the target interface while the outstanding transfer tracker is
zero, each control signal of the packet will be checked to seeif it is equivalent to
that when thefirst cycle of theinitiator packet wasfirst asserted after the step
function had risen. To check that there are no unsolicited transfersit is specified
that it can only be possible for the first cycle of a packet to be asserted at the target
interface when the outstanding transfer tracker is non-zero. Asthe outstanding
transfer tracker forms part of the properties, the number of outstanding transfers
limit will be checked by specifying that it is not possible for the tracker to
overflow.
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Comparison of implementation methods

The two different implementations were compared from two points of view: the
time taken in subsequent verification of the properties, and the conciseness and
readability of the code. The results of the first comparison are reported in the report
on the verification case studies (D3.4/1): in fact there was no noticeable difference
in the performance of the running of the properties under the two different
implementations. However, the tracking outstanding transfers implementation had
anumber of other benefits over the fifo model implementation.

Creating afifo model in order to record al of the control signals for each
outstanding transfer was not atrivial exercise. The amount of modelling code was
far greater than that required for the outstanding transfersimplementation. This
activity therefore took alot longer to code and debug. Although the amount of code
in the properties for the fifo model implementation was less than the outstanding
transfers implementation, as it was only performing a more straightforward
equivalence check, this did not provide any real compensation to the amount of
additional modelling code.

As more of the property specific complexities were actually coded into the property
in the case of the outstanding transfers implementation rather than in modelling
code, it was possible to reuse the same model of the outstanding transfer tracker for
each property and to make changes in the property code alone. This aso provided a
greater flexibility to create new properties without having to create additional
modelling code.

Results

The functionality of the generic converter was specified by 63 properties, taking
2500 lines of code including the environment.

The specification activity, including both implementation techniques for the control
signal transfer properties, took 7 weeks.

R&D Value

The method of tracking outstanding transfers resulted in a significant reduction of
modelling code compared with the fifo model method which had been used for
other designs previously. Keeping modelling code to aminimumisa
recommendation of the document on Reuse-Aware Property Specification, D1.1/2

[5].

Productivity Enhancements

The testbench that had earlier been developed for the generic converter used a
scoreboard to check that outgoing packets are as expected. This scoreboard took 3
weeks to devel op.

The version of the property specification using tracking of outstanding transfers
aso took 3 weeksto develop (the other version taking 4 weeks). Thus there was no
noticeable difference in the specification effort, compared with atestbench. The
property set has advantages over the scoreboard in being more readable, and in
providing the possibility of exhaustive verification when it isreused for different
configurations.
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2.5 Random Number Generator

The activity on the Random Number Generator took place before the new Prosyd
tools were devel oped. Its purpose was to use and extend the methodology for
property specification described in D1.1/1 [4].

Design Characteristics

The Random Number Generator (RNG) is responsible for providing independent
random number streamsto several clients. It is able to read input streams of
random numbers supplied by an analog block. Which clients require to be serviced,
and the priorities between them, are determined by values in configuration
registers. Information about the input values read is recorded in status registers, and
the provision of output values to clientsis halted if thereis reason to believe the
input values are not random.

l register access

ck b [ ck a
<=
random =
output A&
streams random
) input
clients stream

Figure 2.5-1: Random number generator
Thedesignisredatively small, having 600 flip-flops and 2000 lines of code.
From the point of view of specification, interesting features are

Although of manageable size, it has al the featurestypica of blocks
receiving and transmitting data values — buffering, arbitration,
transformation between input and output streams, behaviour depending on
programmable control registers.

It isachallenge to capture requirement of randomness of the output
streams in atemporal logic such as PSL.
Goals

The goals of this case study were to develop a systematic property specification for
typical pass-through designs with routing and arbitration, and configuration and
status registers; and to understand how to use PSL in specifying features not
obviously amenable to temporal logic, such as randomness.

Tools Used

No Prosyd tools were used, but the document “ Property-Driven Specification of
VLS Design”, D1.1/1, was used as areference.
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Work Done

The property specification work started in paralel with the devel opment of the
microarchitecture and the first RTL model. The engineer specifying the properties
had detailed discussions with the designer. These were chiefly concerned with the
precise conditions under which the values read by the RNG can be assumed to be
random. Other points that needed to be clarified were the precise consequences of
writes to configuration registers, and the conditions under which flags in status
registers were cleared.

It emerged from the discussions that the designer and the engineer specifying the
properties had different interpretations of the rules for how the inputs from the
anal og block should be read. This block had been delivered, with a specification
document, from another part of the company. It was necessary to consult the
original designer of the block to clarify the relevant part of the document; and the
need for aformal specification of the conditions was a major factor in ensuring that
the right questions were asked, and precise answers insisted upon. Following the
discussions, it was clear that the interpretation the RNG designer had made was not
that of the designer of the analog block, and the microarchitecture of the RNG was
changed. Since the change came early in the design process, it was not costly.

The property specification broadly followed in the recommendations in “ Property-
Driven Specification of VLS| Design”, D1.1/1 [4]. The external specification was
divided into properties concerned with interfaces, performance and high-level
functionality.

Interfaces

Thefirst set of properties to be formulated were those for the businterfaces at the
configuration ports, and the output interfaces with the clients. The bus interfaces
were of a standard type, and the interfaces with the clients were simple, and clearly
specified in the document, so this part of the specification was straightforward. The
protocol for reading data at the interface with the analog block was also simple, but
in this case further properties were needed to ensure that this block was used
correctly — that the intervals between reads from the block were long enough for
the streams of input valuesto be guaranteed to be random.

Performance

The performance properties were taken directly from the functiona specification of
the RNG, and were concerned with the rates at which data can be supplied to
clients.

High-level functionality

For properties capturing the high-level functionality of the RNG, it was necessary
to expand on the approach indicated in D1.1/1. Asin that document, the
consequences of events at interfaces were specified: these were divided into two
types — register accesses and end-to-end functionality. Properties specifying the
effects of register accesses were derived from the functional specification. For each
register, there was also a property saying that the value of any read of the register is
egual to the value of the most recent write to it, where, for status registers,
“internal” writes due to events in the design behaviour are taken into account.

The requirement for the end-to-end functionality of the RNG isthat, if the values
read at the inputs are random, then so are the output values transmitted to each
client — and the outputs to the different clients are independent of each other. It is

22 The case studies



not possible to express this requirement directly in PSL. Instead, the requirement
was replaced by two others:

(1) If avalueisread only once at either of the inputs, it istransmitted only
once a any output.

(2) The combined streams of output values form a substream of the combined
streams of input values, where the input points at which the substreamis
selected are independent of the input data values.

These requirements are enough to guarantee randomness, since a substream of a
random input stream isitself random, if the points at which the substream is
selected are independent of the data values. Although (1) can be expressed in PSL,
(2) cannot. However, it can be shown that (2) follows from athird requirement,
which can be expressed in PSL, as a property of two identica copies of the design:

(3) If two copies of the design have identical control inputs, and their data
inputs differ at only one point in time, then their data outputs differ at only
one point intime, and if they do differ, they differ in the same way as the
datainputs at the point where they differ.

This property (3) was used in the PSL specification.

In addition to the register and end-to-end functionality, the functional specification
included requirements about arbitration priorities between clients. These properties
completed the high-level specification of the RNG.

The methodology described in D1.1/1 allows for an internal specification that
refersto internal design signals, as well as the external specification. The internal
specification consists of PSL properties that are not part of the specification of the
design as seen by its environment, but should be checked in the course of its
verification. The RNG design contains a control block, which implements most of
the functionality of distributing the input data streams between clients, and a
number of fifos, through which data values pass unchanged. The high-level
functionality properties can all be projected on to the control block. Theinternal
specification consisted of these properties on the control block, plus properties
characterizing the fifos. These are the properties that are actualy to be checked at
the verification stage. The combination of the properties of the control block and
the fifosimply the high-level properties of the whole RNG.

In thisway, a complete set of specification properties for the RNG was obtained,
and a complete set of properties to be checked at the verification stage. These
properties were the sole basis for verification of the design: there was no separate
testbench. In the course of subsequent verification, 5 implementation bugs were
found and fixed.

The specification activity took place over 2 months, and consumed 3 person-
months of effort, half of which was spent on developing the theory that allows
requirements about randomness to be captured by PSL properties about varying
inputs one at atime.

Results

The PSL specification consisted of 154 properties, which covered the whole
functionality of the design.

The framework of the property specification methodology was successfully
applied, although the strategy for specifying the high-level functionality had to be
refined and filled out.
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R&D Value

A method was found for using PSL propertiesto express the fact that randomness
is preserved from inputs to outputs, even though randomness itself cannot be
expressed in PSL.

Productivity Enhancements

The effort on specification was 6 person-weeks (apart from time spent on
development of theory, which is a one-off). There was no testbench verification
environment for this block, but most of the properties are close to what would be
contained in atestbench, being concerned with the effects of registers, etc. For
these properties, which took almost the whole 6 weeks to formulate, it is
reasonabl e to estimate that the time to devel op an equivalent testbench would be
the same.

Ontop of this, there is the specification of the randomness preservation feature.
Thiswas very short in PSL, taking one day. In fact, amajor motivation for
applying PSL to this design was that it was not clear how to develop asimulation
environment to test for randomness preservation. At the very least, the FIPS 140-1
tests [6] would have to be applied to the outputs to each client. These involve
analysis of the patternsin output streams of 20,000 bits. Results of work on the
anal og block supplying the random numbers indicate that this takes at least 1 week
to set up. Further, ways must be found of checking that the output streamsto the
different clients are independent, which will take at least a further week.

The estimated total effort for atestbench environment is therefore 8 weeks, where
the 2 extra weeks compared with the property-based approach are concerned solely
with the preservation of randomness.
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2.6 Transport Front End

The Transport Front End is a substantial 1P consisting of several independently
devel oped components. The most important of these are shown in Figure 2.6-1
below.

| nput stream
packet extractors RAM N

DMA

Figure 2.6-1: Transport Front End

The IP receives input streams from several sources, and has to extract valid packets
from these streams and place them in buffersin system memory. Thefirst phase of
the process contains the algorithms for extracting valid packets from a serial bit
stream. The blocks (“input blocks™) that implement these are highly parameterized,
in order to handle awide range of packet formats. After thisfirst phase, the packets
are stored temporarily in internal RAM, from which they are retrieved by a DMA
engine and transmitted over the system bus to main memory. Thereis asingle port
to the internal RAM, and accesses from the input blocks and the DMA are
controlled by an arbiter.

In addition, there is a block (not shown in diagram) that examines a table of packet
identifiers (PIDs) in main memory in order to filter out any packets whose PIDs are
not wanted. The host CPU can access all the blocks, either for configuration
purposes, or to provide the DMA with information about addresses of memory
buffers.

Property-based specification and verification were both applied to thisdesign. In
this document we report on the process and results of the specification activity.

Design Characteristics

The whole design has 7000 flip-flops and 15K lines of codein an RTL model. A
transaction-level model has 5K lines of code. In terms of size and complexity, it is
atypica medium-sized IP, whose design took 1 year from architectura
specification to delivery of a mature implementation for integration.

From the specification point of view, the technical features of interest are

The mainly linear flow in the design. The overall flow of content is
through the input blocks to the RAM and then through the DMA to main
memory. Within the input blocks, there are four subblocks for consecutive
processing stages, with no feedback between the subblocks, although the
interfaces between the subblocks are not standard bus interfaces, and the
protocols at these interfaces have some tricky details. This makes it
possible to devel op property specifications of the individual blocks
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separately, and simply to put them together as a specification of the whole
IP; although care needs to be taken about the details of the interfaces, and
about the small amount of interaction that thereis (for example, the DMA
informing the input blocks which area of theinternal RAM it has read
from).

The parameterization of theinput blocks. There are 20 parameters of these
blocks, such as packet length and endiannness, controlling how the bitsin
the input streams are interpreted. It is a challenge to organize the
specification so that al possible combinations of these parameters are
tested.

Thetreatment of errors. The IP extracts packets by detecting patternsin
the bit stream that could be the start of a packet, and then accepting valid
bits until either it has a complete valid packet, or it finds something
inconsistent with a complete valid packet, in which case it discards the
partia packet. It may be that valid packets fail to be detected because of a
false start just before they start. It is desirable that asfew valid packets as
possible are lost, but it is costly to backtrack and catch all packets;
initialy, there is no precise specification of the requirement about how
many packetsit istolerable to lose. Details like this only emerge as the
implementation takes shape. They can be specified in PSL, but these
properties do not drive the design.

Goals
The goals of this case study were

To ascertain that afully property-based specification isfeasible for a
typical industrial design of moderate size.

To assess the productivity benefits of a property-based specification for
such adesign, compared with areference model and testbench.

To understand the relationship between property specifications for
individual components and a property specification for the whole design,
and to provide guidelines for specifying other similar blocks where the
flow ismainly linear.

Tools Used

The property simulation and assurance tool RAT, D1.2/4-5, was used on two
blocks. In both cases, the purpose was to exercise the tool. Property simulation was
tried on properties of the PID filter block, because some of these properties were
complex and could easily be wrongly formulated. Property assurance was used on
one of the four subblocks of the input block. In this case, the purpose was to see
how RAT coped with alarge number of simple properties, and whether it was
possible to combine a number of low-level propertiesto prove the validity of a
high-level property.

Work Done

The property specification started when the first draft of the informal functiona
specification had been completed, and the RTL implementation was just starting.
In general, the process was for a PSL specification of each of the major blocks
(input block, PID filter, RAM arbiter, output DMA and SRAM interface) to be
based on the functional specification, with clarification of any ambiguous points
through discussion with the designer. The PSL properties were checked on
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successive versions of the design as they were implemented. The first bug dueto a
property failure was found one week after starting writing properties.

Two of the blocks —the Input Blocks and the DMA - are of substantial complexity,
and the mgjority of both the design and verification effort was devoted to these.
Both these blocks contained a number of subblocks, and a decision had to be made
as to whether to specify property for the whole block, or for each subblock
separately. The latter option was chosen. Advantages of thiswere

When it came to verification, the checks were within the capacity of formal
property checkers

In checking a new version of the design (regression testing), if changes had
been made in only one part of the design, it was only necessary to re-check
the properties for that part

Theindividual properties were mostly simpler than they would have been
for the whole block

Each subblock of the input block depends on only some of the 20
parameters, and it is possible to cover their ranges, either completely or by
choosing enough representative values. If properties were specified for the
wholeinput block, it would be impossible to cover enough representative
combinations of values.

Disadvantages were

Thetotal number of propertiesis much greater when properties are
specified for each subblock.

Theinternal interfaces between the subblocks are not as carefully specified
as those between the main blocks, and there is scope for error in
formulating the PSL properties.

The properties at the level of the subblocks involve some implementation
detail that is not in the functional specification, and could change between
one release and another.

In addition to this bottom-up specification, atop-level formal specification of the
whole Transport Front End was written by a different engineer. This top-level
specification corresponds to the external specificationin D1.1/1, whereas the
bottom-up specification corresponds to the internal specification. However, the
top-level specification was not intended to be used directly as areference for
verifying the implementation. Indeed, several propertiesin the top-level
specification were formulated in away that cannot easily be expressed in PSL. For
example, “if the input stream contains a sequence of valid packets, then the stream
of writes to the memory buffer contains that sequence of packets, except possibly
for thefirst and the last”. The top-level specification is used chiefly as areference
for the bottom-up specification, by demonstrating that the propertiesin the bottom-
up specification guarantee that the top-level specification is satisfied.

The style of the main functional properties was based on the recommendation in
D1.1/1, section 2.2.1, to write a property whenever an event at one interface
triggers another event. For example, one of the subblocks of the input block
collectsthe valid seria data bits and outputs them in parallel as bytes. The property
specification defines a variable bits_input that models how valid input bits are
counted in, and includes a property that says an output request is made when
expected:

vunit eight_bits_input_neans_req {
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"Expect to see req raised when 8 bits input”
ASSERT

always ({(bits_input = 7) & input_is valid &
lbyte restart} |=>{!req[*]; req}!);

}

Thereisalso aproperty to say that output requests are only made when they should
be, writteninterms of avariable output_byte was ready that models when afull
byte has been received:

vunit req_only after_eight _bits input {

"When req happens, nust be only because 8 bits was
i nput"

ASSERT
al ways ({req} |-> {prev(output byte was ready)});
}

Finally, thereis a property to say that the output datais as expected, when the outpt
request is made. This property illustrates Guidelines 1, 2 and 3 of D1.1/2 [5] on
reusable style: the main property is built from two subsidiary named expressions,
one of which is parameterized. This makes the main property more compact and
readable.

Sequence eight _bytes input := {input_is valid[->]};
Sequence data (boolean b) :=

{'input _is valid[*]; input _is valid & ts_data(7) =
b};

ASSERT
forall d(7..0) in bool ean:
al ways {
{{byte_restart; !byte restart[*]} &&
{eight_bits_input[+];
data(d(0));
data(d(1));
data(d(2));
data(d(3));
data(d(4));
data(d(5));
data(d(6));
data(d(7))}};
req[->]}(output_byte(7..0) = d(7..0));

For some blocks, the relationship between events at one interface and the events
they trigger is more complex. For example, the completion of a packet triggers
both awrite of the datato the internal RAM, and a notification to the DMA that
this write has been made. Care has to be taken in specifying the relationship
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between the data write and the notification. A summary of a systematic approach to
specifying properties for linear flow of datathrough several blocksisgivenin
Section 4 of this document below.

It was not so easy to fit the specification of the DMA into this pattern, asit operates
under the control of an autonomous state machine, rather than responding to
externa stimuli. The PSL specification of the DMA was developed by following
closely theinformal functional specification, which describes the sequence of
states that the DM A goes through, and the data that is fetched or transmitted at
each stage. Constructing an accurate specification of the DMA was the most
complex and lengthy task in the Transport Front End PSL specification, because of
anumber of features of the design. In particular, the DMA does not always transfer
whole packets, but may leave the end of one packet to be transferred at the start of
the next one; the DMA reads from the RAM not only the data to be transferred, but
aso information about where and how to send it; and the read for one process
overlap with the writes for the previous one.

By contrast, the RAM turned out to be well suited to a PSL specification. The
actual memory array had been separately verified; it was replaced by asimple
memory model, and the task was to verify the interface block, responsible for
managing the bus protocoal, the queues of requests and responses, and accessing the
correct locations in physical memory. The properties specifying this interface block
consisted just of a set of bus protocol compliance properties, which were taken
directly from alibrary for the STBus (D1.5/1), and a single additional property,
stating that the value of aread at any location is equal to that of the most recent
write to that location.

Vdidation and debugging of the PSL specification was achieved in three ways.
First, adocument listing the properties, expressed in precise English corresponding
to the PSL formulation, was reviewed by the designers of the IP, to check that they
represented what was intended. Second, the process of checking the properties
against the implementation gave afal se negative result when there was either an
error in the actual coding of a property, or too weak a set of assumptions about the
environment. These debugging methods are not new to Prosyd, and are effective at
finding errorsin the PSL specification. What was new to this case study was the
method of validating the completeness of the set of properties by referenceto a
high-level formal specification of the functionality, in terms of the relationship
between input and output streams. The document containing this specification aso
included awritten argument explaining how the low-level properties guaranteed
the satisfaction of the high-level requirements. In the course of constructing this
argument, it was discovered that 20 properties needed to be added to the first pass
of the specification of the two main blocks, which consisted of about 500
properties.

RAT (D1.2/4-5) was used on one of the components of the input block. The
purpose was to explore the potential of RAT. Because the PSL specification for all
the components of the Transport Front End contained significant amounts of
modelling code, which isnot at present supported in RAT, it was not possibleto
use the entire PSL specification as an input for RAT. However, for one subblock of
the input block, the modelling code was manually transformed into aformat that is
supported by RAT. The results of this investigation are summarized in Section 3 of
this document below.
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Results

In all, 969 PSL properties were used to specify the Transport Front End, amounting
to 20K lines of code, including the environment. These covered the complete
functionality except for two things:

1. The properties covered the | P once it was set up and running in normal
mode. Things such as test mode, and enabling and disabling streams, were
tested in simulation without reference to PSL properties. It would have
been possible to cover these aspects with properties, but this would have
involved opening a new area of specification, and since the features could
easily be tested in simulation, these tests were considered sufficient.

2. In some cases, the PSL specification was not fully parametric in the design
parameters, but specific representative values were chosen. This was the
case, for example, for the packet length, which affects the design in so
many different waysthat it is hard to write a specification in whichiitis
simply a parameter.

When the IP was subsequently integrated into a larger system and simulated, it
emerged that there were errorsin two of the properties; in both cases, the PSL
specification had wrongly interpreted the details of the informal functional
specification, in exactly the same way as the RTL implementation had done. There
isno way of completely eliminating this sort of error, although more time devoted
to review can reduce the risk.

The complete PSL specification was carried out over a period of 9 months, and
took 8 person months of effort, including debugging and validating against the
higher-level specification.

R&D Value

The chief innovation in this specification case study was the use of atop-level
specification as areference for the lower-level properties. As described above, the
use of this reference was effective in ensuring the completeness of the set of
properties.

The proof of arefinement relationship between the specifications was done
manually. The results of the study with RAT (D1.2/4-5) on one of the subblocks
indicate that RAT could be used to automate at least part of the proof of
correspondence. But we would not expect RAT to provide a compl ete sol ution:
firstly, because the higher-level specification was not entirely in PSL; secondly,
because the most vital part of the process is getting a complete high-level
specification in the first place. Developing systematic ways of doing thisisthe key
to having confidence in the formal specifications.

Productivity Enhancements

Thetota effort needed to develop a PSL specification was 8 person months. Asa
comparison with traditional specification methods, the effort to develop areference
model and a verification environment for a previous design of similar size and
complexity, performing a similar function, was 7 months. In so far as any
significance can be read into this difference, it is due to the fact that the model-
based specification was performed just at the level of the whole IP, whereas the
property-based specification was performed for each of the major components.

There were no direct figures available for testbench specification efforts on the
individual components: in order to compare efforts for these, an expert in testbench
devel opment was shown the informal functional specifications, and asked how
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long it would take a competent engineer to devel op a testbench for each component
(without actually carrying out the verification). The expert has a good record of
delivering to predicted timescales. The results were

Component | Number of Person- Estimated
properties, weeks’ effort | effort to build
flip-flops, LOC | for PSL spec | testbench

Input block 240, 570, 3000 | 13 16

DMA 270, 1200, 15 12
2500

Arbiter 227,110, 4000 |2 3

PID filter 59, 290, 450 2 3

SRAM 52, 500, 1500 1 2

interface

Table 2.6-1: Effort on components of Transport Front End.

These results indicate that for the arbiter, PID filter and SRAM interface,
reductionsin effort of 30-50% are typical. These components are of moderate size,
and the ways to organize their property specifications are well understood. For the
larger components, the input block and the DMA, the advantage was less clear, and
indeed the DMA specification took longer than devel opment of atestbench. Itis
expected that, with more experience of property specification for larger blocks, the
effort required to develop the specifications will decrease.

2.7 Bus Protocol

Design Characteristics

Two system on chip bus protocol s congtitute the object of this case study, the ST
proprietary one and the latest generation of the Amba standards, AXI.

The ST proprietary protocol is aflexible and structured communication framework
which comprises three incremental variants with differing performance and
complexity cost. Type 1 istargeted at hardware components requiring simple, low
complexity medium data rate communication with the rest of the system,
supporting alimited range of operations. Type 2 supports al type 1 functionality as
well as split transactions, compound operations and source labeling. It istargeted at
devices which need high performance and pipelined operations. Type 3 isthe
highest performance and complexity variant which supplies in addition to type 2,
the feature of shaped request / response packets and the ability to re-order
outstanding operations. The transactions are exchanged through a single composite
two-way reguest / response channel of which each path (either request or response)
is governed by a handshake between dedicated control signals. The data conveyed
by the transactions are structured according to various layers (cells, packets,
chunks and messages). The protocoal is fulfilled through two asymmetrical roles,
initiator and target. Each type/role pair is characterized by a set of PSL GDL
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properties that was devel oped prior to PROSY D and has been extensively used
since then on every hardware component with a ST proprietary protocol interface,
in order to prove the protocol compliance of the component RTL implementation,
or monitor it in simulation.

AXI has quite similar functiondities to the ST Bustype 3 but a different
organization. Implemented through two asymmetrical roles, the slave and the
master, the protocol enables addresses to be issued ahead of the actual datatransfer
and supports multiple outstanding transactions as well as out of order transaction
completions. The transactions use an infrastructure made up of five independent
channels each of which is devoted to read address, read data, write address, write
data, write response, and each of which isruled by a handshake between dedicated
control signals. The transactions are bursts of fixed or variable length, for addresses
either wrapping, incrementing or non-incrementing. Atomic operations using
exclusive or locked accesses are also permitted for the transactions.

Goals

This case study aimed at refining our specification methodology of the hardware
bus protocols at two levels:

- functional by addressing the features that are the protocol use profiles and
optiona signals and that turned out to be important in the light of experience

- infrastructural by formatting and organizing the property code in the most
reusable and portable way, taking into account the tools context in terms of PSL
support

Tools used

PROSY D specification methodology (D1.1/1) and reuse methodology (D1.1/2)
were applied to the bus protocols as much asit was permitted by their particular
nature. The PROSY D Example handbook (D1.1/3) was aso consulted as a
supplement to the PSL LRM to ensure the correct use of distinguished PSL
constructs.

PSL Text, the PROSY D textual property specification editing mode (D1.2/6), was
used on all the PSL code related to this case study.

The RAT property assurance capabilities (D1.2/4-5) were used for the property
specification activity that involved the ST proprietary bus protocol.

Work done

STBus

A set of properties capturing the protocol compliance requirements of each variant
of the STBus interface was available before work on this case study started. The
purpose of the case study was to improve the property set, in the following three
ways.

1. Severa years of experience with our standard set of ST proprietary bus
protocol properties attracted our notice to the fact that a significant
proportion of the concerned designs were not referring to the ST
proprietary type 3 initstotality but to a sub-profile of it. The standard set
of properties had become too heavy for these particular designs and
required to be adapted. According to the sub-profile, the targets actually
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handle packets in order. Thisled us within the framework of this case
study to enhance our existing set of properties, with an additional set of
simplified properties used since then on the concerned designs. For targets
that handle packets in order, the new property set is equivalent to the old.

2. Our initial approach to optional signals consisted in disabling entirely the
ST proprietary bus protocol properties in which they were involved, when
the relevant interface did not contain them. Instead it would have been
possible to handle a variable geometry set of properties with differing
variants of each property involving optiona signals. Within the framework
of this case study, we refined our existing set of standard properties
according to this finer approach. In the new set, the full version of each
property contains all the relevant signas, even if they are optional. When
the property is used for an interface where some of the optiona signals are
absent, they are replaced by fixed default values, resulting in a
specialization of the property appropriate to the particular interface.

3. Theoriginal specification did not make principled separations between
properties about objects at different levels of hierarchy (cells, packets,
chunks, messages). For example, a property about chunks was expressed in
such away that it had to be checked every time one of the signalsin it was
asserted, rather than only at the transitions between one packet in a chunk
and the next. The properties were reformulated so that they could be
organized into properties about cells; properties about packets; properties
about chunks; and properties about messages. Thisis a generalization of
the recommendations for interfaces in the methodol ogy document
(D1.1/1), wherefirst properties about single signals are written, then
properties about relationships between signals at the same interface. Here
we have extended the approach so that we write properties first about
single cells, then about relationships between cells in packets, etc.

The fact that the new properties are equivalent to the old was proved using
RAT. For more details, see section 3.2.

PSLText (D1.2/6) was used to handle the code of the existing ST proprietary bus
protocol properties and to write the properties added by the specification
refinement.

AXI

The hundred pages ARM specification document of the AMBA AXI document
was converted into a set of propertiesfor ST internal use only, following our bus
protocol specification methodology of which the main aspects are described
through the details reported hereafter. The protocol rules that can be inferred from
the ARM specification text are of two types:

mandatory
optional

Note that thereis not always an explicit differentiation and the wording hasto be
examined carefully in order to find out the concerned category.

The mandatory rules concern the basics of the protocol (cf. example 1) while the
optional ones often refer to performance considerations (cf. example 2). Note that
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even if the statements that are related to implementation choices (cf. example 3)
can be easily trandatable into properties, they do not constitute actual rules and
were not addressed as part of our set of developed properties.

Example 1 “AWVALID must remain asserted until the slave accepts the address
and control information and asserts the AWREADY signal”

ASSERT
al ways {AWALI D && ! AWNREADY} |=> { AWALI D}

Example 2 “The recommended default value for AWREADY is high”

ASSERT
al ways {true} |=> {true[*]; AWREADY}!

Example 3 "It is aso acceptable [for the dave] to assert READY by default prior to
the assertion of VALID". (As stated above, this is an example where thereisno
corresponding property.)

Beyond the distinction between the roles of master and slave, the properties were
organized according to two guidelines:

a bottom up approach starting with the rules that refer to the lowest
abstraction level (handshakes, stability of control signals) up to the highest
(transaction well-formedness), similar to that adopted in the third of the
improvements to the STBus property set described above

specification of each property together with the minimal set of assumptions
whichiit required

PSLText (D1.2/6) was used to write the code of the properties devel oped for the
AXI protocol and then to handleiit.

The property set which describes a bus protocol is by essence astrongly reusable
object. The mgjor concerned kinds of reuse from the reuse methodol ogy document
[5], D1.1/2, are:

Reuse between designs, in various system on chips (SOC)

Reuse between designs, on several hardware components of a given SOC
(models of the same abstraction level e.g. RTL)

Reuse at differing abstraction levels (RTL, SystemC) and for combinations
of them (co-simulation of platforms with RTL model s together with
SystemC models)

Coupled with the reusability, comes the parameterized nature of a bus protocol
property set. Examples of parameters are the data and address bus sizes. PSL
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mainly has very few specific features to handle parameterized code, named
properties and sequences. These features are clearly insufficient for the bus
protocol context which needs parameterized vprops, vmodes and vunits. We took
the opportunity of this case study to submit arequest for this language extension to
the IEEE-1850 standardization committee.

This reusability requirement imposes for the property code to be as much portable
aspossible.

The portability refersto a defined set of tools. We considered as a reference set of
tools, not only the specification and verification PROSY D ones concerned by this
case study but also the functional verification ones used in our organization flow.
Asthe Verilog flavour of PSL isthe common denominator of al thetoolsin
question, our AXI property set was specified using that flavour. Also to get the
most portable property code, we used as much as possible the SERE coding style
with aminimum of modeling layer. A feature which is difficult, not to say
impossible, to handle without modeling layer is tracking outstanding items, as
shown by the following property example.

reg in_burst;
reg[ 4: 0] outstandi ng_awalids;

W re wdata_ack;
wire first wvalid;

assi gn wdata_ack = W/ALI D && WREADY && (WD ==
"1 D_VALUE) ;

al wvays @ negedge ARESETn or posedge ACLK)
begi n
if ('ARESETn) [/ reset
in_burst = 1'b0O;
else if (wdat a_ack)
in_burst = ! WAST,
end

assign first_ walid = !in_burst & wdata_ack;

al wvays @ negedge ARESETn or posedge ACLK)
begi n
if (!/ARESETn) // reset
out st andi ng_awal i ds = 0;

else if (first_walid & ! ( AWALID && AWREADY) &&
(out standi ng_awal ids < 10))
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out st andi ng_awal i ds = out st andi ng_awval i ds + 1;

else if (!first_walid & (AWALID && AWREADY) &&
(out standi ng_awalids > 0))

out st andi ng_awval i ds = out st andi ng_awal ids - 1;
end

ASSERT
al ways {outstanding_awalids > 0} |->
{' AWVALI O} *]; AW/ALID}!;

Asthe mgjority of our referencetools and especially Rulebase among the

PROSY D tools were supporting embedded PSL, it was possible to meet our
parameterized regquirement by embedding our set of PSL propertiesinto aVerilog
read-only module as shown by the simplified AX| example hereafter. This
permitted us to benefit from all the Verilog facilitiesin that areaand palliate the
related PSL insufficiency for the time being. To be verified, aread-only Verilog
module can be instantiated either in a PSL file within avunit if it is supported by
the tool used, or in an HDL file.

nodul e axi _master_extract (ARESETn, CLK, W/ALI D,
WREADY, WDATA);

par anet er wdat a_bus_si ze = 31;

i nput ARESETN;

i nput CLK;

i nput W/ALI D

i nput WREADY;

i nput [0:wdata bus_size] WDATA,

/1 psl default clock = (posedge CLK);

I

/'l "Recommended : WDATA is stable with WALID'
/1 psl ASSERT

Il psl al ways {WALID && ! WREADY} | =>
/1 psl {WDATA == prev(WDATA) };
endnodul e

Results

On the one hand, the number of propertiesto cover the ST proprietary bus protocol
was expanded up to 249 following the specification improvements above. On the
other hand, a set of 144 properties were coded to specify the AXI protocol.
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The accuracy and completeness of the properties were confirmed by review by
experts and designers using the protocol, and in the case of STBus, by the chief
architect responsible for the protocol.

R& D value

The added value of this case study istwofold. It provides aformalization of a
specification methodology refined and proven to be effective by its application to
two complex bus protocols widely used in SOCs. It also suppliesaflexible
infrastructure for the verification of a bus protocol property set in ademanding
hardware design flow.

Productivity enhancement

A total of 4 person months (of which 3 were outside and prior to PROSY D) was
needed to get a complete property specification of the ST proprietary bus protocol
whileit took only 2.5 person months to cover AXI solely within the framework of
PROSYD. Given that the complexity of the two protocolsis comparable, as well
astheir asthe density and clarity of their specification documents, the difference
between the amounts of time needed, and the productivity enhancement observed
with AXI, can be explained by the experience built on the ST proprietary bus
protocol. This confirms that the availability of a precise enough and focused
methodology to follow is determining for the quality and efficiency of the
specification process execution.

2.8 Memory Interface

Design Characteristics

The IP aims at being able to interface with arange of non volatile memory (NVM )
interface standards e.g. nand flash, compact flash, smart mediacard, ... ThelP
carries out the data transfers between the ST proprietary bus and any of these
external memory cards, performing the appropriate formatting of the data.
Various operating modes are also permitted for the data transfers. In order to
support the corresponding configurations, the IP is organized around a 32 bits
RISC CPU through which through a bunch of registers controls the HW in charge
of the actual datatransfer and formatting job. This mixed architectureis
representative of awide range of 1Ps given the growing complexity and integration
of design features.

The non CPU HW components are:

- agenera purpose set of 10s which allows one to configure each IP depending on
the NVM interface standard and the transfer stage

- ageneric parallel interface which provides the communication facilities for the
direct interactions with the externad memory cards

- two different interface blocks with the ST proprietary bus
one dedicated to the transactionsto program the CPU registers (type 1)
another one to the data transfer transactions (type 3)

- abuffer used to store the data exchanged with the external memory card during
the transfer to face the latency / bandwidth difference with the bus
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Figure 2.8-1: Memory Interface macro-block diagram.

In order to be used with any NVM card, the IP has to be previously configured. An
important part of this configuration stage consistsin an appropriate SW being
loaded in the CPU program memory through the bus interface and the buffer. A
datatransfer can then beinitiated by a command from the host (through the
programming of dedicated CPU control registers) and the code corresponding to a
command in question can be run with the following effects. The peripheras are
controlled to set up appropriate 10s, the command is reformatted / sent to the card
and the data transferred through the memory interface from the host to the externa
memory card or from the card to the host.

The whole IP distribution contains 80K lines of code which represents 7319 flip-
fops and 231547 gates according to Rulebase Parallel Edition if we exclude all
embedded memories and register files. The top level module has 276 inputs
including 2 clocks, one governing the sole businterface type 1 and the other
cadencing al the rest of the IP.

Goals

This case study first aims at assessing on an actual living IP development project
the PROSY D specification methodology as described by deliverable D1.1/1 [4]
and the specification tools. Secondly, the case study aims at identifying hardware
component patterns commonly used in designs and proposing a standard property
organization for them.

Tools used

The PROSY D specification methodology D1.1/1 and reuse methodology D1.1/2
served as guidance to conduct the property specification of this case study. They
were regularly consulted during all the specification process as well asthe
PROSY D Example handbook D1.1/3.
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The PROSY D textual property specification editing mode, D1.2/6, was used on all
the PSL code related to this case study.

The RAT property simulation capabilities, D1.2/4-5, served to validate
distinguished properties of the buffer component. Some use of the RAT property
assurance was also envisaged on properties covering the pass-through
functionality.

Work done

The PROSY D work on this case study was performed as a part of the whole
memory interface development project within our organization. We undertook the
activity in tight cooperation with the designers and architects who were not only
exposed to the property-based approach but actualy directly involved in running
that approach to some extent. The purpose of this IP devel opment project was to
enhance the exigting version of the IP in two related areas:

- moving to a communication schema with the host made through the ST
proprietary bus

- extending the usability of the paralel interface operating modes accordingly

Hence it was agreed with the project team that the property based approach
contribution will concern all the HW components involved in the new architecture
the onesthat changed (parallel interface) and the new ones (buffer and the two bus
interfaces). These components actually congtitute the original part of the IP as the
CPU and the |Os are themselves generic | P that have an existence beyond the
memory interface and were designed and verified as separate projects.

Within this particular context, the properties to cover the distinguished components
were specified and coded as long as the functional specification refinement was
progressing, directly feeding it. Note that this project context is widely spread, as
the mgjority of IP projects now concern enhancements/ evolutions, with a
significant part of the design being reused from existing components.

The functional specification of each considered hardware components was
converted into a series of comprehensive PSL properties following the framework
of the PROSY D specification methodology D1.1/1 [4], starting with the capture of
the external specification and then moving to the internal specification. The
directives of the reuse methodology D1.1/2 [5] were followed to code the reused
properties of which the relative proportion was quite significant.

Each set of developed properties was ensured to be complete with respect to the
concerned hardware component by peer reviews as well as architects and designers
reviews.

Hereafter afunctional overview of each treated hardware component is given,
together with samples of each type of property involved in its specification.

Bus interfaces

Type 1 conveys read and write transactions from the bus to the CPU registers. It
sends back an error response to each request for non supported types of
transactions. It services all supported types of transactions requests in a determined
time schedule.

Type 3 conveys read and write transactions from the bus to the buffer. It sends
back an error response to each request for non supported types of transactions.
When servicing each request for supported types of transactions requests, it waits
for the buffer to meet appropriate conditions (availability of spare place inthe
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buffer in case of write or availability of datain the buffer in case of read) to
respond and complete the transaction.

The ST proprietary businterfaces are described by a pre-defined standard set of
properties (built several years ago but regularly updated according to specification
changes) which captures the complete property specification of the ST protocol.
These properties are used and checked on each |P with an ST bus interface.

While the non ST proprietary bus interfaces were described by ad-hoc properties
within the external specification of the bus interface blocks, the ST proprietary bus
interfaces just referred to the standard properties, bound with the actua design port
names as shown by the following example.

vprop no_grant _retraction {
ASSERT

always (t3_target_gnt & !t3_target_req -> next
(t3_target _gnt));

}
Buffer

It has four channels (two for the CPU, one for the type 3 businterface, one for the
parallel interface, CPU) and two RAM banks. Only one channel is active at agiven
time, writing or reading. Access to the banks is exclusive in write and read but
while abank is read the other can be written.

The buffer has two operating modes, one current mode and another one dedicated
to the SW load stage. In the latter mode, firmware code and data which are treated
separately are first written by the bus into the RAMs and then the RAMs are read
by the program RAM interface CPU channel. The used RAM bank and address are
determined by the relative position of the write with respect to the beginning of the
SW load stage.

In the current mode (post SW load), the CPU programs dedicated registers of the
buffer, fixing which RAM bank can be accessed in read and write modes. Then
either the type 3 businterface or the parallel interface can read or write the
dedicated RAM bank accordingly.

As part of the external specification, the interface signals that control the register
programming are governed by the three following properties of which code was
reused for other considered components than the buffer.

vprop
read_fromcontrol _register return_last_witten_val ue_or
_reset value {

reg [31:0] last_witten_val ue;
al ways @ posedge cl k or negedge rst_n) begin

if (!rst_n)
| ast_witten_val ue <= 31' hO;
el se
if ((periph_reg_add[31..2] == ‘ADDR DBCR) &&

peri ph_reg_w)
last_witten_val ue <= periph_reg_data wr;
end
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ASSERT
al ways ((periph_reg _add[31:2] == ‘ ADDR DBCR) &&
peri ph_reg_data_rd)
->(periph_reg data rd_buffer(31:0)
== |last_witten value[31:0]));
}

vprop
wites to control _register result_in_ad hoc_signal s _hav
i ng_val ues {

ASSERT
forall d[31:0] bool ean :
al ways ((periph_reg_ _add[31:2] == ' ADDR _DBCR) &&

periph_reg_w && (periph_reg data w[31l:0] ==
d[31:0])) -> next(dbcr[31:0] == d[31:0]));

}

vprop effect of progranmm ng value is _as_expected {

ASSERT
al wvays (((periph_reg__add[31:2] == ‘ ADDR DBCR) &&
peri ph_reg w && periph_reg data w[8]) -> next
('buf _raml1l we n until ((periph_reg_ add[31l:2] ==
“ ADDR DBCR) && periph reg w &&
Iperiph_reg_data w[8]));

}

Slightly different properties were expressed under aviewpoint internal to the
design, involving actual register signals.

vprop effect of progranmed _val ue is_as_expected {
ASSERT
al ways (dbcr(8) -> !'buf _ramil1 we_n);

}

Always as part of the internal specification, similar properties were written
involving internal signalsto cover the correct update of status registers.

Distinguished properties from both the buffer external specification and its internal
specification were validated independently of the RTL design model, using the
RAT property simulation D1.2/4-5.

Parallel interface

The parald interface works in two exclusive modes input (resp. output), it sends
(resp. reads) dataon /O ports, it generates write (resp. read) enable or clocks
signals on the dedicated I/0s. The same infrastructure based on a bunch of
registers, a FIFO and two communication buffersis shared by two operating
modes.
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The data flow between the CPU-buffer combo and the externa card can be split
into two main stages, one between the CPU-buffer combo and the FIFO and
another one between the FIFO and the card.

Towards the external card, the data move from the FIFO to the communication
buffersthat are used alternatively. The FIFO content is transferred to one
communication buffer as soon asit isfull or contains the last piece of datato be
transferred. The same rule applies from the data transfer in the reverse direction for
the read data from the external card.

There are two exclusive datapaths between the CPU-buffer combo and the FIFO:
non vectorial

in output mode, data are taken from the buffer by the SW plugin, written to
dedicated registers of the parallel interface before feeding the FIFO under the
SW plugin control. Data follow the same path in the reverse direction for input
mode.

vectoria

data are moved between the FIFO and the buffer in a single operation without
intermediary

The datapath to be used is enabled by programming a specific register.
The vectorial datapath can be ruled according to 2 different modes:
manual

the vectorial transfer is controlled by the CPU using specific registers of the
paralel interface

automatic
the vectorial transfer is carried out by the hardware
The vectorial datapath mode is selected by programming a specific register.

Therange of dl the paralldl interface operating modes and the relative part taken
by the CPU in their control required various combinations of environment
assumptions to capture the corresponding SW behaviors. Most of these
assumptions correspond to the rules according to which the parallel interface
registers can be used by the SW (the legal sequences of control registers
programming and status registers examinations). An example of these assumptions
is:

vihode no_new start _before_previous_end _of communi cation

{
ASSUME

never {PCR1(15); 'PISR(2)[*]; PCR1(15)};
}

In comparison with the actual properties, twice as much effort was needed to
formulate these assumptions, as the concerned rules were partialy documented in
the functional specification document.

Thetypical high level functional properties from the external specification
covering the pass-through behavior, were first captured through a model based
property framework. The modeling layer implements a score board, herea 2
dimension memory array which keeps a copy of each data put on the input side and
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usesit asabasisfor acomparison at output side. This framework is presented
hereafter for the non vectorial input mode.

vprop input_node_non_vectorial transfer {
wre in;
wre out;

wire [15:0] dat a_out;
wire [15:0] data_in;
reg [ 15: 0] ptr_in;

reg [ 15: 0] ptr_out;
reg [15: 0] menory[ 0: 11] ;

assign in = periph_reg w && (periph_reg addr ==
ADR _PFDR) ;

assign out = afo_ctrl ;
assignh data in = bus_s;
assign data _out = afo_data;
al ways @ posedge cl k or negedge rst_n) begin
if (!'rst_n) begin
for (i =0; i <12; i =i+1)
menory[i] <= O;
ptr_in <= 0;
ptr_out <= 0;
end
el se begin
if (in) begin
nmenory[ptr_in] <= data_in(15:0);
ptr_in <= ptr_in +1 % 12;

end
if (out)
ptr _out <= ptr_out +1 % 12;
end
end
ASSERT
al ways (out ->(data_out[15:0] == nenory[ptr_out]));

}

An dternative property framework was devel oped, based on a high level view of
the functionality without any implementation consideration. The code of these
propertiesis presented hereafter using distinguished data pattern data 0, data_ 1 for
the sake of clarity.

vprop any_input_data_is eventual |l y_out put {
ASSERT

Case Studies in Property-Based Requirements Specification
The case studies 43



always ((in & data_in == data_0) -> (eventually! out
&& (data_out == data_0)))

vprop any_out put _data_has_been_previously_input {
reg [7:0] outstanding 0 = O;

assign increment = (in & !out);
assign decrement = (!in & out);
al ways @ posedge clk or negedge rst_n) begin

if (!'rst_n)
out standi ng_0 <= 8' dO;
el se
begin

if ((increment && data_in == data_0 &
(outstanding_0 < 15))
outstanding 0 <= outstanding 0 + 8' dil;
el se

if (decrenment &% data out == data 0 &&
(outstanding 0 > 0))
outstanding 0 <= outstanding 0 - 8'dl;

end
end
ASSERT

al ways ((out && data out == data_0) ->
(outstanding_ 0 > 0));

vprop order_is_preserved_from.input_to_output {
reg [7:0] outstanding 1 = 0;
reg [7:0] outstanding 0 = O;

assign increnent (in & !'out);
assi gn decrenent ('in & out);
al ways @ posedge cl k or negedge rst_n) begin
if (!rst_n)
out standi ng_0 <= 8' dO;
el se
begin
if ((increment & & (data_in == data_0) &&
(outstanding_0 < 15))
out standing_0 <= outstanding 0 + 8'dl
el se

if (decrenment & & (data out == data_0) &&

(outstanding 0 > 0))
outstanding 0 <= outstanding 0 - 8'dl

end
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end
al ways @ posedge cl k or nedege rst_n) begin

if (!'rst_n)
outstanding 1 <= 8' dO;
el se
begi n

if ((increnment && (data in == data_1) &&
(outstanding_1 < 15) )
outstanding 1 <= outstanding 1 + 8' dl;
el se

if (decrement & & (data_out == data_1l) &&
(outstanding_1 > 0))
outstanding_1 <= outstanding_1 - 8' di;

end
end

reg any_occurrence = 0;
al ways @ posedge cl k or negedge rst_n) begin
if (!rst_n)
any_occurrence <= 8' dO;
el se

if (!any_occurence)
any_occurence <= nondet (0, 1);

end

endpoi nt consuni ng_0_sequence(const n,mM := {(in &&
lout && (data_in == data_0) && rose(any_occurence) &
(outstanding_0 == n) && (outstanding 1 == ;o (out &&
data_out == data_0)[->n+1]};

endpoi nt consuni ng_1 sequence(const n,mM := {(in &&
lout && (data in == data_0) && rose(any_occurence) &&
(outstanding 0 == n) && (outstanding 1 == p(out &&
data out == data_1)[->nm};

%or x in 0..12 do
%or yinl. .12 do
%f (x+y < 12) % hen

ASSERT (consum ng_1 sequence(Xx,y) before
consum ng_0_sequence(Xx,Y));

%end
%end
%end
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The two property frameworks which describe the pass-through functionality, were
related to each other using the RAT property assurance capabilities D1.2/4-5.

Note that the pass through properties were not only specified as part of the external
specification of the paralld interface but also as part of itsinternal specification for
its sub-blocks such as the communication buffers, the FIFO.

The dua characteristic of the pass-through functionality is the memorization
capacity. Usually output interface signals convey related status information such as
empty, full, outstanding_items_number. In that case a property quantifying the
capacity from the specification or the implementation report can be checked on the
design. Thiswas typically the case for itsinternal FIFO but not for the parallel
interface. As high level overflow and underflows of the paralel interface were
managed by the SW (which had to retrieve related information by reading status
registers) the capacity considerations were taken into account by environment
assumptions.

Results

For each considered HW component, an external specification was systematically
devel oped with all the aspects taken into account i.e. interfaces, register use and
high level functionalities including performance requirements. As for the internal
specification, the approach consisted to consider the sole items that can be
apprehended from the functional specification documents, actually mentioned in
them. The concerned items were the internal storage data structures such as FIFO,

buffer and register.

number of properties LOC
bus interface type 1 8 284
bus interface type 3 31 809
Buffer 37 664
Parallel interface 66 1772

Table 2.8-1: Propertiesdistribution over the HW components.

The property specification process uncovered one inconsistency in the functional
specification i.e. an incorrect reset state of a status register. In addition many issues
were found concerning the usage by the SW of the parallédl interface registers. From
the functional specification content, it was not possibleto infer the underlying rules
because of lack of related information. And atotal of eight omissions were
identified in that area, and addressed through assumption properties, refined and / or
confirmed only at the verification stage.

R&D Value

This specification case study permitted to develop a common set of properties for
both the registers and the pass-through functionalities. Used on at least two of the
considered HW components, these properties have been proven to be widely
reusable.

Another methodological outcome is the promotion of the properties as the most
convenient means to document a feature often insufficiently made explicit in the
design functional specifications, the registers usage rules by the SW, although they
concern the critical area of the boundary between HW and SW.
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Productivity enhancements
The property specification effort spent on each considered HW component was:
businterfacetype 1 : 0.4 m.wk
businterface type 3 : 0.4 m.wk
buffer : 1 m.wk
pardlel interface : 5 m.wk

For comparison, an estimation was done with the designer about the comparable
stage within a Specman testbench based approach. Specman Elite®isatool to
support the devel opment of verification environments which provide high-quality
testing of adesign, including corner-case features, giving the closest possible
comparison with the quality of aformal specification. This estimation led to very
similar time amounts. Therefore it was not possible from this case study to observe
aproductivity distance between the PSL property based approach and the testbench
based approach by considering the sole specification stage. Even in the case of the
bus interface blocks, the contexts of the property specification and the Specman
testbench setup were similarly based on reuse of the ST proprietary bus PSL
property library on the one hand and a Specman eV c of the ST proprietary bus
protocol on the other hand.

2.9 Memory Controller (MPMC)

Introduction: The SPEAr Platform

The Structured Processor Enhanced Ar chitecture (SPEAr) System-on-Chip
represents a family of devicesthat ST proposes, offering the combination of a
powerful digital engine with the possibility to design special user functionsin a
fraction of the time and with significantly lower investment than those that would
be needed if an Application-Specific Integrated Circuit had to be designed for the
purpose.

During the second year of PROSY D a new version of the SPEAr platform started
to be designed, and requests for verification of some of its portions were submitted
to our group; for their characteristics we specifically chose two blocks as case
studies: The Multi Port Memory Controller (i.e. the case study presented in the
current section) and the Advanced Microcontroller Bus Architecture (AMBA) [14]
interconnect (cf. Section 2.11) (#1 and #3 regions, respectively, of Figure 2.9-1)
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Figure 2.9-1: A rough representation of the new SPEAr platform.

Design Characteristics

The MultiPort Memory Controller (MPMC) isthe part of the new release of the
SPEAr platform that manages memory access requests by 7 different AMBA High
performance Bus (AHB) masters, directed to a pool of Double Data Rate (DDR)
[12,13] memory banks. To optimize access time, depending on the assigned
priorities, access requests are reordered when inserted in the request First In First
Out (FIFO) queue and can also suspend ongoing operations.

The MPMC isahighly configurable block, with 100 user-addressabl e registers
mapping 254 parameters related to 112 different aspects of the functioning of the
MPMC.
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Figure 2.9-2: The MultiPort Memory Controller.

The MPMC RTL model is composed of 270 Verilog files, for atotal of 59655
LOC, that trand ates into 5618 FF.

Although not novel as akind of component, the MPMC represents both a
specification and a verification challenge for essentially four aspects:
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The number of parameters available at the user’ s disposal is extremely
high.

The user-controllabl e request reordering mechanism

The number of Masters in relation with the adopted functioning mode (the
AHB isusudly utilized exploiting its pipeline modality).

Access on each AHB port can be asynchronous.

Goals
The main goals of the specification side of this case study are

Identification of conditionsinvolving parameters to be respected by a good
configuration (configuration validation)

Completion of the definition of a set of properties of AHB protocol
compliance on Master side

Definition of aset of properties for DDR protocol compliance on Slave
side.

Tools used

Some of the goals were known from the beginning not to be affordable by model
checking (e.g. memory data persistence, that is part of the verification side of this
case study), hence the conception and the verification were addressed from the
early stages with simulation in mind, aiming at a comparison with static techniques
wherever possible. RAT (D1.2/4-5) has been tried for DDR property coding, as
well asthe PSLText tool (D1.2/6). PSLText has been extremely useful, especialy
combined with EMACS dynamic completion mode, for reducing compilation
turnarounds due to lexical and syntax errors. Though somehow useful in the very
early stages of DDR property design, when buses were not taken into account and
sequences were abstracted into single communication tokens, current (v.1.1.0)
RAT PSL support limitations have prevented its usage in subsequent writing
stages, for which we shifted to a more traditional specification procedure, relying
on PSLText support. The same language limitations and RAT lack of support for
direct textual reading has as a matter of fact nullified the applicability of the tool to
the set of AHB properties already written.

D1.1/1, D1.1/2, and D1.1/3 where aptly taken into account during property
identification and coding.

Work done

The Specification activities have concerned the trandation of part of the written
specs, mainly pertaining to register configuration checking and DDR protocol
compliance as fresh activities, and the integration of the property set at AHB
protocol compliance, and were made taking into account recommendation from the
document “ Property-Driven Specification of VLS| Design” [4], D1.1/1.

The properties involving registers are pretty simple and were basically related to
two categories:

1. Non negative valid address ranges
assert al ways (
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Forall port in {0:6}:

Forall zone in {0:1}:
ahb_starting_address(port, zone)

< ahb_endi ng_address(port, zone));

2. Error emission when forbidden operations are tried
assert al ways (

Forall port in {0:6}:

Forall zone in {0:1}:

ahb_range_type(port, zone)! =al | owed(current _op)
-> ahb_error(port));

Properties of the first kind were expressed just by means of Boolean operators,
whereas properties of the second kind required tempora operators hidden in the
ahb_error(.) property, asthe error detection and the error notification are
not simultaneous.

With reference to the document * Reuse-Aware Property Specification”[5], D1.1/2,
asregister content are not instantaneously accessible from the primary MPMC
interface (aread operation would be needed, at the right address, for each register
access), to allow reuse of the same properties in simulation and formal verification
adirect access to the memory elements storing the register value has been put in
place, exploiting the fact that Verilog supports hierarchical information access
natively.

The coding and reviewing of the properties on the Configuration has taken two
weeks of coding on the first specs and two other weeks on the new version of the
specs, for atotal of 4 weeks.

Properties on the DDR side were meant to check protocol implementation; that
meant to check that for all the 9 (15) possible DDR (DDR?2) actions, the outputs
driving is consistent with the FSM representing the specs, i.e. Figure 7 of [12]
(Figure 6 of [13]). To ease the writing of properties all commands have been
represented as sequences, so that it is possible to express the diagram contents
almost in the same terms used to represent them graphically.

Results

A total of 288 properties were written, of which 148 are assertions and the
remaining 140 assumptions; the style is quite mixed, as the property set features
both implication, sequence implication, assume-guarantee, and modeling.
Actually, with respect to the full functionality of the MPMC the number of
propertiesis extremely low; thisis mainly due to two aspects:

1. Propertiesidentified were focused on the verification plan, as reported in
the verification case studiesjoint report (D3.4/1)

2. Around a half of the configuration parameters of the MPMC are related to
timing and power driving.
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This has a straight consequence in terms of how much the set of properties
“covers’ the component’s behavior: the property set isfar from complete;
nonetheless, review of the set of properties together with the designer interested in
using the component confirmed full compliance with respect to the AHB and
DDR/DDR2 functional configuration.

No bug was found during the specification process.

R&D Value

Asthe MPMC isintended to be highly reused, and a set of configuration could be
tried on the fly, the set of properties on the configuration checking will be adopted
for configuration validation; DDR interface was not in the set of already ST-I
internally developed components, and so its availability will be key in next project
featuring the same kind of interface.

Productivity enhancements

From the productivity standpoint, as in specification activities model checking time
is almost negligible, the advantage given by the adoption of the PSLText tool isto
be considered extremely high: we feel almost impossibleto precisely estimate the
productivity enhancement with respect to other projects, knowing that the property
set of this case study comprises different styles, and that it took 1pm (i.e. around
4.4 weeks) to be completed, and that in the past, without using PSLText it took us
around 6 weeks to complete asimilar (in size) amount of properties, the best
estimation we can make is of a gain around 26%, knowing, though it could be quite
arough estimation.

2.10 Bridge

! $

—

Figure 2.10-1: The protocol adaptor from AHB to STBusworlds

Design Characteristics

The bridge is a protocol translator from the AHB to STBus Type 2. Itsmain
objectives are:

To correctly handle al the different kind of AHB requests (INCR, WRAP)
by trandating them into a corresponding STBus format.
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To adapt data format from AHB to STBusT 2 (Requests) and from
STBusT2 to AHB (Responses).

To handle the split communication of the STBus

The bridge connects one AHB master port to one STBus T2 Initiator port and one
STBus T2 Target Port.

The block description is composed by 9 Verilog files for atotal of 4218 LOC,
featuring 166 Inputs, 124 Outputs, 35601 RB-Gates (~14000 after reduction) and
629 FF (~370 after reduction)

The Bridge has been selected as a case study because, thanks to its relatively small
size, we intended to use is as a test vehicle for the academic PROSY D tools.

Goals

Main objectives for this case study were:

Protocol compliance (on both AHB and STBus sides).
AHB-STBUS and STBUS-AHB Data integrity.

Writing properties with static-static reusability in mind (cf. D1.1/2).
Apply RAT to try to reduce the property set size.

Tools used

PSLText (D1.2/6) tool has been extensively used both in the original property
writing and in the further properties adaptation to the different tool-oriented
formats; some encouraging RAT (D1.2/4-5) experiments were made with afew
properties written from scratch by using the input widgets that the tool offers.

D1.1/1, D1.1/2, and D1.1/3 where aptly taken into account during property
identification and coding.

Work done

Writing the set of properties was eased by the exploitation of work done on the
case studies described in Sections 2.9 and 2.11, and by reusing information
contained in Chapter 3 of D1.1/1, on AHB specification; dataintegrity properties
have to be written from scratch although, as for the 2.9 case study, D1.1/3 has been
used as areference. Willing to fulfil the goal of writing properties portabl e between
different static tools, due to significant differences between the supported writing
styles (vunits inheritance), flavors (GDL), and verification terms (vmode), we
started conceiving a meta-PSL intended to be usable as a coding format from
which successively generate property filesin a shape suited for the specific
verification tool to be used. Due to the amount of extrawork that this task was
imposing on our activity we finally froze its devel opment, giving up the goal of
static-static reuse, manually adapting property sets. A trial on using RAT for
testing whether it was possibl e to reduce the number of properties to be checked
was scheduled: the basic intuition behind that being that moving one of the
properties from the requirement set to the assertion set, previousy emptied, in case
the assertion was reported to pass it would have been possible to consider it
redundant with respect to the properties ill in the requirement set. Although of
exponential complexity in the worst case, and totally dumb as a decision procedure,
we intended to see whether it was practical to proceed in that way on small sets of
properties, without having to call in a general purpose theorem-prover (with al the
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necessary format adaptation that it would have anyway implied). Once again,
absence of direct textual input, lack of support for bit arrays and difficultiesin
figuring out where syntax errors originated from -- due to the current excessive
conciseness of the parser diagnostic module-- after cut-and-paste manual
operations, pushed us to give up, frustrated by the too many inconclusive attempts.

Results

In the end 5 assertions and 17 assumptions were written for the AHB protocol
checking, 24 assertions, and 6 assumptions for the STBus protocol checking, and
11 assertion and 3 assumption for the functional part, for agrand total of 1238
specification LOC. Comprehensiveness of the property set was not checked and,
reasonably, no bug were found during specification.

R&D Value

As AHB and STBus are quite common bus interfaces inside ST, the final set of
propertieswill be reusable in various other contexts. Likely, we'll need to check
whether the AHB properties, designed in a different style w.r.t. D1.1/1 Chapter 3.

Productivity enhancements

Alsointhis case the usage of PSLText tool has been extremely useful, with results
in line with those reported at the end of Section 1 2.9.

2.11 AMBA infrastructure

P 4

Figure 2.11-1: The AMBA infrastructure of the SPEAr platform

Design Characteristics

The AMBA infrastructure is used for the connection of
10 AHB masters
27 AHB slaves
18 APB slaves
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With a programmabl e memory-mapped connection matrix and a programmable
arbitration scheme (highest priority first, non preemptive, with a priority scaling for
pending requests); the design features 17152 inputs, 4052 outputs, 9417 FF,
497145 Gates, and 523714 nets.

The most relevant aspect of this design isits size: the high number of masters and
slaves has represented a challenge in terms of environment weight. From a strict
specification point of view, though, this has not represented a specific challenge: an
aspect that has requested us to call in the specification activities the usage of a
macroprocessor (m4) has been the lack of support for vunit parametric
instantiation. As an alternative solution we could have been using so called v-
comp, which are HDL components with embedded assumptions and assertions, but
as amatter of fact such asolution currently prevents dynamic-static, and static-
static interoperability.

Goals

To verify memory mapping implementation, dataintegrity and arbitration, in
presence of a quite high number of master-slave pairs.

Note: protocol compliance, although originally scheduled, was finally escaped on
this case study, due to implementation flow that guarantees protocol correct
handling by construction (iterated instantiation of aready known to be correct
interface components).

Tools used

Due to the size of the problem, and its rather practical nature (it has been a pretty
good example of reuse, requiring very little adjustments for design specific aspects
on known protocol non conformities) no experiment involved the usage of RAT
(D1.2/4-5); asfor the other ST-I case studies PSLText (D1.2/6), has been usefully
applied during coding stages.

Work done
The activity was performed according to the following steps:

For memory mapping:

- architect released memory mapping documentation;

- atable have been extracted from specs; this has been processed by a
script to instantiate multiple times (one for each master/dave pair) a
set of properties, checking correctness of accessesto daves, aswell as
dataintegrity.

For arbitration scheme:

- no specs were available; simulation has then been used to figure out the expected
behaviour. A couple of properties have then been written to generalize the expected
behaviour.

Finally, such properties have been instantiated multiple times (one for
each pair of masters) ready for verification.

Results
Memory mapping:
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- 12 properties instantiated once for each "master/AHB dave" pair (150)

- 5 properties instantiated once for each "master/APB slave" pair (98)

- 1 property to verify error detection, instantiated once for each "master/unmapped
ared' pair (82)

- 1 constraint instantiated 3 times (very sensitive slaves, needing specific
constraint).

Arbitration:

- 3 properties ingtantiated once for each ICM master pair (45)
- No constraints needed.

A total of 386 LOC composes each master-slave pair check pair, with reiterated
instantiation for all the relevant master-slave pairs. Asthe set of properties was
focused just on Memory Mapping and Arbitration it was known to be far from
being complete; nonethel ess, it addressed the elements that were reported to be
critical in customer’ s opinion. Properties were written in the form of implication
and forbidden sequences, and no bug was found during the specification process.

R&D Value

At specification level, the main outcome of this case study has been the property
set describing the implemented mechanism, which have been added to the project
documentation.

Productivity enhancements

Asthe amount of linesfor each Master-Slave couple has not been that big, and the
majority of them were written by a person using VIM as his editor of choice, the
advantages coming from usage of PSLText has been less evident w.r.t. that of the
other case studies; there is no reason, though, why results should have been
different from those obtained on the Memory Controller and Bridge case study.

2.12 SOC interconnection architecture

Protocol Characteristics

The WISHBONE System-on-Chip (SoC) Interconnect Architecture for Portable P
Cores[11] isaportable interface for use with semiconductor IP cores. Its purpose
isto foster design reuse by aleviating system-on-a-chip integration problems. This
is accomplished by creating a common, logical interface between IP cores. This
improves the portability and reliability of the system, and results in faster time-to-
market for the end user. WISHBONE itsalf is not an IP core—it is a specification
for creating IP cores.

The Wishbone protocol specifies how different IP cores (which may be soft-, firm-
or hard-cores) should be connected in order to accomplish standard data exchange
between IP cores such as read/write cycles, block transfer cycle, and read-modify-
write cycle. The specification supports various | P core interconnection means,
including: point-to-point, shared bus, crossbar switch and data flow
interconnection.

The purpose of the protocol isto work for any number and any of the above
interconnection means of P cores (that meets the defined requirements). The
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challenge in specifying the Wishbone protocal isto provide a generic specification
that can be applied in any of the infinite number of the allowed settings.

Since Wishbone is a protocol (rather than a design) we will use different
parameters to measure its size. The specification of Wishbone is phrased using
Rules, Recommendations, Suggestions, Permissions, and Observations. We will
use the number of these entities as well as the number of pages of the English
specification as size measurement parameters.

Number of pages of English Specification: 140
Number Rules: 36

Number Recommendations. 8

Number Suggestions: 3

Number Permissions: 30

Number Observations: 25

Goals

The goals of this case study are twofold. The first goal is study the writing and
debugging (using the tools listed in the next section) of a PSL specification for a
protocol rather than adesign. The second goal is to investigate the possibility and
difficultiesin writing a PSL specification in ageneric way so that it can be
practically applied to a protocol such as Wishbone which isaimed to work in an
infinite number of environments.

Tools used
The following tools were used.

PSL Text — A textual property-based requirement specification tool.

PSLText [2] (D1.2/6) isatool for editing of PSL code. The tool supports syntax
colouring, automatic indentation, and one-click insertion of reference comments
(for reference to the English specification). PSLText functions as a PSL language
mode within XEmacs.

RAT — A property simulation and assurance tool

RAT [3], [9] (D1.2/4-5) isatool that supports property simulation and property
assurance. Property simulation is atechnique that allows one to explore the set of
traces that is allowed by the property as well as the set of tracesthat is not allowed.
Property Assurance isthe activity of checking a set of requirements against given
golden properties to gain adeeper confidence on the actual meaning of the
specification.

In addition, the methodol ogy documents D1.1/1, D1.1/2 and D1.1/3 were used asa
guide for the style of the compl ete specification as described bel ow.

Work done

Complete Translation of Wishbone Specification into PSL

The main purpose of choosing the Wishbone specification for this case study was
the opportunity for wide dissemination that it offers. First, Wishboneisin the
public domain, therefore the full specification in PSL can be published. Second,
Wishboneis not just an academic exercise: most recently Simply RISC, ateam of
engineers formerly with STMicroel etronics, has used Wishbone in the devel opment
of its S1 core, announced in September 2006 [10]. The complete PSL-annotation of
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the Wishbone specification that follows the Prosyd specification methodol ogy,
D1.1/1 [4] and the reuse guidelines, D1.1/2 [5] isin [1].

Organization of properties

Thetop-level properties were organized according to the classic bus cycle. That is,
aset of properties was written to each of the supported bus cycle (single read cycle,
single write cycle, block read/write cycle, and read- modify-write cycle). In
addition, a set of properties for the general operation was written.

A top-level property for aclassic bus cycle is concerned with some main aspect of
acorrect datatransfer cycle between al participating masters and saves. For each
such aspect a property, taking as parameters the relevant signals of one master and
one dave, was phrased assuming the master and slave are the only ones
participating and assuming they are interconnected in a point-to-point fashion. The
top-level property was then phrased using quantification over all masters and
slaves of the property describing the point-to-point connection of one master and
one dave. This modularity is enabled since (1) the Wishbone specification makes
the point-to-point interconnection an abstraction of all other interconnection types
and (2) the point-to-point property is phrased to pass vacuously in case the master
and dlave are not connected or the master did not request the given save.

For example, the following is a property describing the correct response protocol
for asingle read cycle or asingle write cycle (following Rule 3.75, on page 47 of

[11])

property
read_wite_cycl e_slave_response
(bool ean nCYC O, nSTB_O, sACK | ,sSTB I) =
/* Signhals starting with mare MASTER signal s
Signals starting with s are SLAVE signals
Signal mCYC Oindicates start of a cycle
Signal m STB O indicates start of a phase
Signal s ACK | indicates acknow edgment
Signal s STB | indicates if the slave is selected

/* Aread/wite cycle begins by the master
presenting valid data on ADR O and indicating in
SEL_O where it expects data. Together with this the
nmast er asserts CYC O and STB O
In response the selected slaves (a slave is
selected if its STB I is asserted) should assert
ACK | and the signals SEL_O and CYC O shoul d be
asserted until then (the slave is allowed to insert
wait cycles in between)

*/

al ways {rose(nCYC O && nSTB_O)}
| =>
{{!sSTB I} |
{(nCYC O && nSTB O [*] : rose(sACK I)}
}

&&

/* sACK | may only be asserted if nCYC O and nSTB_O
are asserted
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*/

al ways {sACK |}
| ->
{(nCYC O && nSTB_O)}

&&

/* in response to the assertion of sACK | the naster
shoul d negate nSTB_O and nCYC O and the sl ave
shoul d i mmedi atel y negate sACK |

*/

always { sSACK I} |=> (!nSTB_O && !'m CYC O &&

I'SACK 1)

) @ ast _cl ock

Thetop-level property isthen phrased asfollows:

assert

forall i in [0: NUM OF MASTERS-1]

forall j in [0: NUM OF_SLAVES- 1]
read_write_cycl e_slave_response(mM\E_Ji],
nCYC_i], nSTB_Ji], sSACK I[j], sSTB I[j]);

Use of tools

Top-level properties were written according to the bus operations. For each
operation, an initia set of properties was written using PSL Text and then debugged
with RAT (D1.2/4-5).

We found the “one-click reference comment” feature of PSLText helpful asit helps
to keep connection between the PSL code and the English specification. We
changed the comment template so it refers to section, page and regulation rather
than the default template that refers to section, page, line and subject.

We used RAT version 1.1.0 to simulate PSL properties. We found the concept of
property simulation attractive asit allows a devel oper to debug her/his own PSL
code easily, quickly and independently. The generated trace is clearly presented
and the additional tree-view of sub formulasis useful. On the downside, we found
out that RAT effectively supports only a narrow subset of PSL. For many PSL
statements, RAT issued a parse-error message or an unsupported message and in
other casesthe tool ran for more than one hour. Many error messages were not
specific and did not inform us where the problem lies.

In this case study, we chose to concentrate on the idea of property simulation in
RAT rather than on RAT usability. Thus, we worked around the lack of language
support by rewriting PSL properties as necessary.

RAT first showsthetrivia trace, more interesting traces are generated after manual
insertion of constraints. Most of our properties use suffix implication, so, the first
trace disables both sides of the implication. It took us a few iterations to enable the
left-hand-side of the implication before an informative trace was generated. More
details about how RAT was used can be found in section 3.2 below.

Integration of property visualization into IBM@ toolset

Theideas of RAT (D1.2/4-5), especialy property simulation, have alot of value to
users of PSL and PSL-based IBM tools. Thus, we started to design and develop a
feature similar to property simulation in RuleBasePE soon after starting this case
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study. We called it property visualization in order to distinguish it from semi-
formal methods. A betaversion will be available in 2006 and a production version
will be available on 2007. IBM’ s implementation employs a different algorithm
than the one used in RAT hence traces generated by IBM’ s property visualization
tool differ from the tracesthat RAT generates.

Results

Number of properties developed: 56 properties, from which, 6 are assumptions, 17
are assertions regarding top-level properties and 33 are point-to-point properties.
The point-to-point properties are the building blocks of the assertions and the
assumptions.

LOC of specification: 370

Comprehensiveness of property set: We believe all aspects of the protocol
operation are covered in the specification. The following parts of the specification
are not (and cannat) be covered in PSL: (1) the required documentation of the
interface and (2) timing specifications such as RULE 5.10 (p.88) "The clock input
[CLK _I] MUST have a duty cycle that is no less than 40%, and no greater than
60%."

Style: All formulas are written in the Foundation Language. The majority of
properties (88%) are written using sequences and the suffix implication operators.
Other FL operators are used in the rest of the properties.

The purpose of property simulation istwofold: to help the architect debug the
specification itself (e.g. find contradicting demands), and to help the verification
engineer correct the PSL code that describes the specification. With respect to the
first aspect, the Wishbone specification is well established and very well written,
therefore no bugs in the specification were found. With respect to the second
aspect, PSL errors and the correction processis discussed below.

Common PSL errors found

We describe below examples of PSL errors found in the Wishbone specification.
For each instance, we show the erroneous version and the correct version.

1. Confusion between overlapping and non-over lapping suffix
implication. The original property mistakenly uses the non-
overlapping suffix implication operator.

Original
al ways { rose(RST_Il) } |->
{ 'nSTB_+] && {RST_I[*];!RST_I}}@ose(CLK I)
Correct
al ways { rose(RST_I) } |=>
{ 'nSTB O +] && {RST_I[*];!RST_I}}@ose(CLK |)

2. Mistakethe[*] repetition operator for[+]. The original
property does not consider the scenario that CLK _| is asserted
immediately after the assertion of RST_| with no intermediate
clock cycles.

Original
al ways { rose(RST 1)} |=>
{(RST_| & !'CLK I)[+]; RST_| & CLK I}
Correct
al ways { rose(RST_I)} |=>
{(RST_| & !CLK I)[*]; RST_I & CLK I}
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3. Confusion between sequence concatenation operator and
sequence fusion operator. The origina property does not
consider the case where SACK _| is asserted at the last cycle of
mCYC_O and mSTB_O.

Original

al ways

{rose(nCYC O && nSTB_ O) && CLK | } |=>
{{!sSTB_ I} | { (nCYC_ O && nBTB_ O [*] ;
rose(sACK I) }}

Correct

al ways

{rose(nCYC O && nBTB_ O) && CLK | } |=>

{{!sSTB I} | { (nCYC O &&

nSTB O [*] :rose(sACK |) }}

4. Unclocked formula. The original property does not consider the

clock.
Original
always { CyC| && fell (STB_I) } |=>
{fel (ACK O || fell (ERR.O || fell (RTY_O}
Correct
always { CYC | && fell (STBI) } |=>
{ fel | (ACK. O || fell (ERRO || fell
(RTY_O}@ast _cl ock

5. Confusion between strong and weak suffix implication.
Origina
always { RST_I } |=>

{ init_state[+] & {RST_I[*];!RST_I}}@ose(CLK I)
Correct
always { RST_I } |=>
{ init_state[+] & {RST_I[*];!RST_I}}! @ose(CLK_I)
6. Missing parentheses.
Origina
al ways ! (SERR_O && sRTY_O || (SERR_O &&
SACK_O || (SACK_O && sRTY_O
Correct
always ! ((SERR O && sRTY_O || (sERR O &&
SACK_O || (SACK_O && sRTY_O))

7. Confusion between a positive level and a positive edge of a

signal.

Origina

al ways ({nCYC O && nSTB_C} |=>
{{!sSTB_I} | { (nCYC_ O && nSTB_O
{sSACK_O || SRTY_.O|| sERRO})@

Correct

al ways ({rose(nCYC O && nSTB_O}
=>

| {{!'sSTB_I} | { (nCYC O && nSTB_O[*] :

(rose(sACK_ O || rose (SRTY_O || rose(sERR O

}}) @ast_cl ock

8. Confusion between inclusive and non-inclusive before
operator. The origina formula asserts that the acknowledgement
and the clock may be deasserted at the same cycle. Inclusive until
(until_) and non-inclusive until (until) cause similar mistakes.

Original

*] :

) [
ast _cl ock
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al ways {rose(sACK I)} |=> (fell(ack_|) before_
fell (CLK 1))
Correct
al ways {rose(sACK I)} |=> (fell(ack_l) before
fell (CLK_ 1))

9. Confusion between a sequence and a Boolean. The original
property applies a sequence AND to Booleans.
Original
al ways{rose(nSTB_O) &CLK |}| =>
{nCYC O +] && (fell (nBTB_O[->]:CLK I) }
Correct
al ways{rose(nSTB_O) &CLK |}]| =>
{ {nCYC_ O +]} && {fell (MBTB_O[->] :CLK I} }

R&D Value

A lot of effort was spent on finding a generic way to write the specification — both
for theidea and the way to implement the ideain PSL (using Verilog). Theidea
was to have atop-level property quantify over all daves and mastersusing a
property that describes the relation between one master and one slave
interconnected point-to-point, as explained above.

For example, assume the module MASTER is defined as follows.
nodul e MASTER(CLK |, DAT_I[0:31],WE O ...);
i nput CLK |, DAT_I[0: 31];
out put WE_QO
wire CLK |;
reg DAT_I[0:31],WE_O
éﬁdnodule

Using the above modul e definition of MASTER, and assuming
NUM_OF_MASTERS is adefined constant, the definition of the masters array can
take the following form in the Verilog flavour:

wire [0:31] data [0: NUM OF MASTERS-1];
generate
for (i=0; i< NUMCOF _MASTERS; i++) begin: MSTRS
MASTER(CLK |, DATA I[i],WE O ...);
end
endgener at e
And the top-level assertion will be written asfollows:
assert
forall i in [1: NUM O _MASTERS]
forall j in [1: NUM OF_SLAVES]

read wite cycle _slave response( MSTRS[i]. MASTER W
EO...);

Phrasing of the point-to-point property was done using as parameters the relevant
signals of one master and one slave. Each such property usually involved 5-8
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parameters. These parameters were later instantiated in the top-level properties. It
was much less cumbersome if it was possible to pass as a parameter to the property
aslave and a master, rather than the relevant signals of each. Thisis not possiblein
PSL, since the allowed parameters are one of the following: Boolean, bit, bitvector,
numeric, string, sequence, property. An entire module may not be passed as a
parameter. We suggest recommending the IEEE-1850 committee to consider
enhancing the set of allowed parameters to include a predefined module.

Productivity enhancements
The main advantages of the property simulation tool, D1.2/4-5, are the following.

Saving time. Thereis no need to wait for a reference such as a design or another
verification model for debugging purposes.

Saving work. Trivial PSL bugs are found by the developer and interactions with
other verification tools are avoided.

Figure 2.12-1shows a histogram of the number of drafts made until a correct
property was found (including the correct version). For about half of the total 33
point-to-point properties written, the original PSL property was found to be correct.
For more than 10% of the properties, it requires more than 4 versions before a
correct PSL statement was found.

20

15

10

Number of properties

0 [ ]
1 2 3 4 >4

Number of drafts made

Figure 2.12-1: Number of trialsunti | a correct PSL property reached

The results show that debugging is necessary, since about half the properties are
wrong on the first draft. The alternative to debugging the properties using RAT
(D1.2/4-5) isinvolving othersto review them. The evidence is that careful review
Is necessary, as 10% of properties were wrong on the 4th draft. We estimate that
such acareful review will take 1.5 PM whereas the debugging using RAT took 0.5
PM, thus saved 1PM. If the properties are not debugged with RAT and areview is
not taking place the bugs may find their way into a design built upon the PSL
specification. Assuming the trivial bugs will be found along the way, it is very
likely that the "tough bugs" will only be found at the verification stage, in this case
the cost in terms of PM will increase significantly since a single tough bug can take
many person months to solve.

Non-measurable productivity enhancements: In addition to measurable
guantities, there are other productivity enhancements that cannot be measured. The very
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existence of well-designed development encourages verification engineersto use PSL as
they get the feeling of working with a mature and well-established language. Graphical
user interface and usability features make the development process easier and provide an
enjoyable development experience.
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3 Assessment of Tools

In this chapter, we describe how the textual property specification tool [2],D1.2/6
and the property simulation and assurance tool [3], D1.2/4-5, contributed in the
individual case studies, and the results of specific exercises they were subjected to;
and we give an overall assessment of their potential effectiveness.

3.1 Textual Property Specification Tool

Protocol Converter

The text editor was used on the Protocol Converter, and found convenient and
helpful to use as a matter of course.

In order to assess its benefits in eliminating simple coding errors at the earliest
stage, 50 properties were coded without the use of syntax highlighting.

530 lines of code were written containing 1053 words in 11514 bytes. The number
of errors found when parsing the code before running the properties was 6, of
which 4 would have been detected by the syntax highlighter.

No further errors were found while running the properties.

Thisindicatesthat, if atext editor were not used, approximately 12% of properties
would contain simple syntactic errors, whereasif atext editor is used,
approximately 4% would.

Memory Interface

PSL Text was used on al the PSL code, and brought nothing but advantages. It
provides for freei.e. without any effort from the user, awell-organized code with
the PSL keywords colored and a clean indentation. Colorization permits to avoid
and / or correct typosinvolving the PSL keywords. The well-formedness of the
code in terms of number of parenthesis is also checked on the fly. Because of all
these advantages, this feature is now integrated in our default flow.

Memory Controller, Bridge, AMBA

PSL Text has been extremely effective in speeding up code writing and re-writing
thanks to its smooth integration with (X)Emacs font-lock (i.e. the syntax
hightlight), and outline modes (with which, by ad-hoc defining a couple of file or
major mode dependent variables it is possible to control code “folding” so that, for
instance, only vunits’'vmodes/vprops are left visible by default). Its
complementation with the dynamic completion feature of the Editor, and with a
preliminary run of etagsto build up atable recording file -> vunit mapping makes
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of it an almost perfect RAD for PSL coding. If one more function, able to read
RBPE accessory files, and from there derive signal names occurring in the DUV
was added, it would be possible to have a perfect name completion all from within
(X)Emacs. Having the same set of features also available for VIM would have
made it the complementary writing tool of choice for the 100% of our team.

SOC Interconnection Architecture

PSL Text was used for the development of PSL specification of Wishbone. The tool
main advantage was in bugs prevention rather than debugging already existing
bugs. The automatic indentation kept PSL code readable and contribute to the
quality of the code. We found that PSLText is user friendly, mature, robust and
suitable for universal use.

General assessment

PSLText isasimpletool, but it rates High for maturity, robustness and ease of use.

3.2 Property Assurance and Simulation Tool
(RAT)

SLIM Core Processor, Protocol Converter

For explanation about the usage of RAT inside the named case studies refer to the
“Tools Used” subsection of, respectively, Section 2.3 (p.11), and Section 2.4

(p.15).

Transport Front End
RAT v1.0 was used on two components of the Transport Front End.

First, property assurance was applied to one subblock of the input block, as
described in section 2.6 above. The properties for this block, plus the modelling
code, wererewrittenin an LTL style for use asinput to RAT, resulting in 159
requirements. There was asingle assertion, stating that if a specific well-formed
packet arrives at the input interface of the block, it does leave at the output
interface.

The proof that this assertion does follow from the requirements took 10 minutes for
a 30-cycle check using the SAT algorithm. The BDD agorithm did not terminate
within an hour, and is not recommended for this sort of task. As a sanity check, the
proof was attempted twice with one or other of the requirements missing, and the
proof did indeed fail as expected, with counterexamples being found within the 30-
cycle limit.

The large number of requirements turned out not to be a problem from the
computational point of view, and the tool was able to handle the very long
expressions that arise from this number of requirements. Two points were noted:

1. Having al the requirements (including those not relevant to the assertion)
in a single expression reduces the opportunities for using cone of influence
to simplify the computation.

2. Thedisplay of traces needs to beimproved, asit breaks down with this
number of requirements.
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The entire input block has 9K lines of PSL code, and it was not practicable to make
all the changes that would be needed for RAT. If similar high-level assertions had
been checked for the whole input block as for the subblock, then it would have
been detected that 4 further properties were required in addition to the 230 in the
first version of the PSL spec. In fact, the process of review of thisfirst version by
reference to a high-level specification (not in PSL) showed that 10 further
properties were required: the other 6 were concerned with specia cases that might
not have been covered in the assertions used for property assurance.

In summary, this method of testing specific high-level assertions against the set of
requirementsin the PSL specification is aviable use model for RAT. It does not
replace the need to increase the range of designs for which we have systematic
ways of organizing properties, aswe still need at some point to have either a
reference specification or a systematic validation plan for the set of PSL
requirements.

The property simulation part of RAT was used on the PID filter block in the
Transport Front End. An example of a property that it was desired to simulateis

Assert {[*]; req[+]; req & (req_id = 2));
(req & !'(resp & (resp_id = 2))[+] ; gnt) |->
{data = val} ;

where thefirst version of the property had an error, using [*] (zero or more
repetitions) instead of [+] (one or more repetitions), which was only discovered
when the property was checked on the design.

The property simulation tool was found to work robustly, and to give traces as
expected for LTL properties. In the case of the property above, support for the [*]
and [+] language features in the left-hand side of a suffix implication was not
sufficient to provide traces distingui shing between them.

A number of small suggestions about window size, options for controlling the
behaviours to be displayed, etc., were made to the devel opers.

Bus Protocol
RAT property assurance was used for one specific purpose.

In the version of the STBus protocol before it was revised in the case study, there
was a property saying that header information is constant from the time arequest is
asserted until the end of a packet. Thisis more expensive to check in simulation
than it need be, because it has to be checked every cycle that the request is high —
whileit could just be checked when there is a new request, since thereis aready a
property saying that header information is constant from the time arequest is
asserted until it is granted. So the property was changed in the new version:

Old version:
Property A: Header information constant while request asserted until grant
Property B: Header information constant from request to end of packet
New version:
Property A: Header information constant while request asserted until grant

Property C: Header information the same when arequest is granted and it’ s not
the end of the packet as on the next occasion when there's arequest.

Although B and C are not equivalent properties, the combination of A and B is
equivalent to the combination of A and C. Thiswas proved using RAT —first
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taking A and B as requirements, and C as an assertion; then taking A and C as
requirements, and B as an assertion. The proof was almost immediate (BDD
algorithm).

This technique can be useful when we already have a golden reference
specification, which has been subjected to much review and validation, and we
want to make changes. Because the change has been validated by RAT, thereis no
need for another round of review of the compl ete specification.

Memory Interface

The RAT property assurance tool was used to relate the two property frameworks
devel oped for the pass through functionality. The model based property code was
trandated into an equivalent set of non-deterministic signals and declarative
statements. This congtitutes the set of requirements against which were checked the
high level view properties considered as assertions. Under apractical viewpoint, it
was necessary to restrict the signals types to boolean and enumerated which are the
sole types actually supported by the tool, as well as to operate adaptations to the
supported forall syntax. While the use of the BDD based engine was not
conclusive, becoming stuck at the tableau generation stage, the SAT engine was
successfully usable up to 100 cycles for score board depth of 4 and bus size of 1.

The RAT property simulation tool was only used on distinguished properties of the
buffer as some rewriting effort was necessary to get the considered properties
tractable by the tool at the price of alower readability or a more difficult
exploitation. Typical examples of needed adaptations were trandation of the = non-
consecutive repetition operator, explicit replication in replacement of forall,
expansion of bus signalsinto Boolean ones, homogenisation of the style either pure
LTL or sequence based style. For each property, it was only possible to debug their
temporal layer as the modelling layer is not supported. Thisis an important
enhancement to address as alot of property bugs are nested in their modelling
layer. One can regret that the presence of the * (contiguous repetition operator) in a
property disables the helpful feature which unfolds aformulainto sub-formulae.
Two issuesin the developed code were found by the RAT simulation campaign: a
logical mistake (missing inversion or negation involving asignal), and abad events
sequencing (use of the suffix implication instead of the next suffix implication).
Also two additional deliberate corruptions were operated on the devel oped code to
confirm that the RAT property simulation tool would have shown them and the test
was conclusive. One mutation consisted in replacing the * repetition operator by
the + onein the right hand side of a property. The other mutation consisted in
omitting the ending ! of a strong suffix implication.

The memory interface designers had the opportunity to use the RAT tool. Their
feed-back was very positive on the underlying concept of its simulation part. The
waveform based visualization of property was perceived as very helpful aswell as
the analysis features of property built-in blocks.

Memory Controller, Bridge

RAT issurely a useful tool to start playing with PSL; unfortunately a set of points
have prevented its significant application in the named case studies

Excessive conciseness both in property assurance and in property
simulation modules PSL diagnosis penalizesiit as soon as the malformed
properties tried contains more than one occurrence of the lexem reported to
cause a syntax error.
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Lack of signa role distinction (input, output) both in terms of visual
aspects (e.g.: usage of different colors) and in terms of roles played in
property simulation (e.g.: interesting traces can emerge when the frequency
of variations of elements of one classis much higher than those of the
other).

Ease of use need improvements (why have | to explicitly check the
consistency flag? Couldn’t the tool, by default, do it for me only once
every first time | make a check after | changed my requirements set?)

Lack of support for the PSL modeling layer (in spite of being NUSMV able
to digest GDL almost straight or with very little adaptations).

Lack of support for arrays
Lack of textual input reading (surprisingly, again, asNuSMV hasit).

All those are much more signs of tool’s youth rather than real conceptual limits,
and iswell known that the devil liesin the details, and tjat RAT was not meant to
be an essential tool in designer’s hands, but as a matter of fact the tool cannot be
used proficiently in anindustrial context to date.

SOC Interconnection Architecture

Number of simulation iterations

We use RAT to simulate al 47 point-to-point properties of the Wishbone
specification. Figure 3.2-1 shows a histogram of the number of property-simulation
iterations. The horizontal axis shows the number of iterations and the height of the
bars shows the number of properties. The chart shows that all propertiesran for
more than one iteration, this coincides with our observation that RAT shows the
trivial tracefirst. Over 40% of the propertiesran lessthan 5 iterations. Those,
relatively simple properties were verified by toggling each signal that appearsin
the formula. In the other end, for less than 10% propertiesit took more than 8
iterations to compl ete the debugging process. For those properties, we tried several
PSL versions until the correct phrasing was finally found.

Number of properties

AH R AT

2 3 4 5 6 7 8 >8
Number of RAT runs

Figure 3.2-1: Number of property-simulation iterations

RAT presents traces in a both intuitive and informative way. The traceis clearly
divided into afinite head and infinite tail, afull tree of sub-formulasisavailable
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and the analysis window allows advance insight. We used RAT versions 1.0 and
1.1.0 and we found that these distributions do not meet industry-production level.
Only a narrow subset of PSL is supported and some properties run forever.

General assessment

Property simulation meets an important use requirement, but the range of language
support needs to be increased.

Property assurance has been used effectively in specific cases to prove that one set
of properties can be substituted by another.

Maturity: Low (more language coverage needed)

Robustness: High (better than average for atool this stage of development, only a
few minor failures when the tool’ s capabilities were stressed)

Ease of use: Medium (additional features would increase the tool’ s potential
uptake)
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4 Specification Strategies

In this chapter, we describe strategies for organizing property specifications that
have worked for representatives of various types of design, and can be used on
other similar designs.

4.1 Bridge Designs

The Protocol Converter (section 2.3) isatypical bridge design, where packets are
transferred from one end to the other and have to conform to the respective
protocols, while the content remains the same; and for every request packet in one
direction, there is a corresponding response packet in the other direction.

The unit of information transfer in this case is a packet; each packet has certain
control signals and a number of data cells.

In this design, there are no configuration or status registers; all configurationis
done before the hardware is created. The properties al concern either compliance
with the protocol, or correspondence between incoming and outgoing properties.
We indicate here how they can be classified. Thislist covers the passage of request
packets through the converter; thereisasimilar list for response packets.

Acceptance properties
The Generic Converter must respect the protocol for accepting packets presented to
by the initiator interface.

Control signal transfer properties

These properties check that the same packets are started at the target interface that
were started at the initiator interface (and in the same order) and that the Generic
Converter doesnt generate unsolicited packets.

Packets are transferred

For every packet started at the initiator interface there must eventually be a unique
packet started at the target interface.

For every packet started at the target interface the control signals must equal those
of the packet started in corresponding order at the initiator interface.
No unsolicited transfers

For every packet started at the target interface there must be an outstanding packet
that has started at the initiator interface.
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Control signal protocol properties

These properties check that once a packet at the target interface has started it will
continue and complete correctly. The details of these properties are not included
here as they will vary according to the particular protocol

Data signal transfer properties

These properties check that all the data and data enable signals within a packet are
transferred correctly and that the Generic Converter doesnt generate unsolicited
data cells.

Data is transferred

For every store packet started at the target interface the data signals must be equal
and correctly aligned to those of the corresponding packet which was started at the
initiator interface.

Byte enables are transferred

For every store packet started at the target interface the data signals must be equa
and reflect the correct alignment to those of the corresponding packet which was
started at the initiator interface.

No unsolicited cells

For every store cell started at the target interface there must be an outstanding cell
(or in the case where the target interface has a larger bus size than theinitiator
interface then there must have been the corresponding number of outstanding cells)
that has started at the initiator interface.

The specification of the design includes not just the properties that it must satisfy,
but also the assumptions that may be made about the behaviour of the environment.
For bridge designs like this, the environment assumptions are straightforward.

Environment assumptions

The environment under which the Generic Converter is expected to operate
correctly isthat the requests issued at the initiator interface form legal packets
obeying the bus protocol and that the responses issued from the target interface not
only form legal response packets but also correspond to previous request packets.
All of the properties below are expected to hold under these assumptions.

4.2 Pass-through designs

The buffer and parallel interface blocks in the Memory Interface, and the Random
Number Interface IP, are cases where data passes from ports at one end to ports at
the other, and the behaviour isinfluenced by control registers. The specification
can be divided as usual according to the methodology document “Property-Driven
Specification of VLS| Design” [4], D1.1/1, into properties concerning interface
protocols, performance and high-level functionality; the high-level functionality
can further be divided into properties about registers and properties about end-to-
end functionality.
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For each register, there should be a property saying that a read always returns the
value of the most recent write (al so taking account of “internal” writes to status
registers following eventsin the design). Further, if awriteto aregister triggersan
event in the design, there should be a property to capture this.

The end-to-end functionality depends on the specific design. Commonly, data will
enter at an input port, and must leave at an output port, possibly having undergone
some transformation. A small amount of code can be written to keep track of which
outputs correspond to which inputs; then there should be properties saying that the
output datais either equal to the input data (if that is the requirement), or has been
correctly transformed from the input data. In specifying the end-to-end
functionality, one has to pay attention to the precise requirements. For example, the
end-to-end functionality of the random number generator calls for PSL properties
specially contrived for that design.

If thereisonly oneinput port and only one output port, these properties will cover
the behaviour of the design, though there may be other output signals (typically
signalling something about the state of the design) whose expected behaviour
should have been described in the informal specification, and must be captured by
properties. If there are more ports, properties about routing and arbitration are also
required.

4.3 Chains of pass-through designs

The Transport Front End (Section 2.6) contains an input block, in which packets go
through four stages with no feedback between the stages. The following method
can be used in systematically developing properties to ensure that data passes
through all the blocks correctly.

For each subblock in the flow, identify the events that signify entry or exit of data
into or out of the subblock, and the associated data values. Write properties that
express

the correspondence between the events of entering or and leaving, and the
conditions under which there is no exit event corresponding to the entry of
some data;

the way the data associated with the input event is transformed into the
data associated with the output event.

Also identify the conditions that ensure that the output event occurs.
Demonstrate how, for each adjacent pair of subblocks,
the exit event from one subblock corresponds to an entry event to the next;

the data values that leave one subblock, and any information associated
with them, are the same as those entering the next;

the next subblock provides the conditions required to ensure that exit
events from the current block occur.
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4.4 Arbiters

In various case studies such as the TriCore2 L/S unit, arbiter blocks are a relevant
part of the control logic. For these a systematic strategy of specifying properties
can be clearly identified:

identify the arbiter’s main states, such as“idle” or “active”, aswell asthe
operations possible in each state.

Operations can be such as get_request, grant.

Write a property for each operation. It consists of an implication whose |eft
hand side specifies the state enabling this operation aswell asthe
triggering inputs, and whose right hand side is the resulting behaviour.

Write a property for the idle state, i.e. no other operation taking place.
Specify the reset behaviour in a separate reset property.

When this approach is applied with care, the resulting property set will fully cover
the arbiter’ s behaviour and serve as areliable formal specification.

4.5 Processors

Two small processors (SLIMCore, PP32) aswell as apart of alarge one
(TriCore2) were formally specified within these case studies.

The following approach proved viable:

Write one property for each instruction. In order to avoid redundancy,
instructions of similar nature (such as arithmetic instructions) can be
combined into one property.

Properties have a high-level and alow-level view.

The high-level view describes the programmer’ s model of the processor,
abstracting from the implementation details.

The low-level describes the actual implementation including relevant parts
of the bit-level representation.

The two views are connected by mapping functions, expressed in the PSL
modelling layer —these map e.g. a high-level concept like aregister
location to the physical register, taking into account the forwarding
mechanism.

The high-level view is sufficient for simulating the processor model, as
well as for reviewing the properties.

Thelow-level view isrequired for verification, but isfail-safe in the
following sense: if the verification engineer makes a mistake in the low-
level view, the properties will fail. I.e. no false positives can occur.

4.6 Protocols

Guidelines for writing a specification for a protocol describing the interconnections
between several IP core modules:
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Define the environment in a generic way as follows:
Identifying the distinct IP core modules

For each distinct IP core M define a parameter NUM_OF_M specifying
how many such IP cores are in the environment.

For each distinct IP core M, define an array of NUM_OF_M instances of
this IP core and/or arrays of length NUM_OF M for each signa of module
M.

Write the PSL propertiesin a generic way as follows:

For each distinct IP core M, write PSL properties (to be assumed or
asserted). The module signals that participate in the property should be
passed as parameters to the property.

For each distinct IP core M, write assumptions or assertion quantifying
over all NUM_OF M modules by sending as parameters the i th element of
the arrays of the modules signals participating in the property.

For each group of distinct IP cores interacting (say M1,M2 and M 3). Write
a parameterized property (to be assumed or asserted) describing the correct
interaction. The modules signals should be passed as parameters to the
property. The property should be phrased to pass vacuoudly in case the
instances of the modules are not connected or are connected but do not
interact at a given moment. For example, when considering master and
slaves modules, the property should pass vacuoudly if the given master did
not reguest the given dave.

For each group of distinct IP cores interacting (say M1,M2 and M 3) write
assumptions or assertion quantifying over all NUM_OF M1,
NUM_OF M2, NUM_OF M3 modules by sending as parametersthei th
element of the arrays of these modules signals participating in the

property.
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5 Conclusion

The case studies have demonstrated that property-based specifications can be
constructed for designs currently being developed in industrial system-on-chip
project, and can be used as a basis for verification — as a first-choice process, and
not just as a supplement to other processes.

In this chapter, we recall the set of questions from Chapter 1, and present responses
arising from experience in the case studies. Finaly, we report on the productivity
benefits of property-based specification in the case study applications.

5.1 Questions and Answers

Specification methodology
Q: What benefits are there in terms of early specification issues?

A: Asseenin the Bus Protocol and SOC Interconnection Architecture case
studies, entire protocols can be specified independently of any implementation.
The formal specification enables, for example, toolsto be devel oped for
checking protocol compliance.

In the Random Number Generator case study, where property specification
started at an early stage of design development, a major change in the
microarchitecture at alate stage was avoided through clarification of the
interpretation of areference document in the course of developing aformal
specification.

Q: What information is needed for a property specification?

A: As seenin the Memory Interface case study, rules about how software may
use registers are needed for the assumptionsin a property specification, and are
often missing or only partialy explained in informal functional specifications.

Clarifying the precise significance of register values was also seen to be
important in the Transport Front End case study — including specifying whether
externa writes or internal updates to status registers have precedence.

Q: When have we written enough properties?

A: This has been afocus of most of the case studies.
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When the informal specification is aready organized into rules and other
guidelines, as for the SOC Interconnection Architecture, this organization can be
taken as a starting point.

For the Wishbone specification the task of writing propertiestook 2 phases. In the
first phase the PSL specification follows the English specification. The Wishbone
specification is phrased in terms of Rules, Recommendations, Suggestions,
Permissions, and Observations (we term these entities regulations). Therefore we
tried to write a PSL assertion/assumption for each rule. For the other regulations
we tried to refine the written properties. In the second phase we wrote high-level
assertions describing the general functionality of the protocol.

Otherwise, when no automated solution is available for determining the
completeness of aset of properties, the following approach helps to assess the
status:

Create properties capturing the informal specification, i.e. using the
same abstraction level asthat.

Review these properties againgt the informal specification, checking
whether every requirement is covered by at least one property.

The applications in the case studies have shown that it is possible to write readable
property specifications, in which thereis aclear correspondence between the
informal or architectural specification and the properties. This has been particularly
successful in the case of processor pipelines.

The examples presented in this document also provide references that can be used
in devel oping property specifications of similar designs. As experience with
particular classes of designs grows, so does knowledge of how to construct their
specifications.

Q: For typical classes of designs, what is the best way to organize property
specifications?

A: There are examples in Chapter 4 of this document.

Q: How can properties be classified in terms of interfaces and transactions?

A: The Protocol Converter and Memory Interface case studies show how
to write properties about transactions passing from an input to an output
port. These are in addition to single-interface properties concerned with the
protocol.

Q: How can properties be reformulated for bounded model checking?

A: Theissueis here that an interesting property often extends over an
unbounded number of cycles, and thus cannot directly be handled by
bounded model checkers.

Several ways to approach this problem have been analysed in the TriCore2
Processor case study.

1. Breaking up

Pragmatically, unbounded properties can in most cases be handled by breaking
them up into smaller ones.
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E.g. for specifying an unbounded number of wait states, one property specifiesin
two cycles that the state does not change if the triggering event does not occur, and
a separate property specifies what happens after the triggering event. Together,
these are sufficient to cover an unbounded wait, because the first property can be
applied arbitrarily many times.

2. Reduce generality

Another pragmatic solution is replacing the unbounded “*” by a bounded one. This
loses the full generality of the formal proof, but it is still more powerful than
standard simulation, and can often lead to efficient bug-finding.

3. Induction

Finally, using induction on the length of atrace, it is possible to fully prove
unbounded properties. Thisiswell known, but some non-trivial issues occur when
global assumptions are used. Ongoing work aims at a general method to use
induction for extending the power of bounded checkers.

Support for designers

Q: Where isthe simulation/assurance tool most effectively used?

A: The simulation tool is valuable for relatively inexperienced design or
verification engineers who need confidence that their coding is correct.

The property assurance tool is useful in systematic property specification by
experienced verification engineers.

How long does it take before being satisfied with properties?

A: Asshown in the SOC Interconnection Architecture case study, for 10% of
propertiesit takes at least 4 drafts before they are correct

Q: What sort of errors does the property simulation tool typically find? and
miss?

A: It finds errors such as getting the endpoint of a sequence wrong: counting
the wrong number of repetitions, or starting the second sequence at the same
cycle asthefirgt, rather than one cycle later (asin the Memory Interface case
study).

It needs more devel opment to capture all features related to unlimited
repetition (*).

Q: What features do users like? What additional features would they like?

A: Userslike the features of the property simulation tool that allows them to
request traces with additional constraints.

They would like fuller support for all different ways of writing propertiesin
PSL.

Q: How can it be made easy to use propertiesin both formal verification and
simulation?
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A: Many property specifications require the use of modelling code, whose
reusability islimited in simulation. In the Bus Protocol case study, verification
components were devel oped for standard protocol properties, where the
properties were embedded in ordinary Verilog modules, which could be used
with either simulators or model checkers.

Improved verification
Q: How far can there be a tool-independent specification strategy?

A: Inthe SLIM Core Processor case study, properties were formulated with
both the IBM and OneSpin static checkers as target verification tools. It was
found that some styles were better suited to one tool than the other, although
the properties were recognizably equivalent: the difference was a matter of
style rather than the sort of property.

Use of PSL spec
Q: What are good examples of use of refinement by property assurance?

A: Property assurance was used in the Memory Interface case study to check
that a detailed specification involving modelling the internal functionality
implied the satisfaction of several high-level properties.

It was used in the Bus Protocol case study to prove equivalence of two small
sets of properties.

Q: What can you not say in PSL?
A: Four classes of things you can't say in PSL were noted

1. Language features that would be convenient, but are not currently in the
language. If appropriate, enhancement requests were made to the IEEE-
1850 committee, for example in the SOC Interconnection Architecture case
study.

2. Statements about the behaviour of the design at alevel of abstraction
below cycle or asynchronous event level. In most cases, no occasion to
want such statements arose; but in the SOC Interconnection Architecture, a
rule about clock timing was beyond the scope of the PSL spec.

3. Statements saying something about how some signalsin the design depend
on others, for example that randomnessis preserved in the Random
Number Generator. It may be that such statements can be shown to follow
from properties that can be expressed in PSL.

4. Statements that are not about the design at all. For example, the meta-
property: “the property set covers the complete functionality of amodule”
is outside the scope of PSL, although it is highly relevant from a practical
perspective, as well as accessible to formal analyses.

Q: What is agood way to relate PSL to parts of the spec not in PSL?

A: Mathematical reasoning was used in the Random Number Generator and
Transport Front End case studies, in the one case to prove that certain PSL
properties imply properties about randomness, in the other to prove that a
collection of lower-level properties about relationships between signalsimply a
few higher-level properties about rel ationships between streams.

78 Conclusion



5.2 Productivity Benefits

The benefits of property-based specification to the productivity of the design
process are of two types:

Direct — reduction of the effort required to produce a specification fit for a
given purpose

Indirect —the contribution that the existence of a property-based
specification makes to processes further down the line: design, verification
and reuse

In this section, we report on the direct benefits observed in the case studies, though
we should not forget the equally, possibly more important indirect benefits—for
the Protocol Processor, the subsequent 40% reduction in verification time and
elimination of 20 bugs; for the SLIM Core processor, the readability of the
specification, which increases the frequency at which regression tests can be
updated following specification changes, for the Bus Protocol, the possibility of
devel oping reusable checks for all modules using the bus.

Figures or estimates for comparison with other pre-verification specifications are
available for the Protocol Processor, the Protocol Converter, the Random Number
Generator, the Transport Front End and the Memory Interface. In the case of the
Bus Protocol and the SOC Interconnection Architecture, such comparisons do not
apply, asthereisno design, only a protocol. There are no measurements for
aternative specification methods available for the TriCore2 processor, the Memory
Controller, the Bridge, or the AMBA Infrastructure; and for the SLIM Core
Processor, the activity focused only on parts of design, for which measurements
from previous testbenches cannot be isolated.

In all cases except the Protocol Processor, the comparison figures are for the
development of an environment suitable for high-quality verification, allowing
close control of stimuli so asto give comprehensive coverage of the design, and
checking all required features, either individually or by reference to amodel. Such
an environment provides a good comparison with a property-based specification,
whichisaso the basis for high-quality verification. We will analyze the
comparisons with verification environments (testbenches) below, and will consider
the Protocol Processor separately.

Table 5.2-1collects the measurements from the case studies reported above,
including for the Transport Front End both the figures for the individual blocks and
those for the IP asawhole.

Design Lines of Testbench Property- % gain

Code effort based effort
Person-weeks | Person-weeks

Protocol Converter

11K

3

3

0%

Random Number
Generator

2K

25%
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Transport Front End | 3K 16 13 19%
Input Block

Transport Front End | 2.5K 12 15 -25%
DMA

Transport Front End | 4K 3 2 33%
Arbiter

Transport Front End | 4.5K 3 2 33%
PID Filter

Transport Front End | 1.5K 2 1 50%
SRAM Interface

Transport Front End | 15.5K 36 33 8%
Whole IP

(includes al blocks

above)

Memory Interface 0.3K 04 04 0%

Bus Interface Type 1

Memory Interface 0.8K 04 04 0%
Bus Interface Type 2

Memory Interface 0.7K 1 1 0%
Buffer

Memory Interface 1.8K 5 5 0%
Pardlel Interface

Table 5.2-1: Testbench and property specification effort.

The whole Transport Front End is much larger than the other blocks, and comprises
several components. Considering the Transport Front End as awhole, the average
improvement across al designsis 4%. Considering each of the pieces of the
Transport Front End separately, the average improvement across all designsis
12%. The only one of the designs for which there is adeterioration isthe DMA.
Thisis aso the design where there is most scope for obtaining better results given
more experience: for the other designs, the methods for property specification are
now well understood, whereas with hindsight, different approaches might have
been taken for the DMA. We note that, in the case of the Bus Protocol, there was a
reduction from 4 months to 2.5 months between specification efforts on different
but comparable protocols, thanks to the experience on the first protocol. With
better understanding of how to tackle the DMA, we would look for asimilar
reduction, from 15 weeks to 9 or 10. Compared with 12 weeks for the testbench,
this would be consistent with the overall double-figure average.

80 Conclusion



In the case of the Protocol Processor, the comparison was with a simpler
specification (datasheet), where the extra quality of the property-based
specification involved 30% more effort. We expect that, using a measure
comparable to the other designs, the direct benefit for pipelines such as the
Protocol Processor, which has 11K lines of code, would be in line with the figures
above. For the datasheet specification took 1.5 months of effort, compared with the
2 months for aformal specification. It would be surprising if ahigh-quality
verification environment took less than 50% longer to devel op than the datashest
specification, i.e. less than 2.25 months. The formal specification took 10% less
than this.

In summary, we expect that, given equal experience on all designs, a consistent
improvement averaging at least 10% can be obtained on designs of thetypein
these case studies — arbiters, controllers, pipelines, single-block pass-through
designs, etc., of size not more than about 10K lines of code. Thisisthe direct
productivity benefit in the specification process; indirect benefits come on top of
that.

Case Studies in Property-Based Requirements Specification
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